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��� ,�KDYH�EHHQ�UHWDLQHG�E\�WKH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�WR�DGYLVH�RQ�5XVVLDQ�ODZ��

��� ,Q� WKLV� FDSDFLW\�� ,� KDYH� UHYLHZHG� WKH� ,QIRUPDWLRQ� 0HPRUDQGXP� IURP� WKH� $VVLVWDQW�
6HFUHWDU\�IRU�&\EHUVHFXULW\�DQG�&RPPXQLFDWLRQV�WR�WKH�$FWLQJ�6HFUHWDU\��GDWHG�6HSWHPEHU�
���������DQG�WKH�.DVSHUVN\�/DE�5HTXHVW�IRU�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�WR�,QLWLDWH�
5HYLHZ�RI�%LQGLQJ�2SHUDWLRQDO�'LUHFWLYH��������

��� ,�DP�SURYLGLQJ�WKLV�5HSRUW�WR�EH�DWWDFKHG�WR�D�PHPRUDQGXP�IURP�WKH�$VVLVWDQW�6HFUHWDU\�
IRU�&\EHUVHFXULW\�DQG�&RPPXQLFDWLRQV�WR�WKH�6HFUHWDU\�RI�+RPHODQG�6HFXULW\��7KLV�5HSRUW�
LV�EDVHG�RQ�P\�UHYLHZ�DQG�DQDO\VLV�RI�5XVVLDQ�ODZV�UHODWHG�WR�WKH�DXWKRULWLHV�RI�5XVVLDQ�
LQWHOOLJHQFH�DQG�RWKHU�JRYHUQPHQW�DJHQFLHV��WR�WKH�UHTXLUHPHQWV�IRU�SULYDWH�HQWHUSULVHV�WR�
GHYHORS��XVH��DQG�VHOO�SURGXFWV�WKDW�XVH�HQFU\SWLRQ��DQG�WR�RWKHU�PDWWHUV�UHOHYDQW�WR�%LQGLQJ�
2SHUDWLRQDO�'LUHFWLYH����������7KLV�5HSRUW�LV�QRW�LQWHQGHG�WR�EH�DQ�H[KDXVWLYH�DQDO\VLV���,I�
QHHGHG�IRU�D�IXWXUH�SXUSRVH��,�PD\�VXSSOHPHQW�WKLV�5HSRUW��

��� $OO�WUDQVODWLRQV�LQ�WKLV�UHSRUW�KDYH�EHHQ�PDGH�RU�YHULILHG�E\�PH��

�
0<�48$/,),&$7,216�$1'�(;3(5,(1&(�
�
��� ,�WHDFK�DW�WKH�8QLYHUVLW\�RI�,OOLQRLV��ZKHUH�,�DP�3URIHVVRU�RI�/DZ�(PHULWXV�DQG�KROGHU�RI�

WKH�&OLIIRUG�0��	�%HWWH�$��&DUQH\�&KDLU�(PHULWXV���0\�VSHFLDOW\�LV�ODZ�RI�WKH�5XVVLDQ�
)HGHUDWLRQ��ODZ�RI�WKH�RWKHU�IRUPHU�6RYLHW�UHSXEOLFV��DQG�ODZ�RI�WKH�IRUPHU�6RYLHW�8QLRQ��

��� ,�KDYH�FRQVXOWHG�RQ�6RYLHW�DQG�5XVVLDQ�ODZ�IRU�JRYHUQPHQW�DJHQFLHV�DQG�IRU�ODZ\HUV�ZLWK�
FOLHQWV�LQYHVWLQJ�LQ�DQG�WUDGLQJ�ZLWK�WKH�8665�DQG��PRUH�UHFHQWO\��5XVVLD�DQG�RWKHU�IRUPHU�
6RYLHW� UHSXEOLFV�� ,� VSHDN�� UHDG�� DQG� ZULWH� 5XVVLDQ� IOXHQWO\�� DQG� ,� KDYH� YLVLWHG� 5XVVLD�
IUHTXHQWO\��

��� ,�KDYH�VWXGLHG�ODZ�ERWK�LQ�WKH�8QLWHG�6WDWHV�DQG�LQ�5XVVLD���,Q�������,�UHFHLYHG�DQ�$�%��
'HJUHH�IURP�+DUYDUG�&ROOHJH�LQ�&ODVVLFV�DQG�6ODYLF�DQG��LQ�������,�UHFHLYHG�D�-�'��'HJUHH�
IURP�+DUYDUG�/DZ�6FKRRO���'XULQJ������������,�ZDV�DQ�H[FKDQJH�SRVW�JUDGXDWH�VWXGHQW�
DW�WKH�)DFXOW\�RI�/DZ�RI�/HQLQJUDG��QRZ�6W��3HWHUVEXUJ��6WDWH�8QLYHUVLW\��7KHUH��,�VWXGLHG�
ZLWK�3URIHVVRU�2�6��,RIIH��D�OHDGLQJ�H[SHUW�RQ�5XVVLDQ�FLYLO�ODZ���,Q������������,�ZDV�DQ�
DVVRFLDWH�RI� WKH�+DUYDUG�5XVVLDQ�5HVHDUFK�&HQWHU�DQG�D�5HVHDUFK�$VVRFLDWH�DW�+DUYDUG�
/DZ�6FKRRO���,Q�������,�WDXJKW�DV�D�)XOEULJKW�/HFWXUHU�DW�0RVFRZ�6WDWH�8QLYHUVLW\��
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��� $IWHU� WKH� GLVVROXWLRQ� RI� WKH� 6RYLHW� 8QLRQ�� ,� ZRUNHG� H[WHQVLYHO\� XQGHU� 8QLWHG� 6WDWHV�
JRYHUQPHQW�DXVSLFHV�RQ�IRUHLJQ�DLG�SURMHFWV�GHVLJQHG�WR�KHOS�ZLWK�WKH�FUHDWLRQ�RI�WKH�OHJDO�
EDVLV� IRU� D� PDUNHW� HFRQRP\� LQ� WKH� 5XVVLDQ� )HGHUDWLRQ� DQG� WKH� RWKHU� IRUPHU� 6RYLHW�
UHSXEOLFV�� � 2QH� LPSRUWDQW� SDUW� RI� WKLV� HIIRUW� ZDV� WKH� FUHDWLRQ� RI� PRGHO� &LYLO� &RGH�
OHJLVODWLRQ��ZKLFK� HYHQWXDOO\�EHFDPH�D�EDVLV� IRU� WKH� FLYLO� FRGHV�RI� D�QXPEHU�RI� IRUPHU�
UHSXEOLFV���,Q�FRQQHFWLRQ�ZLWK�WKLV�SURMHFW��,�PHW�IUHTXHQWO\�ZLWK�FLYLO�FRGH�GUDIWHUV�IURP�
5XVVLD�DQG�RWKHU�IRUPHU�UHSXEOLFV�GXULQJ�WKH�����V��

��� ,� DP� DXWKRU�� FR�DXWKRU�� FR�HGLWRU�� WUDQVODWRU�� RU� FR�WUDQVODWRU� RI� D� GR]HQ� ERRNV� DQG�
QXPHURXV�DUWLFOHV�RQ�6RYLHW�DQG�5XVVLDQ�ODZ��LQFOXGLQJ�D�WUDQVODWLRQ�RI�WKH�5XVVLDQ�&LYLO�
&RGH�DQG�D�ERRN��/DZ�DQG�/HJDO�6\VWHP�RI�WKH�5XVVLDQ�)HGHUDWLRQ��ZKLFK�,�FR�DXWKRUHG�
ZLWK� 3URIHVVRU�:LOOLDP� %XUQKDP�� 2OJD� 6FKZDUW]�� DQG� WKH� ODWH� 3URIHVVRU� *HQQDG\�0��
'DQLOHQNR���,Q�DGGLWLRQ�WR�P\�ZULWLQJV�RQ�5XVVLDQ�ODZ��,�DP�DOVR�WKH�FR�DXWKRU�RI�VHYHUDO�
FDVHERRNV�DQG�WKH�DXWKRU�RI�YDULRXV�DUWLFOHV�RQ�8QLWHG�6WDWHV�ODZ���

���� $Q�XS�WR�GDWH�FRS\�RI�P\�FXUULFXOXP�YLWDH�LV�DWWDFKHG�DV�$SSHQGL[���WR�WKLV�5HSRUW��

�
7+(�5866,$1�/(*$/�6<67(0�
�
,QWURGXFWLRQ�
�
���� 7KH�5XVVLDQ�OHJDO�V\VWHP�EHORQJV�WR�WKH�(XURSHDQ�FLYLO�ODZ�IDPLO\��RU�FRQWLQHQWDO�V\VWHP���

5XVVLDQ�ODZ�PDNHV�D�VWULFW�GLYLVLRQ�EHWZHHQ�GLIIHUHQW�EUDQFKHV�RI�ODZ��VXFK�DV�FULPLQDO�
ODZ��FLYLO�ODZ��DQG�ODERU�ODZ��(DFK�EUDQFK�KDV�LWV�RZQ�SULQFLSOHV�DQG�VRXUFHV�RI�OHJLVODWLRQ��
8VXDOO\�WKH�NH\�SULQFLSOHV�RI�HDFK�EUDQFK�DUH�FRGLILHG��IRU�LQVWDQFH�LQ�WKH�&LYLO�&RGH�DQG�
WKH�&LYLO�3URFHGXUH�&RGH��7KH�V\VWHP�RI�5XVVLDQ�ODZ�DQG�RI�5XVVLDQ�FLYLO�ODZ��LQ�SDUWLFXODU��
LV�PXFK�PRUH�FORVHO\�UHODWHG�WR�*HUPDQ�ODZ�WKDQ�WR�)UHQFK�ODZ��+RZHYHU��LW�ZRXOG�EH�D�
JUHDW�PLVWDNH�WR�DVVXPH�WKDW�DQ\�UXOH�RU�WKH�LQWHUSUHWDWLRQ�RI�DQ\�OHJDO�SURYLVLRQ�LQ�5XVVLD�
ZRXOG�QHFHVVDULO\�IROORZ�WKH�ODZ�LQ�RWKHU�FLYLO�ODZ�FRXQWULHV��

6RXUFHV�RI�/DZ��
�
���� 7KH�SULQFLSDO�VRXUFHV�RI�WKH�ODZ�RI�WKH�5XVVLDQ�)HGHUDWLRQ��LQ�KLHUDUFKLFDO�RUGHU��DUH��WKH�

&RQVWLWXWLRQ�RI�WKH�5XVVLDQ�)HGHUDWLRQ��ODZV�DGRSWHG�E\�WKH�5XVVLDQ�3DUOLDPHQW��GHFUHHV�
RI� WKH�3UHVLGHQW��DQG�UHJXODWLRQV�LVVXHG�E\�WKH�*RYHUQPHQW�DQG�JRYHUQPHQWDO�DJHQFLHV��
7KHUH� LV� DOVR� OHJLVODWLRQ� DGRSWHG� DW� UHJLRQDO� DQG� FLW\� OHYHOV�� EXW� WKLV� OHJLVODWLRQ� LV� QRW�
UHOHYDQW� WR�WKH�OHJDO� LVVXHV�GLVFXVVHG�LQ�WKLV�5HSRUW��:KHQ�RUGLQDU\�ODZV�LQ�D�SDUWLFXODU�
EUDQFK�DUH�FKDQJHG��JHQHUDOO\�WKH�FRGHV�DUH�FKDQJHG�DW�WKH�VDPH�WLPH�WR�DYRLG�FRQIOLFWV��
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6WDWXWHV�RIWHQ�FRQWDLQ�FURVV�UHIHUHQFHV�FODULI\LQJ�WKHLU�UHODWLRQVKLS�WR�YDULRXV�EUDQFKHV�RI�
ODZ��

�
6800$5<�2)�/(*$/�$1$/<6,6�

�
���� %HORZ�,�SURYLGH�D�VXPPDU\��RI�P\�OHJDO�DQDO\VLV���0\�FRQFOXVLRQV�DUH�DV�IROORZV��

�D��� 5XVVLDQ�ODZ�UHTXLUHV�)6%�ERGLHV�WR�FDUU\�RXW�WKHLU�DFWLYLWLHV�LQ�FROODERUDWLRQ�ZLWK�
YDULRXV� HQWLWLHV� LQ� 5XVVLD�� LQFOXGLQJ� SULYDWH� HQWHUSULVHV�� DQG� WKXV� LQFOXGLQJ�
.DVSHUVN\�/DE���

�E��� 3ULYDWH�HQWHUSULVHV��LQFOXGLQJ�.DVSHUVN\�/DE��DUH�XQGHU�D�OHJDO�REOLJDWLRQ�WR�DVVLVW�
)6%� ERGLHV� LQ� WKH� H[HFXWLRQ� RI� WKH� GXWLHV� DVVLJQHG� WR� )6%� ERGLHV�� LQFOXGLQJ�
FRXQWHULQWHOOLJHQFH�DQG�LQWHOOLJHQFH�DFWLYLW\��

�F��� 5XVVLDQ�ODZ�SHUPLWV�)6%�VHUYLFH�SHUVRQQHO�WR�EH�VHFRQGHG�WR�SULYDWH�HQWHUSULVHV��
LQFOXGLQJ�.DVSHUVN\�/DE��ZLWK�WKH�FRQVHQW�RI�WKH�KHDG�RI�WKH�HQWHUSULVH�DQG�ZLWK�
WKH�)6%�SHUVRQQHO�UHPDLQLQJ�LQ�)6%�PLOLWDU\�VHUYLFH�VWDWXV�GXULQJ�WKH�VHFRQGPHQW����

�G�� .DVSHUVN\�/DE�TXDOLILHV�DV�DQ�³RUJDQL]HU�RI�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�RQ�
WKH� ,QWHUQHW´� DQG�� DV� VXFK�� LV� UHTXLUHG� ���� WR� VWRUH� LQ� 5XVVLD� DQG� SURYLGH� WR�
DXWKRUL]HG�VWDWH�ERGLHV�� LQFOXGLQJ�WKH�)6%��PHWDGDWD�FXUUHQWO\�DQG�FRQWHQW�DV�RI�
-XO\� ��� ������ DQG�� EDVHG� RQ� WKLV� RU� RWKHU� ODZV�� ���� WR� LQVWDOO� HTXLSPHQW� DQG�
LPSOHPHQW�RWKHU�PHDQV�WKDW�HQDEOH�WKH�)6%�DQG�SRWHQWLDOO\�RWKHU�VWDWH�DXWKRULWLHV�
WR� PRQLWRU� GDWD� WUDQVPLVVLRQV� EHWZHHQ� .DVSHUVN\¶V� FRPSXWHUV� LQ� 5XVVLD� DQG�
.DVSHUVN\�/DE�FXVWRPHUV��

��H��� 1R�FRXUW�RUGHU�LV�UHTXLUHG�IRU�)6%�RSHUDWLRQDO�LQYHVWLJDWLYH�DFWLYLWLHV�XQGHUWDNHQ�
LQ� WKH� SHUIRUPDQFH� RI� )6%� GXWLHV�� LQFOXGLQJ� RSHUDWLRQDO�LQYHVWLJDWLYH� DFWLYLWLHV�
LQYROYLQJ�WKH�REWDLQLQJ�RI�LQIRUPDWLRQ�VWRUHG�RQ�DQG�FRPPXQLFDWLRQV�ZLWK�8QLWHG�
6WDWHV�JRYHUQPHQW�FRPSXWHUV��DQG�.DVSHUVN\�/DE�LV�REOLJHG�WR�DVVLVW�WKH�)6%�ZLWK�
VXFK�RSHUDWLRQDO�LQYHVWLJDWLYH�DFWLYLWLHV��

��I�� .DVSHUVN\�/DE�LV�UHTXLUHG�WR�SURYLGH�WKH�)6%�DQG�RWKHU�)HGHUDO�H[HFXWLYH�ERGLHV�
LQ� WKH� ILHOG� RI� VHFXULW\� ZLWK� WKH� NH\V� RU� RWKHU� LQIRUPDWLRQ� QHHGHG� WR� GHFU\SW�
.DVSHUVN\�/DE¶V�HQFU\SWHG�GDWD�WUDQVPLVVLRQV��

�
'(7$,/('�/(*$/�$1$/<6,6�
�
�D��5XVVLDQ�ODZ�UHTXLUHV�)6%�ERGLHV�WR�FDUU\�RXW�WKHLU�DFWLYLWLHV�LQ�FROODERUDWLRQ�ZLWK�YDULRXV�
HQWLWLHV�LQ�5XVVLD��LQFOXGLQJ�SULYDWH�HQWHUSULVHV��DQG�WKXV�LQFOXGLQJ�.DVSHUVN\�/DE���
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�
���� 7KH�)HGHUDO�/DZ�RI�$SULO����������1R�����)=��³2Q�WKH�)HGHUDO�6HFXULW\�6HUYLFH´�UHTXLUHV�

)6%�ERGLHV� WR�FDUU\�RXW� WKHLU�DFWLYLWLHV� LQ�FROODERUDWLRQ�ZLWK�YDULRXV�HQWLWLHV� LQ�5XVVLD��
LQFOXGLQJ� SULYDWH� HQWHUSULVHV� VXFK� DV� .DVSHUVN\�� � 7KLV� REOLJDWLRQ� LV� VWDWHG� LQ� WKH� ILUVW�
SDUDJUDSK�RI�$UWLFOH����RI�WKLV�ODZ���

������� �)HGHUDO�VHFXULW\�VHUYLFH�ERGLHV�VKDOO�FDUU\�RXW�WKHLU�DFWLYLW\�LQ�FROODERUDWLRQ�
ZLWK�IHGHUDO�ERGLHV�RI�VWDWH�DXWKRULW\��ERGLHV�RI�VWDWH�DXWKRULW\�RI�FRQVWLWXHQW�HQWLWLHV�
RI�WKH�5XVVLDQ�)HGHUDWLRQ��HQWHUSULVHV��LQVWLWXWLRQV��DQG�RUJDQL]DWLRQV��UHJDUGOHVV�RI�
WKHLU�IRUP�RI�RZQHUVKLS���

���� 7KH�³ERGLHV´�RI�WKH�)6%�DUH�GHILQHG�LQ�$UWLFOH���RI�WKH�VDPH�ODZ�DV�WKH�³IHGHUDO�ERG\�RI�
H[HFXWLYH� DXWKRULW\� LQ� WKH� DUHD� RI� HQVXULQJ� VHFXULW\´� DQG� WKH� UHJLRQDO� DQG� VSHFLDOL]HG�
VHFXULW\�ERGLHV�VXERUGLQDWH�WR�LW��

��
�E��3ULYDWH�HQWHUSULVHV��LQFOXGLQJ�.DVSHUVN\�/DE��DUH�XQGHU�D�OHJDO�REOLJDWLRQ�WR�DVVLVW�)6%�
ERGLHV�LQ�WKH�H[HFXWLRQ�RI�WKH�GXWLHV�DVVLJQHG�WR�)6%�ERGLHV��LQFOXGLQJ�FRXQWHULQWHOOLJHQFH�
DQG�LQWHOOLJHQFH�DFWLYLW\��

���� 7KH�)HGHUDO�/DZ�RI�$SULO����������1R�����)=��³2Q�WKH�)HGHUDO�6HFXULW\�6HUYLFH´�SODFHV�
SULYDWH�HQWHUSULVHV�XQGHU�D� OHJDO�REOLJDWLRQ� WR�DVVLVW�)6%�ERGLHV� LQ� WKH�H[HFXWLRQ�RI� WKH�
GXWLHV�DVVLJQHG�WR�WKH�)6%�ERGLHV��7KLV�REOLJDWLRQ�LV�VWDWHG�LQ�WKH�WKLUG�SDUDJUDSK�RI��$UWLFOH�
���RI�WKLV�ODZ�����

6WDWH� ERGLHV� DQG� DOVR� HQWHUSULVHV�� LQVWLWXWLRQV� DQG�RUJDQL]DWLRQV�KDYH� WKH�
REOLJDWLRQ� WR�DVVLVW� IHGHUDO� VHFXULW\�VHUYLFH�ERGLHV� LQ� WKH�H[HFXWLRQ�RI� WKH�GXWLHV�
DVVLJQHG�WR�WKHVH�ERGLHV��

�
���� 7KH�GXWLHV�DVVLJQHG�WR�WKHVH�ERGLHV�PD\�EH�LQ�DQ\�RI�WKH�³EDVLF�GLUHFWLRQV´�OLVWHG�LQ�$UWLFOH�

��RI�WKH�/DZ����)=�RI�$SULO����������DV�DPHQGHG��ZKLFK�SURYLGHV��

$UWLFOH����'LUHFWLRQV�RI�$FWLYLW\�RI�WKH�)HGHUDO�6HFXULW\�6HUYLFH�%RGLHV�

�7KH�DFWLYLW\�RI� IHGHUDO� VHFXULW\� VHUYLFH�ERGLHV� VKDOO�EH�FRQGXFWHG� LQ� WKH�
IROORZLQJ�EDVLF�GLUHFWLRQV��

FRXQWHULQWHOOLJHQFH�DFWLYLW\��

WKH�ILJKW�ZLWK�WHUURULVP��

WKH�ILJKW�ZLWK�FULPH��
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LQWHOOLJHQFH�DFWLYLW\��

ERUGHU�DFWLYLW\��

HQVXULQJ�LQIRUPDWLRQ�VHFXULW\��

2WKHU� GLUHFWLRQV� RI� DFWLYLW\� RI� IHGHUDO� VHFXULW\� VHUYLFH� ERGLHV� VKDOO� EH�
GHILQHG�E\�IHGHUDO�OHJLVODWLRQ��

���� ,Q� SDUWLFXODU�� .DVSHUVN\� /DE� PXVW� DVVLVW� )6%� ERGLHV� LQ� WKHLU� FRXQWHULQWHOOLJHQFH� DQG�
LQWHOOLJHQFH�DFWLYLW\�� VLQFH� WKHVH�DUH�GXWLHV�DVVLJQHG� WR�)6%�ERGLHV��7KHVH�DFWLYLWLHV�DUH�
GHILQHG�LQ�WKH�ILUVW�SDUDJUDSK�RI�$UWLFOH���DQG�WKH�ILUVW�SDUDJUDSK�RI�$UWLFOH����RI�WKH�)HGHUDO�
/DZ�RI�$SULO����������1R�����)=��³2Q�WKH�)HGHUDO�6HFXULW\�6HUYLFH´��

$UWLFOH����&RXQWHULQWHOOLJHQFH�$FWLYLW\�
�
&RXQWHULQWHOOLJHQFH�DFWLYLW\�±�DFWLYLW\�FRQGXFWHG�E\�ERGLHV�RI�WKH�IHGHUDO�

VHFXULW\� VHUYLFH� DQG�RU� WKHLU� VXEGLYLVLRQV� �KHUHLQDIWHU� LQ� WKLV� $UWLFOH� ±�
³FRXQWHULQWHOOLJHQFH� ERGLHV´��� DQG� DOVR� E\� RIILFLDO� SHUVRQV� RI� WKHVH� ERGLHV� DQG�
VXEGLYLVLRQ� E\� WKH� FRQGXFW� RI� FRXQWHULQWHOOLJHQFH� PHDVXUHV� IRU� WKH� SXUSRVH� RI�
UHYHDOLQJ�� SUHYHQWLQJ�� DQG� VWRSSLQJ� LQWHOOLJHQFH� DQG� RWKHU� DFWLYLW\� RI� VSHFLDO�
VHUYLFHV�DQG�RUJDQL]DWLRQV�RI�IRUHLJQ�VWDWHV�DQG�DOVR�RI�LQGLYLGXDO�SHUVRQV��ZKLFK�
LV�GLUHFWHG�DW�FDXVLQJ�KDUP�WR�WKH�VHFXULW\�RI�WKH�5XVVLDQ�)HGHUDWLRQ��

�
$UWLFOH�����,QWHOOLJHQFH�$FWLYLW\�

,QWHOOLJHQFH�DFWLYLW\�LV�FRQGXFWHG�E\�WKH�ERG\�RI�IRUHLJQ�LQWHOOLJHQFH�RI�WKH�
IHGHUDO�ERG\�RI�H[HFXWLYH�DFWLYLW\�LQ�DFFRUGDQFH�ZLWK�WKH�)HGHUDO�ODZ�³2Q�)RUHLJQ�
,QWHOOLJHQFH�´�

7KH�PDQQHU�RI�LQWHUDFWLRQ�RI�WKH�ERG\�RI�IRUHLJQ�LQWHOOLJHQFH�RI�H[HFXWLYH�
DXWKRULW\�LQ�WKH�DUHD�RI�HQVXULQJ�VHFXULW\�ZLWK�RWKHU�ERGLHV�RI�IRUHLJQ�LQWHOOLJHQFH�
RI� WKH� 5XVVLDQ� )HGHUDWLRQ� LV� GHILQHG� E\� IHGHUDO� OHJLVODWLRQ� DQG� E\� DJUHHPHQWV�
FRQFOXGHG�DPRQJ�WKHP��DQG�RU�E\��MRLQW�QRUPDWLYH�OHJDO�DFWV��

7KH�PDQQHU�RI�FRQGXFWLQJ�LQWHOOLJHQFH�PHDVXUHV�DQG�WKH�PDQQHU�RI�XVH�RI�
VSHFLDO� PHWKRGV� DQG� PHDQV� LQ� WKH� FRQGXFW� RI� LQWHOOLJHQFH� DFWLYLWLHV� VKDOO� EH�
HVWDEOLVKHG�E\�QRUPDWLYH�OHJDO�DFWV�RI�WKH�IHGHUDO�ERG\�RI�H[HFXWLYH�DXWKRULW\�LQ�WKH�
DUHD�RI�HQVXULQJ�VHFXULW\��

�F�� 5XVVLDQ� ODZ� SHUPLWV� )6%� VHUYLFH� SHUVRQQHO� WR� EH� VHFRQGHG� WR� SULYDWH� HQWHUSULVHV��
LQFOXGLQJ�.DVSHUVN\�/DE��ZLWK�WKH�FRQVHQW�RI�WKH�KHDG�RI�WKH�HQWHUSULVH�DQG�ZLWK�WKH�)6%�
SHUVRQQHO�UHPDLQLQJ�LQ�)6%�PLOLWDU\�VHUYLFH�VWDWXV�GXULQJ�WKH�VHFRQGPHQW����
�
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���� $V�DSSHDUV�IURP�$UWLFOH���RI�WKH�)HGHUDO�/DZ�RI�$SULO����������1R�����)=��³2Q�WKH�)HGHUDO�
6HFXULW\�6HUYLFH�´�WKH�)HGHUDO�6HFXULW\�6HUYLFH�KDV�LWV�RZQ�PLOLWDU\�VHUYLFH�SHUVRQQHO��LQ�
DGGLWLRQ�WR�FLYLO�VHUYLFH�SHUVRQQHO��DQG�RUGLQDU\�HPSOR\HHV��

���� 7KH�)HGHUDO�/DZ�RI�$SULO����������1R�����)=��³2Q�WKH�)HGHUDO�6HFXULW\�6HUYLFH´�SHUPLWV�
)6%�PLOLWDU\�VHUYLFH�SHUVRQQHO�WR�EH�VHFRQGHG�WR�SULYDWH�HQWHUSULVHV��LQFOXGLQJ�.DVSHUVN\��
ZLWK�WKH�FRQVHQW�RI�WKH�KHDG�RI�WKH�HQWHUSULVH�DQG�ZLWK�WKH�)6%�PLOLWDU\�VHUYLFH�SHUVRQQHO�
UHPDLQLQJ�RQ�PLOLWDU\�VHUYLFH�GXULQJ�WKH�VHFRQGPHQW���7KLV�DXWKRULW\�LV�VWDWHG�LQ�WKH�VL[WK�
SDUDJUDSK�RI�$UWLFOH����RI�WKLV�ODZ�����

)RU�WKH�SXUSRVHV�RI�UHVROYLQJ�WKH�WDVNV�RI�VDIHJXDUGLQJ�WKH�VHFXULW\�RI�WKH�
5XVVLDQ�)HGHUDWLRQ��PLOLWDU\�VHUYLFH�SHUVRQQHO�RI� IHGHUDO� VHFXULW\�VHUYLFH�ERGLHV�
PD\�EH� VHFRQGHG� WR� VWDWH� DXWKRULWLHV�� HQWHUSULVHV�� LQVWLWXWLRQV� DQG� RUJDQL]DWLRQV��
UHJDUGOHVV�RI�WKHLU�IRUP�RI�RZQHUVKLS��ZLWK�WKH�FRQVHQW�RI�WKHLU�KHDGV�DQG�LQ�WKH�
PDQQHU�HVWDEOLVKHG�E\�WKH�3UHVLGHQW�RI�WKH�5XVVLDQ�)HGHUDWLRQ��ZKLOH�UHPDLQLQJ�RQ�
PLOLWDU\�VHUYLFH���

�G��.DVSHUVN\�/DE�TXDOLILHV� DV� DQ� ³RUJDQL]HU� RI� WKH�GLVVHPLQDWLRQ�RI� LQIRUPDWLRQ�RQ� WKH�
,QWHUQHW´� DQG� DV� VXFK�� LV� UHTXLUHG� ���� WR� VWRUH� LQ�5XVVLD� DQG�SURYLGH� WR� DXWKRUL]HG� VWDWH�
ERGLHV��LQFOXGLQJ�WKH�)6%��PHWDGDWD�FXUUHQWO\�DQG�FRQWHQW�DV�RI�-XO\����������DQG��EDVHG�RQ�
WKLV�RU�RWKHU�ODZV������WR�LQVWDOO�HTXLSPHQW�DQG�LPSOHPHQW�RWKHU�PHDQV�WKDW�HQDEOH�WKH�)6%�
DQG�SRWHQWLDOO\�RWKHU�VWDWH�DXWKRULWLHV�WR�PRQLWRU�GDWD�WUDQVPLVVLRQV�EHWZHHQ�.DVSHUVN\¶V�
FRPSXWHUV�LQ�5XVVLD�DQG�.DVSHUVN\�/DE�FXVWRPHUV��

���� $UWLFOH�������LQWURGXFHG�E\�WKH�)HGHUDO�/DZ�RI�0D\����������1R�����)=��RI�WKH�)HGHUDO�
/DZ� RI� -XO\� ���� ������ 1R�� ����)=�� ³2Q� ,QIRUPDWLRQ�� ,QIRUPDWLRQ� 7HFKQRORJLHV�� DQG�
3URWHFWLRQ�RI� ,QIRUPDWLRQ�´�SODFHV�D�QXPEHU�RI� LPSRUWDQW�REOLJDWLRQV�RQ�DQ\�HQWLW\� WKDW�
TXDOLILHV�DV�³DQ�RUJDQL]HU�RI�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�RQ�WKH�,QWHUQHW´�DV�GHILQHG�
LQ�WKH�/DZ���7KH�WHUP�³RUJDQL]HU�RI�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�RQ�WKH�,QWHUQHW´�LV�
GHILQHG�LQ�$UWLFOH��������DV�IROORZV��

$Q�RUJDQL]HU�RI�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�RQ�WKH�,QWHUQHW�LV�D�SHUVRQ�
ZKR�FDUULHV�RXW� DFWLYLWLHV� WR� HQVXUH� WKH�RSHUDWLRQ�RI� LQIRUPDWLRQ� V\VWHPV�DQG�RU�
SURJUDPV� IRU� HOHFWURQLF� FRPSXWHUV� WKDW� DUH� GHVLJQHG� DQG�RU� XVHG� WR� UHFHLYH��
WUDQVPLW��GHOLYHU�DQG�RU�SURFHVV�HOHFWURQLF�PHVVDJHV�RI�XVHUV�RI�WKH�,QWHUQHW��

�
���� .DVSHUVN\� /DE� TXDOLILHV� DV� ³DQ� RUJDQL]HU� RI� WKH� GLVVHPLQDWLRQ� RI� LQIRUPDWLRQ� RQ� WKH�

,QWHUQHW´�EHFDXVH� LWV�DQWL�YLUXV�VRIWZDUH�FDUULHV�RXW�DFWLYLWLHV� WR�HQVXUH� WKH�RSHUDWLRQ�RI�
LQIRUPDWLRQ�V\VWHPV�DQG�DUH�GHVLJQHG�DQG�XVHG�WR�UHFHLYH��WUDQVPLW��GHOLYHU��DQG�SURFHVV�
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HOHFWURQLF�PHVVDJHV��LQFOXGLQJ�GDWD�WUDQVPLVVLRQV�DQG�HPDLOV��EHWZHHQ�,QWHUQHW�XVHUV��L�H���
.DVSHUVN\�/DE�DQG�LWV�FXVWRPHUV���

���� 7KH�GXWLHV�RI�RUJDQL]HUV�RI�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�RQ�WKH�,QWHUQHW�DUH�VWDWHG�LQ�
3DUDJUDSKV���WKURXJK�����RI�$UWLFOH�������ZKLFK�DUH�FXUUHQWO\�LQ�HIIHFW�H[FHSW�DV�QRWHG��DQG�
ZKLFK�SURYLGH��

$UWLFOH� ������ 7KH� 'XWLHV� RI� WKH� 2UJDQL]HU� RI� WKH� 'LVVHPLQDWLRQ� RI�
,QIRUPDWLRQ�RQ�WKH�,QWHUQHW�

���$Q�RUJDQL]HU�RI�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�RQ�WKH�,QWHUQHW�QHWZRUN�
LV�REOLJHG�WR�QRWLI\�WKH�IHGHUDO�H[HFXWLYH�ERG\�WKDW�SHUIRUPV�IXQFWLRQV�RI�FRQWURO�
DQG�VXSHUYLVLRQ�LQ�WKH�VSKHUH�RI�PDVV�PHGLD��PDVV�FRPPXQLFDWLRQV��LQIRUPDWLRQ�
WHFKQRORJLHV�DQG�FRPPXQLFDWLRQV�LQ�DFFRUGDQFH�ZLWK�WKH�SURFHGXUH�HVWDEOLVKHG�E\�
WKH�*RYHUQPHQW�RI�WKH�5XVVLDQ�)HGHUDWLRQ��RI�WKH�LQLWLDWLRQ�RI�DFWLYLWLHV�VSHFLILHG�
LQ�SDUW���RI�WKLV�$UWLFOH��

���$Q�RUJDQL]HU�RI�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�RQ�WKH�,QWHUQHW�QHWZRUN�
LV�REOLJHG�WR�NHHS�RQ�WKH�WHUULWRU\�RI�WKH�5XVVLDQ�)HGHUDWLRQ��

��� LQIRUPDWLRQ� DERXW� WKH� UHFHLSW�� WUDQVPLVVLRQ�� GHOLYHU\� DQG�RU�
SURFHVVLQJ�RI�YRLFH�LQIRUPDWLRQ��ZULWWHQ�WH[W��LPDJHV��VRXQGV��YLGHR�RU�RWKHU�
HOHFWURQLF�PHVVDJHV� RI� XVHUV� RI� WKH� ,QWHUQHW� DQG� LQIRUPDWLRQ� DERXW� WKHVH�
XVHUV�ZLWKLQ�RQH�\HDU�IURP�WKH�HQG�RI�WKH�LPSOHPHQWDWLRQ�RI�VXFK�DFWLRQV��

Subparagraph 2 immediately below takes effect July 1, 2018 

2) text messages of Internet users, voice information, images, 
sounds, video, other electronic messages of Internet users up to six months 
from the end of their reception, transmission, delivery and/or processing. 
The procedure, terms and volume of storage of information specified in this 
subparagraph shall be established by the Government of the Russian 
Federation.

����� 7KH� RUJDQL]HU� RI� WKH� GLVVHPLQDWLRQ� RI� LQIRUPDWLRQ� RQ� WKH� ,QWHUQHW�
QHWZRUN�LV�REOLJDWHG�WR�SURYLGH�LQIRUPDWLRQ�VSHFLILHG�LQ�3RLQW�����RI�WKLV�$UWLFOH�WR�
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DXWKRUL]HG�VWDWH�ERGLHV�FDUU\LQJ�RXW�RSHUDWLRQDO�LQYHVWLJDWLYH�DFWLYLW\�RU�HQVXULQJ�
WKH�VHFXULW\�RI�WKH�5XVVLDQ�)HGHUDWLRQ�LQ�FDVHV�VWLSXODWHG�E\�IHGHUDO�ODZV��

[An amendment effective January 1, 2018, changed the words “Point 3” above 
to “Part 3”.] 

���$Q�RUJDQL]HU�RI� WKH�GLVVHPLQDWLRQ�RI� LQIRUPDWLRQ�RQ� WKH�,QWHUQHW�VKDOO�
KDYH�WKH�GXW\�WR�HQVXUH�WKH�LPSOHPHQWDWLRQ�RI�WKH�UHTXLUHPHQWV�IRU�WKH�HTXLSPHQW�
DQG�IRU�WKH�WHFKQLFDO�DQG�SURJUDP�PHDQV�XVHG�E\�WKH�RUJDQL]HU�LQ�WKH�RSHUDWLRQ�E\�
LW�RI�LQIRUPDWLRQ�V\VWHPV��L�H���WKH�UHTXLUHPHQWV�WKDW�KDYH�EHHQ�HVWDEOLVKHG�E\�WKH�
IHGHUDO�ERG\�RI�H[HFXWLYH�SRZHU�LQ�WKH�DUHD�RI�FRPPXQLFDWLRQV�E\�DJUHHPHQW�ZLWK�
WKH�DXWKRUL]HG�VWDWH�ERGLHV�FRQGXFWLQJ�RSHUDWLYH�VHDUFK�DFWLYLW\�RU�HQVXULQJ�VHFXULW\�
RI�WKH�5XVVLDQ�)HGHUDWLRQ�IRU�XVH�E\�WKH�FRQGXFW�E\�WKHVH�ERGLHV��LQ�FDVHV�SURYLGHG�
E\�IHGHUDO�ODZV��RI�PHDVXUHV�IRU�WKH�SXUSRVHV�RI�FDUU\LQJ�RXW�WKH�WDVNV�DVVLJQHG�WR�
WKHVH�ERGLHV���7KH�RUJDQL]HU�DOVR�VKDOO�KDYH�WKH�GXW\�WR�WDNH�PHDVXUHV�WR�SUHYHQW�
WKH�GLVFRYHU\�RI� WKH�RUJDQL]DWLRQDO� DQG� WDFWLFDO�PHWKRGV�RI� WKH� FRQGXFW� RI� VXFK�
PHDVXUHV��7KH�*RYHUQPHQW�RI�WKH�5XVVLDQ�)HGHUDWLRQ�VKDOO�HVWDEOLVK�WKH�PDQQHU�LQ�
ZKLFK�WKH�RUJDQL]HUV�RI�WKH�GLVWULEXWLRQ�RI�LQIRUPDWLRQ�RQ�WKH�,QWHUQHW�LQWHUDFW�ZLWK�
WKH� DXWKRUL]HG� VWDWH� ERGLHV� FRQGXFWLQJ� RSHUDWLYH�VHDUFK� DFWLYLW\� RU� HQVXULQJ� WKH�
VHFXULW\�RI�WKH�5XVVLDQ�)HGHUDWLRQ��

�H��� 1R�FRXUW�RUGHU�LV�UHTXLUHG�IRU�)6%�RSHUDWLRQDO�LQYHVWLJDWLYH�DFWLYLWLHV�XQGHUWDNHQ�LQ�
WKH� SHUIRUPDQFH� RI� )6%� GXWLHV�� LQFOXGLQJ� RSHUDWLRQDO�LQYHVWLJDWLYH� DFWLYLWLHV�
LQYROYLQJ�REWDLQLQJ� LQIRUPDWLRQ�VWRUHG�RQ�DQG�FRPPXQLFDWLRQV�ZLWK�8QLWHG�6WDWHV�
JRYHUQPHQW�FRPSXWHUV��DQG�.DVSHUVN\�/DE� LV�REOLJHG� WR�DVVLVW� WKH�)6%�ZLWK� VXFK�
RSHUDWLRQDO�LQYHVWLJDWLYH�DFWLYLWLHV��

���� $Q�LPSRUWDQW�ZD\�LQ�ZKLFK�WKH�)6%�FDUULHV�RXW�LWV�GXWLHV�LV�E\�³RSHUDWLRQDO�LQYHVWLJDWLYH�
DFWLYLWLHV�´��6XFK�DFWLYLWLHV�DUH�JRYHUQHG�E\�)HGHUDO�/DZ�1R������)=�RI�$XJXVW����������
�DV�DPHQGHG���³2Q�2SHUDWLRQDO�,QYHVWLJDWLYH�$FWLYLW\�´�

���� $UWLFOH���RI�WKH�)HGHUDO�/DZ�RI�$XJXVW�����������1R������)=��DV�DPHQGHG�WKURXJK�-XO\����
������³2Q�2SHUDWLRQDO�6HDUFK�$FWLYLW\´�UHTXLUHV�SULYDWH�EXVLQHVVHV��LQFOXGLQJ�.DVSHUVN\�
/DE�� WR� LQVWDOO� DQ\� HTXLSPHQW� VXSSOLHG� E\� WKH� )6%� IRU� XVH� LQ� REWDLQLQJ� FRPSXWHU�
LQIRUPDWLRQ��

$UWLFOH����2SHUDWLRQDO�6HDUFK�0HDVXUHV�

7KH�IROORZLQJ�RSHUDWLRQDO�VHDUFK�PHDVXUHV�DUH�FRQGXFWHG�LQ�WKH�FRQGXFW�RI�
RSHUDWLRQDO�VHDUFK�DFWLYLW\��

������
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����2EWDLQLQJ�FRPSXWHU�LQIRUPDWLRQ��

�������

2SHUDWLRQDO�VHDUFK�PHDVXUHV�FRQQHFWHG�ZLWK�WKH�PRQLWRULQJ�RI�WKLQJV�VHQW�
E\� SRVW�� WHOHJUDSK� DQG� RWKHU� FRPPXQLFDWLRQV�� HDYHVGURSSLQJ� RQ� WHOHSKRQH�
FRQYHUVDWLRQV�ZLWK� FRQQHFWLRQ� WR� IL[HG� DSSDUDWXV� RI� HQWHUSULVHV�� LQVWLWXWLRQV� DQG�
RUJDQL]DWLRQV�UHJDUGOHVV�RI�WKH�IRUP�RI�RZQHUVKLS��DQG�RI�SK\VLFDO�DQG�OHJDO�SHUVRQV�
SURYLGLQJ� VHUYLFHV� DQG�PHDQV� RI� FRPPXQLFDWLRQ�ZLWK� WKH� WDNLQJ� RI� LQIRUPDWLRQ�
IURP� WHFKQLFDO� FKDQQHOV� RI� FRPPXQLFDWLRQV� DQG� ZLWK� WKH� UHFHLSW� RI� FRPSXWHU�
LQIRUPDWLRQ�VKDOO�EH�FRQGXFWHG�ZLWK�WKH�XVH�RI�WKH�RSHUDWLRQDO�WHFKQLFDO�DELOLWLHV�
DQG�PHDQV�RI�ERGLHV�RI�WKH�IHGHUDO�VHFXULW\�VHUYLFH�DQG�ERGLHV�RI�LQWHUQDO�DIIDLUV�LQ�
WKH� PDQQHU� GHWHUPLQHG� E\� LQWHUGHSDUWPHQWDO� QRUPDWLYH� DFWV� RU� E\� DJUHHPHQWV�
DPRQJ�ERGLHV�FRQGXFWLQJ�RSHUDWLRQDO�VHDUFK�DFWLYLW\��

������
�

���� 7KH� VHFRQG� SDUDJUDSK� RI� $UWLFOH� �� RI� WKLV� /DZ�PDNHV� LW� FOHDU� WKDW�� DV� D� JHQHUDO� UXOH��
RSHUDWLRQDO�LQYHVWLJDWLYH�DFWLYLWLHV�PD\�EH�FDUULHG�RXW�DJDLQVW�DQ\RQH�DQ\ZKHUH���

&LWL]HQVKLS��QDWLRQDOLW\��VH[��SODFH�RI�UHVLGHQFH��SURSHUW\��RIILFLDO�RU�VRFLDO�
VWDWXV��PHPEHUVKLS� LQ�SXEOLF�DVVRFLDWLRQV��DWWLWXGH� WRZDUG� UHOLJLRQV�DQG�SROLWLFDO�
YLHZV� RI� LQGLYLGXDO� SHUVRQV� DUH� QRW� D� KLQGUDQFH� WR� WKH� FRQGXFW� RI� RSHUDWLRQDO�
LQYHVWLJDWLYH�DFWLYLWLHV�ZLWK�UHVSHFW�WR�WKHP�XQOHVV�RWKHUZLVH�SURYLGHG�E\�D�IHGHUDO�
ODZ��

�
���� 7KH�WKLUG�SDUDJUDSK�RI�$UWLFOH���RI�WKLV�/DZ�PDNHV�LW�FOHDU�WKDW�RSHUDWLRQDO�VHDUFK�DFWLYLWLHV�

LQFOXGH�REWDLQLQJ�FRPSXWHU�LQIRUPDWLRQ��7KLV�WKLUG�SDUDJUDSK�DOVR�LQGLFDWHV�WKDW�D�FRXUW�
RUGHU�LV�UHTXLUHG�LI�WKH�DFWLYLWLHV�DIIHFW�FRQVWLWXWLRQDO�ULJKWV��DQG�WKDW�VXFK�FRXUW�RUGHU�PD\�
EH�LVVXHG�RQO\�LI�RQH�RI�WKH�WKUHH�OLVWHG�JURXQGV�LV�SUHVHQW��

&DUU\LQJ� RXW� RSHUDWLRQDO�VHDUFK� DFWLYLWLHV� �LQFOXGLQJ� REWDLQLQJ� FRPSXWHU�
LQIRUPDWLRQ��ZKLFK�UHVWULFW�WKH�FRQVWLWXWLRQDO�ULJKWV�RI�PDQ�DQG�WKH�FLWL]HQ�WR�WKH�
VHFUHF\�RI�FRUUHVSRQGHQFH��WHOHSKRQH�FRQYHUVDWLRQV��SRVWDO��WHOHJUDSKLF�DQG�RWKHU�
PHVVDJHV�WUDQVPLWWHG�RYHU�HOHFWULF�DQG�SRVWDO�FRPPXQLFDWLRQ�QHWZRUNV��DV�ZHOO�DV�
WKH�ULJKW�WR�LQYLRODELOLW\�RI�WKH�KRPH��LV�DOORZHG�RQ�WKH�EDVLV�RI�D�FRXUW�GHFLVLRQ�DQG�
LQ�WKH�SUHVHQFH�RI�LQIRUPDWLRQ���

�
���2Q�WKH�VLJQV�RI�D�SUHSDUHG��FRPPLWWHG�RU�FRPPLWWHG�XQODZIXO�DFW��

DFFRUGLQJ� WR� ZKLFK� WKH� SURGXFWLRQ� RI� WKH� SUHOLPLQDU\� LQYHVWLJDWLRQ� LV�
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PDQGDWRU\��
�

���2Q�SHUVRQV�ZKR�SUHSDUH��FRPPLW�RU�KDYH�FRPPLWWHG�D�ZURQJIXO�
DFW��DFFRUGLQJ�WR�ZKLFK�WKH�SURGXFWLRQ�RI�WKH�SUHOLPLQDU\�LQYHVWLJDWLRQ�LV�
PDQGDWRU\��
�

��� 2Q� HYHQWV� RU� DFWLRQV� �LQDFWLRQ�� FUHDWLQJ� D� WKUHDW� WR� WKH� VWDWH��
PLOLWDU\��HFRQRPLF�� LQIRUPDWLRQ�RU�HQYLURQPHQWDO�VHFXULW\�RI� WKH�5XVVLDQ�
)HGHUDWLRQ��

�
���� 7KH�IRXUWK�SDUDJUDSK�RI�$UWLFOH���DOORZV�D����KRXU�SHULRG�RI�RSHUDWLRQDO�VHDUFK�DFWLYLWLHV�

ZLWKRXW�D�FRXUW�RUGHU��HYHQ�LI�WKH�DFWLYLWLHV�DIIHFW�FLWL]HQ¶V�FRQVWLWXWLRQDO�ULJKWV��

,Q�FDVHV�WKDW�GR�QRW�WROHUDWH�GHOD\�DQG�FDQ�OHDG�WR�WKH�FRPPLVVLRQ�RI�D�JUDYH�
RU�HVSHFLDOO\�JUDYH�FULPH��DQG�DOVR�LQ�WKH�SUHVHQFH�RI�GDWD�RQ�HYHQWV�DQG�DFWLRQV��RU�
LQDFWLRQ��FUHDWLQJ�D�WKUHDW�WR�WKH�VWDWH��PLOLWDU\��HFRQRPLF��LQIRUPDWLRQ�RU�HFRORJLFDO�
VHFXULW\�RI�WKH�5XVVLDQ�)HGHUDWLRQ��RQ�WKH�EDVLV�RI�D�UHDVRQHG�GHFLVLRQ�RQH�RI�WKH�
KHDGV�RI�WKH�ERG\�WKDW�FDUULHV�RXW�RSHUDWLRQDO�VHDUFK�DFWLYLW\�LW�LV�DOORZHG�WR�FRQGXFW�
WKH� RSHUDWLRQDO�VHDUFK� DFWLYLWLHV�� SURYLGHG� E\� SDUW� WZR� RI� WKLV� $UWLFOH�� ZLWK� WKH�
REOLJDWLRQ�RI�LQIRUPLQJ�D�FRXUW��RU�MXGJH��ZLWKLQ����KRXUV��:LWKLQ����KRXUV�IURP�
WKH� PRPHQW� RI� WKH� EHJLQQLQJ� RI� WKH� RSHUDWLRQDO�VHDUFK� DFWLYLW\�� WKH� ERG\� WKDW�
LPSOHPHQWV� LW� LV� REOLJHG� WR� REWDLQ� D� FRXUW� GHFLVLRQ� RQ� FDUU\LQJ� RXW� VXFK� DQ�
RSHUDWLYH�LQYHVWLJDWLYH�PHDVXUH�RU�WR�VWRS�LW��

������

���� ,W�LV�LPSRUWDQW�WR�QRWH�WKDW�WKH�UHVWULFWLRQV�LQ�WKH�WKLUG�SDUDJUDSK�RI�$UWLFOH����ZKLFK�UHTXLUH�
D� FRXUW� RUGHU� IRU� PRQLWRULQJ� RU� LQWHUFHSWLQJ� SULYDWH� FRPPXQLFDWLRQV�� DUH� OLPLWHG� WR�
FRPPXQLFDWLRQV� LQYROYLQJ� ULJKWV� RI� SULYDF\� RI� FRPPXQLFDWLRQ� JXDUDQWHHG� WR� SULYDWH�
LQGLYLGXDOV�E\�WKH�&RQVWLWXWLRQ�RI� WKH�5XVVLDQ�)HGHUDWLRQ�� �1RWKLQJ�LQ�WKHVH�UHVWULFWLRQV�
LQGLFDWHV�WKDW�WKH\�SURWHFW�WKH�VHFUHF\�RI�����WKH�FRQWHQW�RI�FRPSXWHUV�RZQHG�RU�XVHG�E\�WKH�
8QLWHG�6WDWHV�JRYHUQPHQW�IRU�JRYHUQPHQW�UHODWHG�SXUSRVHV������FRPPXQLFDWLRQV�EHWZHHQ�
LQGLYLGXDOV� QRW� VXEMHFW� WR� 5XVVLDQ� FRQVWLWXWLRQDO� JXDUDQWHHV�� VXFK� DV� SULYDWH�
FRPPXQLFDWLRQV�RXWVLGH�5XVVLD�EHWZHHQ�LQGLYLGXDOV�ZKR�DUH�QRW�5XVVLDQ�FLWL]HQV��RU�����
SHUVRQDO�LQIRUPDWLRQ�DERXW�SHRSOH�RXWVLGH�5XVVLD�ZKR�DUH�QRW�5XVVLDQ�FLWL]HQV���7KHUHIRUH��
RSHUDWLRQDO�LQYHVWLJDWLYH� DFWLYLW\� E\� WKH� )6%� WR� FROOHFW� DQ\� RI� WKHVH� WKUHH� W\SHV� RI�
LQIRUPDWLRQ�GRHV�QRW�UHTXLUH�D�FRXUW�RUGHU��

���� ,Q�VXP��.DVSHUVN\�/DE¶V�OHJDO�REOLJDWLRQ�WR�DVVLVW�WKH�)6%�LQ�LWV�FRXQWHULQWHOOLJHQFH�DQG�
LQWHOOLJHQFH�IXQFWLRQV�LQFOXGHV�D�GXW\�WR�DVVLVW�WKH�)6%�LQ�RSHUDWLRQDO�LQYHVWLJDWLYH�DFWLYLW\��
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LQ� VXSSRUW� RI�)6%�FRXQWHULQWHOOLJHQFH� DQG� LQWHOOLJHQFH� IXQFWLRQV� LQ� WKH� VLWXDWLRQV� OLVWHG�
DERYH��H�J���FROOHFWLQJ�LQIRUPDWLRQ�IURP�8�6��FRPSXWHUV���ZLWK�QR�QHHG�IRU�WKH�)6%�WR�KDYH�
REWDLQHG�D�FRXUW�RUGHU��

�

�I��.DVSHUVN\�/DE�LV�UHTXLUHG�WR�SURYLGH�WKH�)6%�DQG�RWKHU�)HGHUDO�H[HFXWLYH�ERGLHV�LQ�WKH�
ILHOG� RI� VHFXULW\� ZLWK� WKH� NH\V� RU� RWKHU� LQIRUPDWLRQ� QHHGHG� WR� GHFU\SW�.DVSHUVN\� /DE¶V�
HQFU\SWHG�GDWD�WUDQVPLVVLRQV����

���� 3DUDJUDSK� ���� RI� $UWLFOH� ����� RI� WKH� )HGHUDO� /DZ� RI� -XO\� ���� ������ 1R�� ����)=�� ³2Q�
,QIRUPDWLRQ�� ,QIRUPDWLRQ� 7HFKQRORJLHV�� DQG� 3URWHFWLRQ� RI� ,QIRUPDWLRQ�´� UHTXLUHV�
.DVSHUVN\�WR�SURYLGH�WKH�)6%�DQG�RWKHU�)HGHUDO�H[HFXWLYH�ERGLHV�LQ�WKH�ILHOG�RI�VHFXULW\�
ZLWK� WKH� NH\V� RU� RWKHU� LQIRUPDWLRQ� QHHGHG� WR� GHFU\SW� .DVSHUVN\¶V� HQFU\SWHG� GDWD�
FRPPXQLFDWLRQV���$UWLFOH������ZDV�DGGHG�WR�WKLV�ODZ�E\�WKH�)HGHUDO�/DZ�RI�0D\����������
1R�����)=���3DUDJUDSK�����ZDV�DGGHG�WR�$UWLFOH������E\�WKH�)HGHUDO�/DZ�RI�-XO\����������
1R������)=���3DUDJUDSK�����UHDGV�DV�IROORZV��

$UWLFOH� ������ 7KH� GXWLHV� RI� WKH� RUJDQL]HU� RI� WKH� GLVVHPLQDWLRQ� RI�
LQIRUPDWLRQ�RQ�WKH�,QWHUQHW�

�������
����� 7KH� RUJDQL]HU� RI� WKH� GLVVHPLQDWLRQ� RI� LQIRUPDWLRQ� RQ� WKH� ,QWHUQHW�

QHWZRUN�LV�REOLJHG�ZKHQ�XVLQJ�DGGLWLRQDO�HOHFWURQLF�PHVVDJH�FRGLQJ�IRU�UHFHLYLQJ��
WUDQVPLWWLQJ�� GHOLYHULQJ� DQG�RU� SURFHVVLQJ� HOHFWURQLF�PHVVDJHV� RI� ,QWHUQHW� XVHUV�
DQG�RU�ZKHQ�SURYLGLQJ�,QWHUQHW�XVHUV�ZLWK�WKH�SRVVLELOLW\�RI�DGGLWLRQDO�FRGLQJ�RI�
HOHFWURQLF�PHVVDJHV��WR�SUHVHQW�WR�WKH�IHGHUDO�H[HFXWLYH�ERG\�LQ�WKH�ILHOG�RI�VHFXULW\�
WKH� LQIRUPDWLRQ� QHFHVVDU\� WR� GHFRGH� WKH� UHFHLYHG�� WUDQVPLWWHG�� GHOLYHUHG� DQG�RU�
SURFHVVHG�HOHFWURQLF�FRPPXQLFDWLRQV��

�
&200(176�21�7+(�.$63(56.<�/$%�5(48(67�)25�5(9,(:�

�
���� ,� KDYH� EHHQ� VXSSOLHG� ZLWK� D� FRS\� RI� WKH� ³.DVSHUVN\� /DE� 5HTXHVW� IRU� 'HSDUWPHQW� RI�

+RPHODQG�6HFXULW\�WR�,QLWLDWH�5HYLHZ�RI�%LQGLQJ����'LUHFWLYH��������´�DQG�KDYH�EHHQ�DVNHG�
WR� FRPPHQW� RQ� VRPH� RI� WKH� DVVHUWLRQV� FRQFHUQLQJ� 5XVVLDQ� ODZ� DQG� 5XVVLDQ� OHJDO�
REOLJDWLRQV�RQ�SDJHV�������RI�WKH�5HTXHVW��

���� 7KH�VKRUW�VXPPDU\�RI�WKH�GXWLHV�RI�WKH�)6%�RQ�SDJH����LV�FRUUHFW����

���� /DWHU�RQ�SDJH�����.DVSHUVN\�DOVR�DFFXUDWHO\�VWDWHV�WKDW�WKH�)6%�FDQ�UHTXHVW�LQIRUPDWLRQ�
IURP�FRPSDQLHV�LQ�5XVVLD�LQ�IXUWKHUDQFH�RI�WKH�)6%¶V�GXWLHV�DQG�WKDW�VXFK�FRPSDQLHV�DUH�
REOLJDWHG� WR�FRPSO\�ZLWK� WKH�UHTXHVW�� �+RZHYHU��.DVSHUVN\�VWDWHV�RQ�SDJH���� WKDW�³WKH�
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)6%¶V�SRZHUV�LQ�WKLV�UHJDUG�DUH�QRW�XQOLPLWHG��DQG�)6%�UHTXHVWV�DUH�VXEMHFW�WR�FKDOOHQJH�
LQ�FRXUW�´��,�KDYH�VHDUFKHG�WKH�OHDGLQJ�5XVVLDQ�OHJDO�GDWDEDVH��³&RQVXOWDQW�3OXV´��IRU�FDVHV�
LQYROYLQJ�WKH�SRZHU�JLYHQ�WR�WKH�)6%�WR�UHTXLUH�VWDWH�DJHQFLHV�DQG�SULYDWH�EXVLQHVVHV�³WR�
DVVLVW� IHGHUDO� VHFXULW\� VHUYLFH� ERGLHV� LQ� WKH� H[HFXWLRQ� RI� WKH� GXWLHV� DVVLJQHG� WR� WKHVH�
ERGLHV´���,�IRXQG�RQO\�WZR�VXFK�FDVHV���1HLWKHU�FDVH�ZDV�EURXJKW�DJDLQVW�WKH�)6%���5DWKHU�
ERWK�FDVHV�ZHUH�EURXJKW�DJDLQVW�SDUWLHV�VDQFWLRQHG�E\�SXEOLF�DXWKRULWLHV�� �7KHVH�SDUWLHV�
FRPSODLQHG�WKDW�YDULRXV�HQWLWLHV�KDG�LPSURSHUO\�YROXQWDULO\�FRRSHUDWHG�ZLWK�WKH�)6%��7KH�
FRPSODLQWV�RI�ERWK�SDUWLHV�ZHUH�UHMHFWHG�����

���� ,Q� RQH� FDVH�� D� SULYDWH� FRPSDQ\� FRPSODLQHG� WKDW� RWKHU� RUJDQL]DWLRQV� KDG� LPSURSHUO\�
FRRSHUDWHG�ZLWK�WKH�)6%�LQ�KHOSLQJ�WR�ILQG�LQIRUPDWLRQ�RQ�WKH�EDVLV�RI�ZKLFK�WKH�SULYDWH�
FRPSDQ\�ZDV�ILQHG���

���� ,Q�DQRWKHU��D� UHJLRQDO�SXEOLF�HQWLW\�ZDV�VDQFWLRQHG�E\� WKH�)HGHUDO�DJHQF\� WKDW�HQIRUFHG�
SXEOLF� FRQWUDFW� ELGGLQJ� OHJLVODWLRQ�� � 7KH� )HGHUDO� DJHQF\� KDG� DFWHG� RQ� WKH� EDVLV� RI�
LQIRUPDWLRQ�RI�YLRODWLRQ�RI�WKH�OHJLVODWLRQ�SURYLGHG�WR�LW�E\�WKH�)6%���7KH�UHJLRQDO�SXEOLF�
HQWLW\�DUJXHG�WKDW�WKH�)HGHUDO�DJHQF\�VKRXOG�QRW�KDYH�DFWHG�RQ�WKLV�EDVLV���7KH�FRXUW�XSKHOG�
WKH�DFWLRQV�RI�WKH�)HGHUDO�DJHQF\�LQ�DFWLQJ�RQ�WKH�EDVLV�RI�WKH�)6%�LQIRUPDWLRQ���7KH�FRXUW�
QRWHG�WKDW�³WKH�OLVW�RI�PDWWHUV�RQ�ZKLFK�VWDWH�ERGLHV��HQWHUSULVHV��DQG�LQVWLWXWLRQV�UHJDUGOHVV�
RI�IRUP�RI�RZQHUVKLS�ZHUH�REOLJDWHG�WR�UHQGHU�DLG�WR�VHFXULW\�ERGLHV�ZDV�UDWKHU�EURDG�´���

���� 7KLV�VWDWHPHQW�FRQILUPV�P\�RSLQLRQ�WKDW��ZKLOH�WKH�)6%¶V�SRZHUV�DUH�QRW�³XQOLPLWHG�´�WKH�
)6%¶V�GXWLHV�DUH�YHU\�EURDGO\�ZULWWHQ�DQG�LQWHUSUHWHG��

���� 7KXV�P\�UHVHDUFK�UHYHDOHG�QRW�D�VLQJOH�FDVH�EURXJKW�DJDLQVW�WKH�)6%�E\�D�SDUW\�VHHNLQJ�WR�
DYRLG�FRRSHUDWLRQ�ZLWK�WKH�)6%���

���� ,� KDYH� QRW� FRQGXFWHG� GHWDLOHG� UHVHDUFK� DQG� DQDO\VLV� RQ� WKH� VSHFLILF� UHTXLUHPHQWV� DQG�
SURFHVVHV� IRU� REWDLQLQJ� OLFHQVHV� DQG� FHUWLILFDWHV� UHODWHG� WR� HQFU\SWLRQ� SURGXFWV� LQ� WKH�
5XVVLDQ�)HGHUDWLRQ�� �+RZHYHU��EDVHG�RQ� WKH�PDWHULDOV� WKDW� ,�KDYH�UHYLHZHG�� ,�JHQHUDOO\�
DJUHH�WKDW�RQH�RU�PRUH�FRPSRQHQWV�RI�WKH�)6%�DUH�LQYROYHG�LQ�JUDQWLQJ�HQFU\SWLRQ�UHODWHG�
OLFHQVHV� WR�FRPSDQLHV�DQG� WKDW� WKH�8�6��'HSDUWPHQW�RI� WKH�7UHDVXU\��2IILFH�RI�)RUHLJQ�
$VVHWV� &RQWURO� KDV� LVVXHG� D� JHQHUDO� OLFHQVH� WR� DXWKRUL]H� FHUWDLQ� RWKHUZLVH�SURKLELWHG�
WUDQVDFWLRQV�ZLWK�WKH�)6%��

���� 2Q�SDJH�����.DVSHUVN\�/DE�VWDWHV�WKDW�.DVSHUVN\�/DE�DQG�0LOLWDU\�8QLW�������DUH�VHSDUDWH�
RUJDQL]DWLRQV��DQG�.DVSHUVN\�/DE�DWWDFKHV�DV�H[KLELWV�(QJOLVK�ODQJXDJH�WUDQVODWLRQV�RI�WKH�

�������������������������������������������������
��'HFLVLRQ�RI�WKH�7ZHQW\�ILUVW�$UELWUD]K�$SSHOODWH�&RXUW�RI�-XO\�����������1R��$3�����������LQ�&DVH�1R��$���
�����������
��'HFLVLRQ� RI� WKH�7ZHOIWK�$UELWUD]K�$SSHOODWH�&RXUW� RI�0DUFK� ���� ������1R�� ��$3���������� LQ�&DVH�1R��$���
�����������
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5XVVLDQ�7UDGH�5HJLVWHU�IRU�HDFK�RUJDQL]DWLRQ�� � ,� IRXQG�WKH�VDPH�UHJLVWUDWLRQ�UHFRUGV�E\�
VHDUFKLQJ� WKH� 5XVVLDQ� WD[� VHUYLFH¶V� SXEOLF� RQOLQH� FRUSRUDWH� UHJLVWU\�� � +RZHYHU�� WKH�
GLVFXVVLRQ�RQ�SDJH����IDLOV�WR�H[SODLQ�WKH�QDWXUH�RI�WKH�UHODWLRQVKLS�EHWZHHQ�.DVSHUVN\�/DE�
DQG�0LOLWDU\�8QLW�������WKDW�OHG�WR�WKH�MRLQW�LVVXDQFH�RI�WKH�FHUWLILFDWHV�LQ������DQG�������
,�QRWH�WKDW�WKH�.DVSHUVN\�5HTXHVW�VWDWHV�>HPSKDVLV�DGGHG@���

7KXV��WKH�)6%�LVVXHG�WKH������DQG������FHUWLILFDWHV�WR�.DVSHUVN\�/DE�DQG�DOVR�WR�
08��������presumably�VR�WKDW�WKH�ODWWHU�ZRXOG�EH�DZDUH�WKDW�.DVSHUVN\�/DE�KDG�
REWDLQHG�WKH�FHUWLILFDWHV�DQG�ZDV�HOLJLEOH�WR�SDUWLFLSDWH�LQ�SXEOLF�WHQGHUV��
�

���� ,� ZRXOG� H[SHFW� WKDW� .DVSHUVN\� /DE¶V� ILOHV� ZRXOG� FRQWDLQ� GRFXPHQWDWLRQ� WKDW� SURYLGHV�
DFWXDO� HYLGHQFH� RI� WKH� UHODWLRQVKLS� EHWZHHQ� .DVSHUVN\� /DE� DQG� 0LOLWDU\� 8QLW� ������
FRQQHFWHG�ZLWK�WKH�MRLQW�LVVXDQFH�RI�WKH�FHUWLILFDWHV���$SSDUHQWO\�WKH�DXWKRUV�RI�WKH�5HTXHVW�
HLWKHU�ZHUH�QRW�JLYHQ�DFFHVV�WR�WKLV�GRFXPHQWDWLRQ�RU�FKRVH�QRW�WR�DGGUHVV�IXUWKHU�LQ�WKH�
5HTXHVW���5DWKHU��.DVSHUVN\�/DE�RQO\�VWDWHV�ZKDW�³SUHVXPDEO\´�PLJKW�KDYH�RFFXUUHG����

���� 7KH�PRVW�SUREOHPDWLF�SRUWLRQ�RI� WKH�GLVFXVVLRQ�RI�5XVVLDQ� ODZ� LQ� WKH�5HTXHVW� LV� LQ� LWV�
GLVFXVVLRQ��SDJHV��������RI�5XVVLDQ�OHJLVODWLRQ�RQ�RSHUDWLYH�LQYHVWLJDWLYH�PHDVXUHV���

���� 7KH�5HTXHVW�VWDWHV��

5XVVLD�DQG�RWKHU�FRXQWULHV�KDYH�LPSOHPHQWHG�QDWLRQDO�VHFXULW\�OHJLVODWLRQ�GHVLJQHG�
WR� UHJXODWH� VXUYHLOODQFH� DLPHG� DW� GHWHFWLQJ� DQG� SUHYHQWLQJ� WHUURULVP� DQG� RWKHU�
FULPLQDO� DFWLYLWLHV�� � ,Q� 5XVVLD�� WKRVH� ODZV� DQG� WRROV� DUH� DSSOLFDEOH� WR� WHOHFRP�
FRPSDQLHV� DQG� ,QWHUQHW� 6HUYLFH� 3URYLGHUV� �³,63V´��� � .DVSHUVN\� /DE� GRHV� QRW�
SURYLGH�FRPPXQLFDWLRQ�VHUYLFHV��WKXV�WKH�&RPSDQ\�LV�QRW�VXEMHFW�WR�WKHVH�ODZV�RU�
RWKHU� JRYHUQPHQW� WRROV�� LQFOXGLQJ�5XVVLD¶V� 6\VWHP� RI�2SHUDWLRQDO�,QYHVWLJDWLYH�
0HDVXUHV��³6250´���

�
���� 7KH�DERYH�VWDWHPHQW�LV�LQFRUUHFW���)LUVW��DV�H[SODLQHG�LQ�VXEVHFWLRQ��H��DERYH��WKH�)6%�KDV�

ORQJ�KDG�WKH�SRZHU�WR�HQJDJH�LQ�RSHUDWLRQDO�LQYHVWLJDWLYH�PHDVXUHV�DQG�.DVSHUVN\�/DE�KDV�
ORQJ�KDG�WKH�GXW\�WR�FRRSHUDWH�ZLWK�VXFK�PHDVXUHV��$V�H[SODLQHG�DERYH�LQ�SDUDJUDSK�����
WKLV�GXW\�ZRXOG�LQFOXGH�WKH�LQVWDOODWLRQ�RI�DQ\�VSHFLDO�HTXLSPHQW�SURYLGHG�E\�WKH�)6%��

���� 6HFRQG�� DV� DOVR� H[SODLQHG� LQ� VXEVHFWLRQ� �G�� DERYH� ��.DVSHUVN\�/DE� KDV� WKH� GXW\� DV� DQ�
³RUJDQL]HU� RI� WKH� GLVVHPLQDWRU� RI� LQIRUPDWLRQ� RQ� WKH� ,QWHUQHW´� WR� LQVWDOO� KDUGZDUH� RU�
VRIWZDUH� WKDW� SHUPLWV� )6%� PRQLWRULQJ� DQG� LQWHUFHSWLRQ� RI� GDWD� WUDQVPLVVLRQV� EHWZHHQ�
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.DVSHUVN\�DQG�LWV�FXVWRPHUV����7KHVH�ODZV�DQG�WRROV�DSSO\�WR�.DVSHUVN\�/DE�ZKHWKHU�RU�
QRW�LW�LV�FRQVLGHUHG�WR�EH�D�SURYLGHU�RI�FRPPXQLFDWLRQV�VHUYLFHV��

���� )XUWKHU�� WKH� 5HTXHVW¶V� VWDWHPHQW�� ³.DVSHUVN\� /DE� GRHV� QRW� SURYLGH� FRPPXQLFDWLRQ�
VHUYLFHV��WKXV�WKH�&RPSDQ\�LV�QRW�VXEMHFW�WR�WKHVH�ODZV�RU�RWKHU�JRYHUQPHQW�WRROV>�@´�LV�
TXLWH�GXELRXV��

���� $UWLFOH����RI�/DZ����)=�RI�$SULO����������³2Q�WKH�)HGHUDO�6HFXULW\�6HUYLFHV�´�KDV�SURYLGHG�
HYHU�VLQFH�LWV�HQDFWPHQW�LQ�������LQ�ZKDW�LV�QRZ�LWV�ILIWK�SDUDJUDSK��HPSKDVLV�DGGHG���

3K\VLFDO� SHUVRQV� DQG� OHJDO� HQWLWLHV� LQ� WKH� 5XVVLDQ� )HGHUDWLRQ� SURYLGLQJ� SRVWDO�
FRPPXQLFDWLRQV� VHUYLFHV� DQG� electronic communications services of all types��
LQFOXGLQJ�GDWD��FRQILGHQWLDO��DQG�VDWHOOLWH�FRPPXQLFDWLRQV�V\VWHPV��shall be under 
obligation, at the request of federal security service bodies, to include in the 
apparatus additional hardware and software and create other conditions required 
to implement operational/technical measures by bodies of the federal security 
service��

�
���� 7R�LQWHUSUHW�WKH�PHDQLQJ�RI�³OHJDO�HQWLWLHV�������SURYLGLQJ�������HOHFWURQLF�FRPPXQLFDWLRQV�

VHUYLFHV�RI�DOO�W\SHV�´�LW�LV�FRPPRQ�SUDFWLFH�LQ�LQWHUSUHWLQJ�5XVVLDQ�OHJLVODWLRQ�WR�XVH�WKH�
GHILQLWLRQ�RI�WHUPV�LQ�WKH�PDLQ�ODZ�LQ�D�SDUWLFXODU�DUHD�WR�LQWHUSUHW�WKH�PHDQLQJ�RI�WHUPV�LQ�
RWKHU�ODZV�WKDW�XVH�WKHVH�WHUPV��7HUPV�FRQFHUQLQJ�FRPPXQLFDWLRQV�ZHUH�GHILQHG�LQ�/DZ�
1R�����)=�RI�)HEUXDU\�����������³2Q�&RPPXQLFDWLRQV�´��7KHVH�GHILQLWLRQV�ZRXOG�KDYH�
EHHQ��DQG�VWLOO�DUH��XVHG�WR�LQWHUSUHW�WKH�PHDQLQJ�RI�LGHQWLFDO�RU�DOPRVW�LGHQWLFDO�WHUPV�XVHG�
LQ�/DZ�1R�����)=�RI�$SULO����������³2Q�WKH�)HGHUDO�6HFXULW\�6HUYLFH�´��7KXV��WR�LQWHUSUHW�
WKH�VFRSH�RI�³OHJDO�HQWLWLHV� �� �� ��SURYLGLQJ��� �� ��HOHFWURQLF�FRPPXQLFDWLRQV�VHUYLFHV�RI�DOO�
W\SHV�´�,�UHVHDUFKHG�DQG�LGHQWLILHG�WKH�IROORZLQJ�UHOHYDQW�GHILQLWLRQV�LQ�/DZ�1R�����)=�RI�
)HEUXDU\�����������³2Q�&RPPXQLFDWLRQV´�>HPSKDVLV�DGGHG@��

�
$UWLFOH����%DVLF�7HUPV�8VHG�LQ�WKH�3UHVHQW�)HGHUDO�/DZ�
)RU�WKH�SXUSRVHV�RI�WKH�SUHVHQW�)HGHUDO�/DZ��WKH�IROORZLQJ�EDVLF�WHUPV�DUH�XVHG��

�
(OHFWULFDO� FRPPXQLFDWLRQV� �HOHFWURQLF� FRPPXQLFDWLRQV�� ±� HYHU\� WUDQVPLVVLRQ� RU�

UHFHLSW�RI�VLJQV��VLJQDOV��ZULWWHQ�WH[W�� LPDJHV��RU�VRXQGV�RYHU�FDEOH��UDGLR��RSWLFDO�RU�
RWKHU�HOHFWURPDJQHWLF�V\VWHPV��
�

������
�
(OHFWURQLF� FRPPXQLFDWLRQV� QHWZRUNV� ±� WHFKQRORJLFDO� V\VWHPV� SURYLGLQJ� RQH� RU�

VHYHUDO� W\SHV� RI� WUDQVPLVVLRQV�� WHOHSKRQH�� WHOHJUDSK�� ID[�� WUDQVIHU� RI� GDWD� DQG� RWKHU�
W\SHV�RI�GRFXPHQWDU\� FRPPXQLFDWLRQV�� including exchange of information among 
computers,�WHOHYLVLRQ��VRXQG�DQG�RWKHU�W\SHV�RI�UDGLR�DQG�FDEOH�EURDGFDVWLQJ��
�
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���� 7KH������/DZ�RQ�&RPPXQLFDWLRQV�ZDV�UHSHDOHG�DQG�UHSODFHG�E\�)HGHUDO�/DZ�1R������
)=�RI� -XO\���������� ³2Q�&RPPXQLFDWLRQV�´� �7KLV� ODZ�KDG�D� VRPHZKDW�GLIIHUHQW� OLVW�RI�
GHILQLWLRQV���$V�VWDWHG�LQ�SDUDJUDSK����DERYH��5XVVLDQ�SUDFWLFH�KDV�EHHQ�WR�LQWHUSUHW�WHUPV�
LQ� RQH� ODZ� XVLQJ� GHILQLWLRQV� IRU� WKH� VDPH� RU� VLPLODU� WHUPV� DW� WKH� WLPH� WKH� ERUURZLQJ�
OHJLVODWLRQ�ZDV�SDVVHG���7KXV��WKH�GHILQLWLRQV�LQ�WKH������/DZ�2Q�&RPPXQLFDWLRQV�DUH�WKH�
UHOHYDQW�GHILQLWLRQV�ZKHQ�LQWHUSUHWLQJ�SDUDJUDSK���RI�$UWLFOH����RI�/DZ����)=�RI�$SULO����
������³2Q�WKH�)HGHUDO�6HFXULW\�6HUYLFHV�´��$OWKRXJK��LQ�P\�RSLQLRQ��WKH�GHILQLWLRQV�LQ�WKH�
�����/DZ�DUH�QRW�UHOHYDQW��,�QHYHUWKHOHVV�SURYLGH�WKHP�LPPHGLDWHO\�EHORZ��

��
$UWLFOH����%DVLF�7HUPV�8VHG�LQ�WKH�3UHVHQW�)HGHUDO�/DZ�

� � �
)RU�WKH�SXUSRVHV�RI�WKH�SUHVHQW�)HGHUDO�/DZ�WKH�IROORZLQJ�EDVLF�WHUPV�DUH�

XVHG��
�

������
�
� ����FRPPXQLFDWLRQV�QHWZRUN�±�D�WHFKQRORJLFDO�V\VWHP�LQFOXGLQJ�PHDQV�
DQG�OLQHV�RI�FRPPXQLFDWLRQV�DQG�PHDQW�IRU�HOHFWURQLF�FRPPXQLFDWLRQV�RU�SRVWDO�
FRPPXQLFDWLRQV��
� ������
�
� ����HOHFWURQLF�FRPPXQLFDWLRQV�±�DQ\�HPLVVLRQ��WUDQVIHU��RU�UHFHLSW�RI�
V\PEROV��VLJQDOV��YRLFH�LQIRUPDWLRQ��ZULWWHQ�WH[W��LPDJHV��VRXQGV�RU�
FRPPXQLFDWLRQV�RI�DQ\�W\SH�E\�D�UDGLR�V\VWHP��FDEOH��RSWLFDO�RU�RWKHU�
HOHFWURPDJQHWLF�V\VWHPV��
�

���� 8VLQJ� WKH� GHILQLWLRQV� LQ� WKH� ����� /DZ�� .DVSHUVN\� /DE� FHUWDLQO\� LV� HQJDJHG� LQ� WKH�
³WUDQVPLVVLRQ� RU� UHFHLSW´� RI� VLJQDOV� DQG� FHUWDLQO\� KDV� VHW� XS� D�ZRUOG�ZLGH� V\VWHP� WKDW�
SURYLGHV�IRU�WKH�³WUDQVIHU�RI�GDWD´�DQG�WKH�³H[FKDQJH�RI�LQIRUPDWLRQ�DPRQJ�FRPSXWHUV´���
.DVSHUVN\� /DE� VLPLODUO\� SURYLGHV� HOHFWURQLF� FRPPXQLFDWLRQV� VHUYLFHV� XQGHU� WKH�
GHILQLWLRQV�LQ�WKH������/DZ��

���� 7KXV��WKH�)6%�ZRXOG�KDYH�VWURQJ�JURXQGV�WR�DVVHUW�WKDW�XQGHU�$UWLFOH����RI�WKH�/DZ�RQ�WKH�
)6%��.DVSHUVN\�/DE�KDV�WKH�REOLJDWLRQ��LI�UHTXHVWHG��WR�³LQFOXGH�LQ�WKH�DSSDUDWXV�DGGLWLRQDO�
KDUGZDUH� DQG� VRIWZDUH� DQG� FUHDWH� RWKHU� FRQGLWLRQV� UHTXLUHG� WR� LPSOHPHQW�
RSHUDWLRQDO�WHFKQLFDO�PHDVXUHV�E\�ERGLHV�RI�WKH�IHGHUDO�VHFXULW\�VHUYLFH�´�

���� ,Q�VXP��DSDUW�IURP�ZKHWKHU�.DVSHUVN\�LV�VXEMHFW�WR�WKH�UHTXLUHPHQW�WKDW�WHOHFRP�FRPSDQLHV�
DQG�,63V�LQVWDOO�6250�HTXLSPHQW�WKDW�SHUPLWV�VXUYHLOODQFH�RI�FRPPXQLFDWLRQV�DQG�GDWD�
WUDQVPLVVLRQV�RYHU�WHOHFRP�DQG�,63�QHWZRUNV�LQ�5XVVLD��.DVSHUVN\�/DE�FOHDUO\�LV�VXEMHFW�
WR�³RWKHU�JRYHUQPHQW�WRROV´�WKDW�UDLVH�VLJQLILFDQW�ULVNV�WKDW�.DVSHUVN\�/DE�ZLOO�EH�UHTXLUHG�
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RU�UHTXHVWHG�WR�FRRSHUDWH�ZLWK�)6%�LQWHOOLJHQFH�DQG�RWKHU�DFWLYLWLHV��)RU�LQVWDQFH��WKH�)6%�
FRXOG�UHTXLUH�WKDW�.DVSHUVN\�/DE�LQVWDOO�PRQLWRULQJ�HTXLSPHQW�SURYLGHG�E\�WKH�)6%��

���� :KHWKHU� RU� QRW� WKH� )6%� KDV� UHTXHVWHG� WKDW� .DVSHUVN\� /DE� FRRSHUDWH� E\� LQVWDOOLQJ�
PRQLWRULQJ� HTXLSPHQW�� .DVSHUVN\� /DE� FRQFHGHV� WKDW� ³>H@QFU\SWHG� .DVSHUVN\� /DE�
FXVWRPHU�GDWD�PD\�WKHRUHWLFDOO\�EH�LQWHUFHSWHG�E\�WKH�)6%�XVLQJ�6250�RQO\�LI�VXFK�GDWD�
LV� WUDQVPLWWHG� WKURXJK� 5XVVLDQ� WHOHFRP� SURYLGHUV¶� QHWZRUNV� RU� XVLQJ� LQWHUQHW�
FRPPXQLFDWLRQV�´��.DVSHUVN\�WKHQ�GRHV�QRW�GHQ\�WKDW�LWV�GDWD�WUDQVPLVVLRQV�ZLWK�FXVWRPHUV�
RFFXU�XVLQJ�WKH�QHWZRUNV�RI�5XVVLDQ�WHOHFRP�SURYLGHUV�RU�5XVVLDQ�,63V����

���� 7KH�5HTXHVW�JRHV�RQ�WR�VWDWH��

+RZHYHU��WKH�)6%�LV�RQO\�OHJDOO\�SHUPLWWHG�WR�XVH�6250�LQ�D�OLPLWHG�QXPEHU�RI�
VLWXDWLRQV�DQG�HDFK�XVH�RI�6250�WHFKQRORJ\� LV� VXEMHFW� WR�FRXUW�RYHUVLJKW��/DZ�
HQIRUFHPHQW�RIILFHUV�ZLVKLQJ�WR�XVH�WKLV�WHFKQRORJ\�PXVW�REWDLQ�D�SULRU�FRXUW�RUGHU�
LQ�HDFK�FDVH�ZKHQ�WKH�WHFKQRORJ\�LV�WR�EH�XVHG�DJDLQVW�D�SDUWLFXODU�SHUVRQ�RU�OHJDO�
HQWLW\��
�

���� $V�SRLQWHG�RXW�LQ�SDUDJUDSKV�������DERYH��WKLV�VWDWHPHQW�LV�LQFRUUHFW���7KH�OHJDO�VDIHJXDUGV�
FLWHG� LQ� WKH� 5HTXHVW� RQO\� DSSO\� WR� VLWXDWLRQV� LQYROYLQJ� WKH� SULYDF\� RI� SHUVRQDO�
FRPPXQLFDWLRQV�SURWHFWHG�E\�WKH�&RQVWLWXWLRQ�RI�WKH�5XVVLDQ�)HGHUDWLRQ���&RPPXQLFDWLRQV�
VHQW�IURP�RU�UHFHLYHG�E\�8QLWHG�6WDWHV�JRYHUQPHQW�FRPSXWHUV�FRQFHUQLQJ�8QLWHG�6WDWHV�
JRYHUQPHQW�IXQFWLRQV�DUH�QRW�SURWHFWHG�E\�WKH�5XVVLDQ�&RQVWLWXWLRQ���7KHUHIRUH��,�GR�QRW�
EHOLHYH�WKDW�WKH�)6%�ZRXOG�QHHG�WR�REWDLQ�DQ\�FRXUW�RUGHU�WR�XVH�6250�WHFKQRORJLHV�WR�
LQWHUFHSW�GDWD�WUDQVPLVVLRQV�EHWZHHQ�.DVSHUVN\�/DE�DQG�LWV�8�6��JRYHUQPHQW�FXVWRPHUV���
,Q�DGGLWLRQ��DV�VWDWHG�LQ�SDUDJUDSK����DERYH��.DVSHUVN\�/DE�LV�UHTXLUHG�WR�SURYLGH�WKH�)6%�
DQG� RWKHU� )HGHUDO� H[HFXWLYH� ERGLHV� LQ� WKH� ILHOG� RI� VHFXULW\� ZLWK� WKH� NH\V� RU� RWKHU�
LQIRUPDWLRQ�QHHGHG�WR�GHFU\SW�.DVSHUVN\¶V�HQFU\SWHG�GDWD�FRPPXQLFDWLRQV��

���� $V�H[SODLQHG�DERYH�LQ�SDUDJUDSKV��������VWDUWLQJ�-XO\����������LQWHUQHW�VHUYLFH�SURYLGHUV�
DQG�RWKHU�³RUJDQL]HUV�RI�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�RQ�WKH�,QWHUQHW´�ZLOO�EH�UHTXLUHG�
WR�VWRUH�DOO�FRPPXQLFDWLRQV�IRU�VL[�PRQWKV���7KH�)6%�ZRXOG�KDYH�DFFHVV�WR�WKLV�GDWD�LQ�
FDUU\LQJ�RXW�LWV�RSHUDWLRQDO�VHDUFK�DFWLYLW\���$QG�DV�H[SODLQHG�LQ�SDUDJUDSKV�������DQG����
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DERYH��LW�ZRXOG�QHHG�QR�FRXUW�RUGHU�WR�DFFHVV�GDWD�RWKHU�WKDQ�SULYDWH�FRPPXQLFDWLRQV�RI�
5XVVLDQ�FLWL]HQV���

�

5HVSHFWIXOO\�VXEPLWWHG��

�

� �

� � � ��������

3HWHU�%��0DJJV� � � 'DWH���'HFHPEHU���������

� �
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$33(1',;���±�&855,&8/80�9,7$(�2)�3(7(5�%��0$**6�

3HWHU�%��0DJJV����%LRJUDSKLFDO�,QIRUPDWLRQ�
�
2IILFH�$GGUHVV��
�
8QLYHUVLW\�RI�,OOLQRLV�&ROOHJH�RI�/DZ������(DVW�3HQQV\OYDQLD�$YHQXH��&KDPSDLJQ��,OOLQRLV�
�������86$�
�
7HOHSKRQHV��RIILFH������������������PRELOH�����������������
�
)D[�����������������
� � � � � �
(PDLO��S�PDJJV�#�LOOLQRLV�HGX��
�
+RPHSDJH��KWWS���ZZZ�LOOLQRLV�HGX�SK�ZZZ�S�PDJJV�
�
(PSOR\PHQW��
�
3URIHVVRU�RI�/DZ�DQG�&OLIIRUG�0��DQG�%HWWH�$��&DUQH\�&KDLU�(PHULWXV��8QLYHUVLW\�RI�,OOLQRLV�DW�
8UEDQD�&KDPSDLJQ��������
�
3URIHVVRU�RI�/DZ��&OLIIRUG�0��DQG�%HWWH�$��&DUQH\�&KDLU�LQ�/DZ��8QLYHUVLW\�RI�,OOLQRLV�DW�
8UEDQD�&KDPSDLJQ�������������
�
3HHU�	�6DUDK�3HGHUVHQ�3URIHVVRU�RI�/DZ��8QLYHUVLW\�RI�,OOLQRLV�DW�8UEDQD�&KDPSDLJQ�������
������
�
5LFKDUG�:��	�0DULH�/��&RUPDQ�3URIHVVRU�RI�/DZ��8QLYHUVLW\�RI�,OOLQRLV�DW�8UEDQD�&KDPSDLJQ��
�����������
�
$FWLQJ�'HDQ��&ROOHJH�RI�/DZ��8QLYHUVLW\�RI�,OOLQRLV�DW�8UEDQD�&KDPSDLJQ��IDOO�������
�
3URIHVVRU�RI�/DZ��8QLYHUVLW\�RI�,OOLQRLV�DW�8UEDQD�&KDPSDLJQ�������������
�
$VVRFLDWH�3URIHVVRU�RI�/DZ��8QLYHUVLW\�RI�,OOLQRLV�DW�8UEDQD�&KDPSDLJQ�����������
�
$VVLVWDQW�3URIHVVRU�RI�/DZ��8QLYHUVLW\�RI�,OOLQRLV�DW�8UEDQD�&KDPSDLJQ�����������
�
$VVRFLDWH��+DUYDUG�5XVVLDQ�5HVHDUFK�&HQWHU�DQG�5HVHDUFK�$VVRFLDWH��+DUYDUG�/DZ�6FKRRO��
���������
�
)HOORZVKLSV��9LVLWLQJ�$SSRLQWPHQWV��HWF��� � � � � � � �
�
6XPPHU��������:RUNHG�LQ�6HUELD�IRU�1DWLRQDO�&HQWHU�IRU�6WDWH�&RXUWV�HYDOXDWLQJ�OHJDO�HGXFDWLRQ�
DQG�GHVLJQLQJ�D�SURJUDP�IRU�DVVLVWDQFH�WR�ODZ�VFKRROV���9LVLWHG�ODZ�VFKRROV��ZURWH�H[WHQVLYH�
UHSRUW�
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:LQWHU�������������:RUNHG�LQ�5XVVLD�IRU�86$,'�HYDOXDWLQJ�OHJDO�HGXFDWLRQ�DQG�GHVLJQLQJ�
SURJUDPV�IRU�DVVLVWDQFH�WR�OHJDO�HGXFDWLRQ���9LVLWHG�ODZ�VFKRROV��SDUWLFLSDWHG�LQ�ZULWLQJ�H[WHQVLYH�
UHSRUW��
� � � �
6SULQJ�6HPHVWHU�������)XOEULJKW�'LVWLQJXLVKHG�&KDLU��8QLYHUVLW\�RI�7UHQWR��,WDO\��
�
6XPPHU�������)XOEULJKW�6HQLRU�6FKRODU��8QLYHUVLW\�RI�0DOD\D��3HWDOLQJ�-D\D��0DOD\VLD�
�
6SULQJ��������9LVLWLQJ�3URIHVVRU��*HRUJH�:DVKLQJWRQ�8QLYHUVLW\�/DZ�6FKRRO�
�
-DQXDU\��������SUHVHQW���&RQVXOWDQW�IRU�86$,'�FRQWUDFWRUV�DQG�WKH�:RUOG�%DQN�RQ�QXPHURXV�
ODZ�UHIRUP�SURMHFWV�LQ�WKH�IRUPHU�8665��LQFOXGLQJ�OHJLVODWLYH�GUDIWLQJ�DQG�OHJDO�HGXFDWLRQ�
SURMHFWV�LQ�$UPHQLD��%HODUXV��0ROGRYD��.D]DNVWDQ��.\UJ\]VWDQ��5XVVLD��7DMLNLVWDQ��DQG�8NUDLQH��
�
������������������������0HPEHU��3DQHO�RI�5HFRPPHQGHG�$UELWUDWRUV��,QWHUQDWLRQDO�
&RPPHUFLDO�$UELWUDWLRQ�&RXUW�RI�WKH�5XVVLDQ�&KDPEHU�RI�&RPPHUFH�DQG�,QGXVWU\�
�
����������±�3DQHOLVW�RI�WKH�.XDOD�/XPSXU�5HJLRQDO�&HQWUH�IRU�$UELWUDWLRQ�
�
-DQXDU\��������-DQXDU\�������2Q�OHDYH�IURP�WKH�8QLYHUVLW\�RI�,OOLQRLV�WR�VHUYH�DV�'LUHFWRU�/HJDO�
5HIRUP�6SHFLDOLVW�IRU�WKH�5XOH�RI�/DZ�&RQVRUWLXP��:DVKLQJWRQ��'�&���DGPLQLVWHULQJ�D�FRQWUDFW�
IURP�WKH�8QLWHG�6WDWHV�$JHQF\�IRU�,QWHUQDWLRQDO�'HYHORSPHQW�WR�VXSSRUW�WKH��UXOH�RI�ODZ��LQ�WKH�
QHZO\�LQGHSHQGHQW�VWDWHV�RI�WKH�IRUPHU�6RYLHW�8QLRQ��
�
)XOEULJKW��/HFWXUHU��8QLYHUVLGDGH�)HGHUDO�GH�6DQWD�&DWDULQD��)ORULDQRSROLV��%UD]LO��0D\�$XJXVW�
������
�
*XJJHQKHLP�)HOORZ��-DQXDU\�'HFHPEHU�������
�
)XOEULJKW�/HFWXUHU��0RVFRZ�6WDWH�8QLYHUVLW\��6SULQJ�6HPHVWHU��������
�
$&/6���6RYLHW�$FDGHP\�RI�6FLHQFHV�([FKDQJH�6FKRODU��1RYRVLELUVN��8665��$XJXVW�������
�
6HQLRU�)HOORZ��(DVW�:HVW�3RSXODWLRQ�,QVWLWXWH��+RQROXOX��+DZDLL��6SULQJ�6HPHVWHU�������
�
$&/6�6XPPHU�/DQJXDJH�)HOORZVKLS��5XPDQLD��-XQH�$XJXVW�������
�
,8&7*�([FKDQJH�6FKRODU��%XOJDULDQ�$FDGHP\�RI�6FLHQFHV��6RILD��%XOJDULD��-XQH�$XJXVW�������
�
)XOEULJKW�6FKRODU��%HOJUDGH�8QLYHUVLW\��%HOJUDGH��<XJRVODYLD��-DQXDU\�-XQH�������
�
,8&7*�([FKDQJH�6WXGHQW��/HQLQJUDG�6WDWH�8QLYHUVLW\�>QRZ�6W��3HWHUVEXUJ�6WDWH�8QLYHUVLW\@��
/HQLQJUDG��8665��6HSWHPEHU��������-XQH�������
�
(GXFDWLRQ��
�
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$�%���+DUYDUG�&ROOHJH��������-�'���+DUYDUG�/DZ�6FKRRO��������
�
6XEMHFWV�7DXJKW��
�
&RQWUDFWV��6DOHV��&RS\ULJKW��7UDGHPDUN�	�8QIDLU�&RPSHWLWLRQ��6WDWXWRU\�,QWHUSUHWDWLRQ��5XVVLDQ�
/DZ��
�
)RUHLJQ�/DQJXDJHV��
�
)OXHQW�LQ�5XVVLDQ��JRRG�LQ�3RUWXJXHVH��FRPSHWHQW�LQ�)UHQFK��UHDGLQJ�NQRZOHGJH�RI�*HUPDQ��
6HUELDQ��%RVQLDQ�	�&URDWLDQ��%XOJDULDQ��0DFHGRQLDQ��8NUDLQLDQ��,WDOLDQ��6SDQLVK��5RPDQLDQ�	�
�0ROGRYDQ���
�
0DMRU�)XQGHG�5HVHDUFK�3URMHFWV�&RPSOHWHG���
�
7KH�3URFHVV�RI�0DNLQJ�DQG�,PSOHPHQWLQJ�/DZV�LQ�WKH�6RYLHW�8QLRQ�LQ�WKH�*RUEDFKHY�DQG�
%UH]KQHY�3HULRGV��XQGHU�D�FRQWUDFW�ZLWK�WKH�8�6��'HSDUWPHQW�RI�6WDWH�������������
�
6RYLHW�/DZ�8QGHU�*RUEDFKHY��XQGHU�D�FRQWUDFW�ZLWK�WKH�8�6��'HSDUWPHQW�RI�6WDWH�������������
�
7KH�6RYLHW�(FRQRP\��$�/HJDO�$QDO\VLV��VXSSRUWHG�E\�WKH�1DWLRQDO�&RXQFLO�IRU�6RYLHW�DQG�(DVW�
(XURSHDQ�5HVHDUFK�������������
�
6RYLHW�DQG�(DVW�(XURSHDQ�/DZ�DQG�WKH�6FLHQWLILF�DQG�7HFKQLFDO�5HYROXWLRQ��VXSSRUWHG�E\�WKH�
1DWLRQDO�FRXQFLO�IRU�6RYLHW�DQG�(DVW�(XURSHDQ�5HVHDUFK�������������
�
7DONLQJ�&RPSXWHU�7HUPLQDOV�IRU�WKH�%OLQG��VXSSRUWHG�E\�WKH�8�6��'HSDUWPHQW�RI�+HDOWK��
(GXFDWLRQ��DQG�:HOIDUH�������������������������
�
6RYLHW�/DZ�8QGHU�.KUXVKFKHY�DQG�%UH]KQHY��VXSSRUWHG�E\�WKH�)RUG�)RXQGDWLRQ�������������
�
&RPSXWHU�%DVHG�/HJDO�(GXFDWLRQ��VXSSRUWHG�E\�WKH�&RXQFLO�RI�/HJDO�(GXFDWLRQ�IRU�3URIHVVLRQDO�
5HVSRQVLELOLW\�������������
�
0LVFHOODQHRXV��
�
0HPEHU��%RDUG�RI�'LUHFWRUV��2SHQ�9RWLQJ�&RQVRUWLXP���
�KWWS���ZZZ�RSHQYRWLQJFRQVRUWLXP�RUJ!�������������
�
0HPEHU��3UDFWLFLQJ�/DZ�,QVWLWXWH�$GYLVRU\�&RPPLWWHH�RQ�,QWHOOHFWXDO�3URSHUW\�/DZ�������
SUHVHQW��
0HPEHU��$PHULFDQ�/DZ�,QVWLWXWH��0HPEHUV�&RQVXOWDWLYH�*URXS�RQ�8QLIRUP�&RPPHUFLDO�&RGH��
$UWLFOHV����6DOHV����$��/HDVHV���DQG��%��/LFHQVHV��������������
�
0HPEHU���$PHULFDQ�/DZ�,QVWLWXWH�0HPEHUV�&RQVXOWDWLYH�*URXS�RQ�,QWHOOHFWXDO�3URSHUW\��
3ULQFLSOHV�*RYHUQLQJ�-XULVGLFWLRQ��&KRLFH�RI�/DZ��DQG�-XGJPHQWV�LQ�7UDQVQDWLRQDO�'LVSXWHV��
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�����SUHVHQW��
�
0HPEHU��%RDUG�RI�(GLWRUV��7KH�8SSVDOD�<HDUERRN�RI�(DVW�(XURSHDQ�/DZ�������SUHVHQW��
�
0HPEHU��%RDUG�RI�$GYLVRUV��&HQWUDO�DQG�(DVW�(XURSHDQ�/HJDO�0DWHULDOV�������SUHVHQW��
�
&RUUHVSRQGLQJ�0HPEHU��,QWHUQDWLRQDO�$FDGHP\�RI�&RPSDUDWLYH�/DZ�������SUHVHQW��
�
0HPEHU��$PHULFDQ�/DZ�,QVWLWXWH��0HPEHUV�&RQVXOWDWLYH�*URXS�RQ�5HVWDWHPHQW�RI�WKH�/DZ��
7KLUG��8QIDLU�&RPSHWLWLRQ�������������
�
0HPEHU��$PHULFDQ�/DZ�,QVWLWXWH�������SUHVHQW��
�
0HPEHU��6XEFRPPLVVLRQ�RQ�/DZ��$PHULFDQ�&RXQFLO�RI�/HDUQHG�6RFLHWLHV��8665�$FDGHP\�RI�
6FLHQFHV�&RPPLVVLRQ�RQ�WKH�+XPDQLWLHV�DQG�6RFLDO�6FLHQFHV�������������
�
0HPEHU��%RDUG�RI�'LUHFWRUV��&HQWHU�IRU�&RPSXWHU�$VVLVWHG�/HJDO�,QVWUXFWLRQ�������������
�
3DUOLDPHQWDULDQ��$PHULFDQ�$VVRFLDWLRQ�IRU�WKH�$GYDQFHPHQW�RI�6ODYLF�6WXGLHV�������������
�
(GLWRU��6RYLHW�6WDWXWHV�DQG�'HFLVLRQV�������������
�
&RQVXOWDQW�RQ�&RPSXWHU�6\VWHPV��8�6��'HSDUWPHQW�RI�-XVWLFH�������������
�
&KDLUPDQ��&RPPLWWHH�RQ�6RYLHW�/DZ��$PHULFDQ�%DU�$VVRFLDWLRQ�6HFWLRQ�RI�,QWHUQDWLRQDO�/DZ��
�����������
�
&R�(GLWRU�LQ�&KLHI��%XOOHWLQ�RQ�&XUUHQW�5HVHDUFK�LQ�6RYLHW�DQG�(DVW�(XURSHDQ�/DZ�������������
�
&KDLUSHUVRQ��6HFWLRQ�RI�&RPSDUDWLYH�/DZ��$VVRFLDWLRQ�RI�$PHULFDQ�/DZ�6FKRROV�������������
�
0HPEHU��$GYLVRU\�&RPPLWWHH�RQ�5HVHDUFK�RQ�/DZ�DQG�&RPSXWHU�7HFKQRORJ\��$PHULFDQ�%DU�
)RXQGDWLRQ�������������
�
5HSRUWHU��8QLIRUP�/DQG�7UDQVDFWLRQ�DQG�8QLIRUP�6LPSOLILFDWLRQ�RI�/DQG�7UDQVIHUV�$FW��
1DWLRQDO�&RXQFLO�RI�&RPPLVVLRQHUV�RQ�8QLIRUP�6WDWH�/DZV��-DQXDU\��������$XJXVW�������
�
*XLGH��$PHULFDQ�1DWLRQDO�([KLELWLRQ��0RVFRZ��VXPPHU�������DZDUGHG�0HGDO�RI�0HULW�RI�
8QLWHG�6WDWHV�,QIRUPDWLRQ�$JHQF\��
� � � � � � � � � � � � �
$GPLWWHG�WR�SUDFWLFH�LQ�WKH�'LVWULFW�RI�&ROXPELD��
�
3HWHU�%��0DJJV����/LVW�RI�3XEOLFDWLRQV�
�
%RRNV�
�
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7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOVWRY�, Civil Code of the Russian 
Federation as Amended through  February 7, 2017 �ZLWK�LQWURGXFWLRQ�E\�2OJD�.R]\U��3HWHU�
0DJJV��DQG�$OH[HL�=KLOWVRY����%RRN�YHUVLRQ��&UHDWHVSDFH��������(OHFWURQLF�9HUVLRQ��.LQGOH��
������
�
7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOVWRY�, Civil Code of the Russian 
Federation, First Part, as of May 23, 2016 �ZLWK�LQWURGXFWLRQ�E\�2OJD�.R]\U��3HWHU�0DJJV��DQG�
$OH[HL�=KLOWVRY����%RRN�YHUVLRQ��&UHDWHVSDFH��������(OHFWURQLF�9HUVLRQ��.LQGOH��������
� �
7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOVWRY�, Civil Code of the Russian 
Federation, First Part, as of January 31, 2016 �ZLWK�LQWURGXFWLRQ�E\�2OJD�.R]\U��3HWHU�0DJJV��
DQG�$OH[HL�=KLOWVRY����%RRN�YHUVLRQ��&UHDWHVSDFH��������(OHFWURQLF�9HUVLRQ��.LQGOH��������
�
�ZLWK�FRDXWKRUV�2OJD�6FKZDUW]��:LOOLDP�%XUQKDP�DQG�WKH�ODWH�*HQQDG\�'DQLOHQNR���Law and 
Legal System of the Russian Federation���WK�(G���+XQWLQJWRQ��1�<���-XULV�3XEOLVKLQJ���������
�
�ZLWK�FRDXWKRUV�-RKQ�6RPD�DQG�WKH�ODWH�-DPHV�6SURZO��Computer and Internet Law���WK�HG���6W��
3DXO��0LQQ���:HVW��������
�
�ZLWK�FRDXWKRU�5RJHU�6FKHFKWHU�� Trademark and Unfair Competition, Cases and Comments���WK�
HG���6W��3DXO��0LQQ���:HVW��������� � �
�
�ZLWK�FRDXWKRUV�:LOOLDP�%XUQKDP�DQG�WKH�ODWH�*HQQDG\�'DQLOHQNR���Law and Legal System of 
the Russian Federation���WK�(G���+XQWLQJWRQ��1�<���-XULV�3XEOLVKLQJ���������
�
$XWKRU�RI�WKH�LQWURGXFWLRQ�DQG�WUDQVODWRU��Kazakhstan Law on Joint-Stock Company ���������7KLV�
ERRN�LV�SXEOLVKHG�LQ�WKUHH�IRUPV��HOHFWURQLF�IRU�WKH�$PD]RQ�.LQGOH��HOHFWURQLF�IRU�%DUQHV�	�
1REOH�1RRN��DQG�SDSHUEDFN�E\�&UHDWHVSDFH��7KH�SDSHUEDFN�YHUVLRQ�KDV�WKH�(QJOLVK�WUDQVODWLRQ�
DQG�5XVVLDQ�WH[W�RI�WKH�ODZ�RQ�SDUDOOHO�SDJHV��
�
7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOVWRY�, Civil Code of the Russian 
Federation, First Part��LQ�SDUDOOHO�RIILFLDO�5XVVLDQ�WH[W�DQG�(QJOLVK�WUDQVODWLRQ�E\�3HWHU�%��0DJJV�
DQG�$OH[HL�=KLOWVRY��ZLWK�LQWURGXFWLRQ�E\�2OJD�.R]\U��3HWHU�0DJJV��DQG�$OH[HL�=KLOWVRY����
�0RVFRZ�	�%HUOLQ��,QIRWURSLF�����������
�
7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOVWRY�, Civil Code of the Russian 
Federation, Second Part��LQ�SDUDOOHO�RIILFLDO�5XVVLDQ�WH[W�DQG�(QJOLVK�WUDQVODWLRQ�E\�3HWHU�%��
0DJJV�DQG�$OH[HL�=KLOWVRY���0RVFRZ�	�%HUOLQ��,QIRWURSLF���������
�
7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOVWRY�, Civil Code of the Russian 
Federation, Third Part��LQ�SDUDOOHO�RIILFLDO�5XVVLDQ�WH[W�DQG�(QJOLVK�WUDQVODWLRQ�E\�3HWHU�%��
0DJJV�DQG�$OH[HL�=KLOWVRY���0RVFRZ�	�%HUOLQ��,QIRWURSLF���������
��
7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOVWRY�,  Civil Code of the Russian 
Federation, Fourth Part��LQ�SDUDOOHO�RIILFLDO�5XVVLDQ�WH[W�DQG�(QJOLVK�WUDQVODWLRQ�E\�3HWHU�%��
0DJJV�DQG�$OH[HL�=KLOWVRY���0RVFRZ�	�%HUOLQ��,QIRWURSLF���������
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�
�ZLWK�FRDXWKRUV�-DPHV�6SURZO�DQG�-RKQ�6RPD��Internet and Computer Law: Cases – Comments 
– Questions���UG�HG���6W��3DXO��:HVW��������
�
�ZLWK�FRDXWKRUV�-DPHV�6SURZO�DQG�-RKQ�6RPD��Teacher's Manual to Internet and Computer 
Law: Cases – Comments – Questions, 3rd ed.��6W��3DXO��:HVW��������
�
�ZLWK�FRDXWKRUV�:LOOLDP�%XUQKDP�DQG�*HQQDG\�'DQLOHQNR���/DZ�DQG�/HJDO�6\VWHP�RI�WKH�
5XVVLDQ�)HGHUDWLRQ���WK�(G���+XQWLQJWRQ��1�<���-XULV�3XEOLVKLQJ���������
�
7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOVWRY��Civil Code of the Russian 
Federation, Fourth Part �LQ�SDUDOOHO�RIILFLDO�5XVVLDQ�WH[W�DQG�(QJOLVK�WUDQVODWLRQ�E\�3HWHU�%��
0DJJV�DQG�$OH[HL�=KLOWVRY��ZLWK�LQWURGXFWLRQV�E\�$OH[DQGHU�0DNRYVN\�DQG�3HWHU�0DJJV���
�0RVFRZ��:ROWHUV�.OXZHU���������
�
�ZLWK�FRDXWKRUV�-RKQ�6RPD�DQG�-DPHV�6SURZO��Internet and Computer Law: Cases--Comments--
Questions���QG�HG���6W��3DXO��:HVW�*URXS���������
�
�ZLWK�FRDXWKRUV�:LOOLDP�%XUQKDP�DQG�*HQQDG\�'DQLOHQNR���/DZ�DQG�/HJDO�6\VWHP�RI�WKH�
5XVVLDQ�)HGHUDWLRQ����UG�(G���+XQWLQJWRQ��1�<���-XULV�3XEOLVKLQJ���������
�
7UDQVODWRU�DQG�HGLWRU��ZLWK�FRWUDQVODWRU�DQG�FRHGLWRU�$OH[HL�=KLOWVRY�� Civil Code of the Russian 
Federation: Parallel Russian and English Texts �0RVFRZ��1RUPD���������
�
�ZLWK�FRDXWKRU�5RJHU�6FKHFKWHU�� Teacher’s Manual for Use With Trademark and Unfair 
Competition, Cases and Comments���WK�HG���6W��3DXO��0LQQ���:HVW�*URXS���������
�
�ZLWK�FRDXWKRUV�-RKQ�6RPD�DQG�-DPHV�6SURZO��2002 Supplement to Internet and Computer Law: 
Cases--Comments--Questions��6W��3DXO��:HVW�*URXS���������
�
7UDQVODWRU�DQG�HGLWRU��The Civil Code of the Russian Federation, Third Part �$UPRQN��1�<���
0�(��6KDUSH����������
�
�ZLWK�FRDXWKRU�5RJHU�6FKHFKWHU�� Trademark and Unfair Competition, Cases and Comments���WK�
HG���6W��3DXO��0LQQ���:HVW�*URXS���������
�
�ZLWK�-RKQ�6RPD�DQG�-DPHV�6SURZO��Teacher’s Manual to Accompany Internet and Computer 
Law: Cases--Comments--Questions �6W��3DXO��:HVW�*URXS���������
�
�ZLWK�-RKQ�6RPD�DQG�-DPHV�6SURZO��Internet and Computer Law: Cases--Comments--Questions�
�6W��3DXO��:HVW�*URXS���������
�
�ZLWK�$�3��6HUJHHY��Intelektual'naia sobstvennost'���,QWHOOHFWXDO�3URSHUW\����0RVFRZ��,XULVW��
�������$OVR�SXEOLVKHG�RQ�WKH�,QWHUQHW�E\�WKH�2SHQ�6RFLHW\�,QVWLWXWH��0RVFRZ���VXSSRUWHG�E\�WKH�
6RURV�)RXQGDWLRQ���DW���KWWS���ZZZ�DXGLWRULXP�UX�ERRNV�������
�
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Copyright / Statutory Interpretation��7HDFKLQJ�0DWHULDOV���&KDPSDLJQ��8QLYHUVLW\�RI�,OOLQRLV�
&ROOHJH�RI�/DZ��������������������
� � �
7UDQVODWRU��ZLWK�$QQD�7DUDVVRYD�DQG�$OH[HL�=KLOWVRY��DQG�HGLWRU��ZLWK�9ODGLPLU�1D]DU\DQ�DQG�
$QQD�7DUDVVRYD���Civil Code of the Republic of Armenia��<HUHYDQ��,ULV���������3XEOLVKHG�RQ�WKH�
,QWHUQHW�E\�WKH���/DZ�5HIRUP�LQ�7UDQVLWLRQ�6WDWHV��SURMHFW�DW�WKH�8QLYHUVLW\�RI�%UHPHQ�ZLWK�WKH�
VXSSRUW�RI��'HXWVFKH�*HVHOOVFKDIW�I�U�7HFKQLVFKH�=XVDPPHQDUEHLW�*PE+���*7=��DW��
�KWWS���ZZZ�FLV�OHJDO�UHIRUP�RUJ�FLYLO�FRGH�DUPHQLD�FLY�DUP�HQJ�KWP!�
� � � � � � � � �
7UDQVODWRU��ZLWK�$OH[HL�=KLOWVRY��DQG�HGLWRU��The Civil Code of the Russian Federation��ZLWK�D�
3UHIDFH�E\�$��0DNRYVN\�DQG�DQ�,QWURGXFWLRQ�E\�$��0DNRYVN\�DQG�6��.KRNKORY��$UPRQN��1�<���
0�(��6KDUSH���������SUHSXEOLVKHG��ZLWKRXW�WKH�3UHIDFH�DQG�,QWURGXFWLRQ�LQ�Soviet Statutes and 
Decisions�������������
�
7UDQVODWRU��ZLWK�$OH[HL�=KLOWVRY��DQG�HGLWRU� The Civil Code of the Russian Federation��ZLWK�D�
3UHIDFH�E\�$��0DNRYVN\�DQG�DQ�,QWURGXFWLRQ�E\�$��0DNRYVN\�DQG�6��.KRNKORY��0RVFRZ��
,QWHUQDWLRQDO�&HQWUH�IRU�)LQDQFLDO�DQG�(FRQRPLF�'HYHORSPHQW���������
�
�:LWK�-RKQ�6RPD�DQG�-DPHV�6SURZO�� 1996 Supplement to Computer Law, Cases-Comments-
Questions���6W��3DXO��0LQQ���:HVW�3XEOLVKLQJ�&R�����������
�
The Mandelstam File, the Der Nister File: An Introduction to Stalin-Era Prison and Labor 
Camp Records��$UPRQN��1�<���0�(��6KDUSH��������
�
�:LWK�-RKQ�6RPD�DQG�-DPHV�6SURZO�� Teacher's Manual for Use With Computer Law, Cases, 
Comments, and Questions���6W��3DXO��0LQQ���:HVW�3XEOLVKLQJ�&R�����������
�
�:LWK�*OHQ�(��:HVWRQ��DQG�5RJHU�6FKHFKWHU���Teacher's Manual for Use With Unfair Trade 
Practices and Consumer Protection, Cases and Comments, 5th ed.��6W��3DXO��0LQQ���:HVW�
3XEOLVKLQJ�&R����������
�
�:LWK�*OHQ�(��:DWVRQ��DQG�5RJHU�6FKHFKWHU�� Unfair Trade Practices and Consumer Protection, 
Cases and Comments���WK�HG���6W��3DXO��0LQQ���:HVW�3XEOLVKLQJ�&R�����������
�
�:LWK�-RKQ�6RPD�DQG�-DPHV�6SURZO���Computer Law, Cases, Comments, and Questions���6W��
3DXO��0LQQ���:HVW�3XEOLVKLQJ�&R�����������
�
�7UDQVODWRU�DQG�FR�HGLWRU�ZLWK�5REHUW�6KDUOHW�DQG�3LHUV�%HLUQH���Stuchka: Selected Writings on 
Soviet Law and Marxism��$UPRQN��0�(��6KDUSH���������
�
�:LWK�:LOOLDP�(��%XWOHU�DQG�-RKQ�%��4XLJOH\��-U���FR�HGLWRUV�� Law After Revolution (New York: 
Oceana Publications���������
�
�:LWK�2�6��,RIIH���The Soviet Economic System: A Legal Analysis��%RXOGHU��:HVWYLHZ���������
�
�:LWK�-DPHV�6SURZO���Computer Applications in the Law��6W��3DXO��0LQQ���:HVW�3XEOLVKLQJ�&R���
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�
�:LWK�'�$��/RHEHU��HGLWRU�LQ�FKLHI��'RQDOG�%DUU\��)�-�0��)HOGEUXJJH��DQG�*HRUJH�*LQVEXUJV��
FR�HGLWRUV��Ruling Communist Parties and Their Status Under Law��'RUGUHFKW��0DUWLQXV�
1LMKRII���������
�
�:LWK�6��&KHVWHUILHOG�2SSHQKHLP��*OHQ�(��:HVWRQ��DQG�5RJHU�6FKHFKWHU�� 1986 Supplement to 
Unfair Trade Practices and Consumer Protection��6W��3DXO��0LQQ���:HVW�3XEOLVKLQJ�&R����������
�
�:LWK�-RKQ�1��+D]DUG�DQG�:LOOLDP�(��%XWOHU� The Soviet Legal System: The Law in the 1980's 
(New York: Oceana Publications���������
�
�:LWK�6��&KHVWHUILHOG�2SSHQKHLP��*OHQ�(��:HVWRQ��DQG�5RJHU�6FKHFKWHU��Teacher's Manual for 
Use With Unfair Trade Practices and Consumer Protection, Cases and Comments, 4th ed.��6W��
3DXO��0LQQ���:HVW�3XEOLVKLQJ�&R����������
�
�:LWK�2�6��,RIIH��Soviet Law in Theory and Practice��1HZ�<RUN��2FHDQD�3XEOLFDWLRQV���������
�
�:LWK�6��&KHVWHUILHOG�2SSHQKHLP��*OHQ�(��:DWVRQ��DQG�5RJHU�6FKHFKWHU� Unfair Trade 
Practices and Consumer Protection, Cases and Comments���WK�HG���6W��3DXO��0LQQ���:HVW�
3XEOLVKLQJ�&R����������
�
�:LWK�*RUGRQ�6PLWK�DQG�*HRUJH�*LQVEXUJV��FR�HGLWRUV��Law and Economic Development in the 
Soviet Union��%RXOGHU��&RORUDGR��:HVWYLHZ�3UHVV���������
�
�:LWK�*RUGRQ�6PLWK�DQG�*HRUJH�*LQVEXUJV��FR�HGLWRUV� Soviet and East European Law and the 
Scientific-Technical Revolution��1HZ�<RUN��3HUJDPRQ���������
�
�:LWK�6��&KHVWHUILHOG�2SSHQKHLP�DQG�*OHQ�(��:HVWRQ��1981 Supplement to Oppenheim and 
Weston's Unfair Trade Practices and Consumer Protection �6W��3DXO��0LQQ���:HVW�3XEOLVKLQJ�
&R����������
�
�7UDQVODWRU��Pashukanis: Selected Writings on Marxism and Law��HGLWHG�E\�3LHUV�%HLUQH�DQG�
5REHUW�6KDUOHW��/RQGRQ��$FDGHPLF�3UHVV����������)XOO�WH[W�ZLWK�RULJLQDO�SDJLQDWLRQ�DYDLODEOH�RQ�
WKH�,QWHUQHW�DW���KWWS���ZZZ�XLXF�HGX�SK�ZZZ�S�PDJJV�SDVKXNDQLV�KWP!��
�
�:LWK�'RQDOG�%DUU\��)�-�0��)HOGEUXJJH��DQG�*HRUJH�*LQVEXUJV��FR�HGLWRUV��Soviet Law After 
Stalin, III: Soviet Institutions and the Administration of Law��$OSKHQ�DDQ�GHQ�5LMQ��6LMWKRII�	�
1RRUGKRI���������
�
�:LWK�'RQDOG�%DUU\�DQG�*HRUJH�*LQVEXUJV��FR�HGLWRUV� Soviet Law After Stalin, II: Social 
Engineering through Law in the USSR��$OSKHQ�DDQ�GHQ�5LMQ��6LMWKRII�	�1RRUGKRI���������
�
�:LWK�'RQDOG�%DUU\�DQG�*HRUJH�*LQVEXUJV��FR�HGLWRUV� Soviet Law After Stalin, I: The Citizen 
and the State in Contemporary Soviet Law��/HLGHQ��$�:��6LMWKRII���������
�
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�:LWK�-RKQ�1��+D]DUG�	�:LOOLDP�(��%XWOHU��The Soviet Legal System���G�HG���'REEV�)HUU\��1�<���
2FHDQD�3XEOLFDWLRQV���������
�
�:LWK�-RKQ�1��+D]DUG�	�,VDDF�6KDSLUR��The Soviet Legal System���QG�HG���'REEV�)HUU\��1�<���
2FHDQD�3XEOLFDWLRQV���������
�
�:LWK�+DUROG�-��%HUPDQ��Disarmament Verification Under Soviet Law��'REEV�)HUU\��1�<���
2FHDQD�3XEOLFDWLRQV���������
�
/DZV��0RQRJUDSKV��7UDQVODWLRQV��DQG�7HFKQLFDO�5HSRUWV�
�
�6RYLHW�+HDOWK�/DZ�������SDJHV�RI�VHOHFWHG�DQG�WUDQVODWHG�OHJLVODWLYH�PDWHULDOV�FRQVWLWXWLQJ�
9ROXPH�;;�RI�6RYLHW�6WDWXWHV�DQG�'HFLVLRQV���
�
�6RYLHW�(FRQRPLF�/DZ�5HIRUP�������SDJHV�RI�VHOHFWHG�DQG�WUDQVODWHG�OHJLVODWLYH�PDWHULDOV�
FRQVWLWXWLQJ�9ROXPH�;,;�RI�6RYLHW�6WDWXWHV�DQG�'HFLVLRQV���
�
�6RYLHW�+LJKHU�(GXFDWLRQ�/DZ�������SDJHV�RI�VHOHFWHG�DQG�WUDQVODWHG�OHJLVODWLYH�PDWHULDOV�
FRQVWLWXWLQJ�9ROXPH�;9,,,�RV�6RYLHW�6WDWXWHV�DQG�'HFLVLRQV���
�
�6RYLHW�6RFLDO�:HOIDUH�/DZ�������SDJHV�RI�VHOHFWHG�DQG�WUDQVODWHG�OHJLVODWLYH�PDWHULDOV�
FRQVWLWXWLQJ�9ROXPH�;9,,�RI�6RYLHW�6WDWXWHV�DQG�'HFLVLRQV���
�
�6RYLHW�/DERU�/DZ�������SDJHV�RI�VHOHFWHG�DQG�WUDQVODWHG�OHJLVODWLYH�PDWHULDOV�FRQVWLWXWLQJ�
9ROXPHV�;9�DQG�;9,�RI�6RYLHW�6WDWXWHV�DQG�'HFLVLRQV���
�
�6RYLHW�&RS\ULJKW�/DZ�������SDJHV�RI�VHOHFWHG�DQG�WUDQVODWHG�OHJLVODWLYH�PDWHULDOV�DQG�MXGLFLDO�
GHFLVLRQV�FRQVWLWXWLQJ�9ROXPH�;,9�RI�6RYLHW�6WDWXWHV�DQG�'HFLVLRQV���
�
�6RYLHW�3DWHQW�/DZ�������SDJHV�RI�VHOHFWHG�DQG�WUDQVODWHG�OHJLVODWLYH�PDWHULDOV�FRQVWLWXWLQJ�
9ROXPH�;,,,�RI�6RYLHW�6WDWXWHV�DQG�'HFLVLRQV���
/DZ�DQG�3RSXODWLRQ�LQ�(DVWHUQ�(XURSH��0HGIRUG��0DVV���)OHWFKHU�6FKRRO�RI�/DZ�DQG�'LSORPDF\��
/DZ�DQG�3RSXODWLRQ�0RQRJUDSK�6HULHV��1R������������
�
5HSRUWHU��ZLWK�0DULRQ�%HQILHOG���8QLIRUP�6LPSOLILFDWLRQ�RI�/DQG�7UDQVIHUV�$FW��8QLIRUP�/DZV�
$QQRWDWHG��9RO���������������
�
5HSRUWHU��ZLWK�0DULRQ�%HQILHOG��FKLHI�UHSRUWHU���8QLIRUP�/DQG�7UDQVDFWLRQV�$FW�������2IILFLDO�
7H[W�ZLWK�&RPPHQWV���6W��3DXO��0LQQ���:HVW�3XEOLVKLQJ�&R����������
�
�5HSRUW�RI�5HVHDUFK�RQ�&RPSXWHU�0RGHO�RI�WKH�/HJDO�5HJXODWLRQ�RI�WKH�&RPPXQLVW�(FRQRPLF�
(QWHUSULVH���$PHULFDQ�3KLORVRSKLFDO�6RFLHW\�<HDUERRN�������3KLODGHOSKLD���������S�������
�
5HSUHVHQWDWLRQ�RI�1DWLRQDO�DQG�5HJLRQDO�3ROLWLFDO�8QLWV�LQ�D�&RPSXWHUL]HG�:RUOG�)XWXUH�0RGHO��
+RQROXOX��(DVW�:HVW�3RSXODWLRQ�,QVWLWXWH��(DVW�:HVW�&HQWHU��:RUNHU�3DSHU�1R������2FWREHU�
������
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�
/HJDO�UHJXODWLRQ�RI�3RSXODWLRQ�0RYHPHQW�WR��IURP�DQG�ZLWKLQ�WKH�8QLWHG�6WDWHV��$�6XUYH\�RI�
&XUUHQW�/DZ�DQG�&RQVWLWXWLRQDO�/LPLWDWLRQV��+RQROXOX��(DVW�:HVW�3RSXODWLRQ�,QVWLWXWH��(DVW�
:HVW�&HQWHU��:RUNLQJ�3DSHU�1R������-XQH�������
�
/DZ�DQG�3RSXODWLRQ�*URZWK�LQ�(DVWHUQ�(XURSH��0HGIRUG��0DVV���)OHWFKHU�6FKRRO�RI�/DZ�DQG�
'LSORPDF\��/DZ�DQG�3RSXODWLRQ�0RQRJUDSK�6HULHV��1R����>����@��
�
�$�3URSRVDO�IRU�&RRSHUDWLRQ���������6HFRQG�6\PSRVLXP�RQ�WKH�FRRUGLQDWLRQ�RI�5HVHDUFK�
&RQFHUQLQJ�WKH�/HJDO�6\VWHPV�RI�&HQWUDO�DQG�(DVWHUQ�(XURSH��6WUDVERXUJ��������'RFXPHQW�
$6�&ROO��56-����������
�
�:LWK�5�7��&KLHQ�DQG�)�$��6WDKO��1HZ�'LUHFWLRQV�LQ�/HJDO�,QIRUPDWLRQ�3URFHVVLQJ��8UEDQD��,OO���
8QLYHUVLW\�RI�,OOLQRLV�&RRUGLQDWHG�6FLHQFH�/DERUDWRU\��5HSRUW�5������'HFHPEHU�������
�
1RQPLOLWDU\�6HFUHF\�8QGHU�6RYLHW�/DZ��5$1'�&RUS��3���������������
�
$UWLFOHV�
� � � �
³7KH�8QFHUWDLQ�/HJDO�6WDWXV�RI�)UHH�DQG�2SHQ�6RXUFH�6RIWZDUH�LQ�WKH�8QLWHG�6WDWHV�´�,Q�$[HO�
0HW]JHU�HG���)UHH�DQG�2SHQ�6RXUFH�6RIWZDUH��)266��DQG�RWKHU�$OWHUQDWLYH�/LFHQVH�0RGHOV��$�
&RPSDUDWLYH�$QDO\VLV��Ius Comparatum ±�*OREDO�6WXGLHV�LQ�&RPSDUDWLYH�/DZ��9RO������6SULQJHU�
,QWHUQDWLRQDO�3XEOLVKLQJ�6ZLW]HUODQG��������SS�����������
�
³.�ɜɨɩɪɨɫɭ�ɨ�ɩɪɚɜɨɜɨɣ�ɨɯɪɚɧɟ�ɧɨɭ�ɯɨɭ�ɩɨ�ɪɨɫɫɢɣɫɤɨɦɭ�ɡɚɤɨɧɨɞɚɬɟɥɶɫɬɜɭ�´�>5HJDUGLQJ�
/HJDO�3URWHFWLRQ�RI�.QRZKRZ�LQ�5XVVLDQ�/HJLVODWLRQ@��Ɍɪɭɞɵ�ɩɨ�ɢɧɬɟɥɥɟɤɬɭɚɥɶɧɨɣ�
ɫɨɛɫɬɜɟɧɧɨɫɬɢ�>:RUNV�RQ�LQWHOOHFWXDO�SURSHUW\@��9RO��;9,,��1R�����SS��������������������
�
³.�ɜɨɩɪɨɫɭ�ɨ�ɬɟɯɧɢɱɟɫɤɢɯ�ɫɪɟɞɫɬɜɚɯ�ɡɚɳɢɬɵ�ɚɜɬɨɪɫɤɢɯ�ɢ�ɫɦɟɠɧɵɯ�ɩɪɚɜ�´��>5HJDUGLQJ�
7HFKQLFDO�0HDVXUHV�RI�3URWHFWLQJ�&RS\ULJKW�DQG�1HLJKERULQJ�5LJKWV@�Ɍɪɭɞɵ�ɩɨ�
ɢɧɬɟɥɥɟɤɬɭɚɥɶɧɨɣ�ɫɨɛɫɬɜɟɧɧɨɫɬɢ�>:RUNV�RQ�LQWHOOHFWXDO�SURSHUW\@�9RO��;9,��1R�����SS������
��������������
�
³/LFHQVH�&RQWUDFWV��)UHH�6RIWZDUH�DQG�&UHDWLYH�&RPPRQV�LQ�WKH�8QLWHG�6WDWHV�´�$PHULFDQ�
-RXUQDO�RI�&RPSDUDWLYH�/DZ��6XSSOHPHQW��9ROXPH�����6XSSOHPHQW��������SS�����������
�
³/RVW�LQ�7UDQVODWLRQ��,QWHUSUHWDWLRQ�"´�LQ�Liber Amicorum�LQ�+RQRXU�RI���WK�$QQLYHUVDU\�RI�
$OH[H\�=KLOWVRY��7UDQVDWLRQDO�7UDGH�DQG�/DZ��FRPSLOHG�DQG�HGLWHG�E\�$��0XUDQRY�DQG�9��
3OHNKDQRY��0RVFRZ�%HUOLQ��,QIRWURSLF�0HGLD��������SS�����������
�
³,VODPLF�%DQNLQJ�LQ�.D]DNKVWDQ�/DZ�´�5HYLHZ�RI�&HQWUDO�DQG�(DVW�(XURSHDQ�/DZ��9ROXPH����
��������SS���������KWWS���ZZZ�ODZ�LOOLQRLV�HGX�SPDJJV�DUWV�KWP��
�
�7KH�%DODQFH�RI�&RS\ULJKW�LQ�WKH�8QLWHG�6WDWHV�RI�$PHULFD���$PHULFDQ�-RXUQDO�RI�&RPSDUDWLYH�
/DZ��6XSSOHPHQW��9ROXPH�����6XSSOHPHQW��������SS�����������
�
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�

�&RQIOLFW�RI�/DZV�LQ�WKH�$UHD�RI�,QWHOOHFWXDO�3URSHUW\���LQ�5XVVLDQ��LQ�D�IRUWKFRPLQJ�)HVWVFKULIW�
KRQRULQJ�0�0��%RJXVODYVN\����&RUUHFWHG�ILQDO�SURRIV�KDYH�EHHQ�UHWXUQHG�WR�SXEOLVKHU��DZDLWLQJ�
SXEOLFDWLRQ���
�
�8QFRQVFLRQDELOLW\�RI�WKH�$UELWUDO�&ODXVH�XQGHU�8QLWHG�6WDWHV�/DZ���Vestnik mezhdunarodnogo 
kommercheskogo arbitrazha��9RO��,��1R������������SS�����������
�
�5HIOHFWLRQV�RI�$QJOR�$PHULFDQ�/HJDO�&RQFHSWV�DQG�/DQJXDJH�LQ�WKH�1HZ�5XVVLDQ�&LYLO�&RGH��
��LQ�:LOOLDP�6LPRQV��HG���Private and Civil Law in the Russian Federation. Law in Eastern 
Europe: Essays in Honor of FJ.M. Feldbrugge,�����0DUWLQXV�1LMKRII��/HLGHQ�%RVWRQ������������
�����
�
�2�SUDYH�QD�VHNUHW�SURL]YRGVWYD��QRX�NKDX���.ULWLFKHVNLL�DQDOL]�SROR]KHQLL�,9�FKDVWL�
*UD]KGDQVNRJR�NRGHNVD�5RVVLLVNRL�)HGHUDWVLL��>7KH�5LJKW�WR�6HFUHWV�RI�3URGXFWLRQ��.QRZ�
+RZ���$�&ULWLFDO�$QDO\VLV�RI�3URYLVLRQV�RI�WKH�)RXUWK�3DUW�RI�WKH�&LYLO�&RGH�RI�WKH�5XVVLDQ�
)HGHUDWLRQ@��Voprosy pravovedeniia��4XHVWLRQV�RI�/HJDO�7KRXJKW���������1R�������SS���������
�
�=KRQJ�2X�\D�JXR�MLD�PLQ�ID�GLDQ�\L�JH�EL�MLDR�[LQJ�GH�JDL�JXDQ�>2Q�(XUDVLDQ�FLYLO�FRGHV@�����
Graduate Law Review of CUPL���������SS������������
�
�)URP�*ROGLORFNV�WR�0LFN\�0RXVH���WKH�/LPLWV�RI�,QWHOOHFWXDO�3URSHUW\�3URWHFWLRQ���LQ�
*UD]KGDQVNRH�]DNRQRGDWHO
VWYR�>&LYLO�/HJLVODWLRQ@��,VVXH�����HGLWHG�E\�$�*��'LGHQNR�DQG�(�$��
%HOLDQHYLFK��$OPDW\��.D]DNKVWDQ���������SS������������$OVR�LQ�5XVVLDQ�LQ�WKH�VDPH�YROXPH�DV�
�2W�=ODWRYODVNL�N�0LNNL�0DXVX���SUHGHO\�]DVKFKLW\�LQWHOOHNWXDO
QRL�VREVWYHQQRVWL���SS�����������
�
�&RQVWLWXWLRQ�RI��������Encyclopedia of Russian History.�
� � � � �
�+LJK�$UELWUDWLRQ�&RXUW���Encyclopedia of Russian History��
�
"Supreme Court," Encyclopedia of Russian History��
�
")UHH�/HJDO�$GYLFH�RQ�WKH�,QWHUQHW���International Journal of Legal Information��9RO������1R����
�:LQWHU��������SS������������
�
�
�8QLWHG�6WDWHV�&RXUWV�-XGJH�7UDQVLWLRQ�&RXQWU\�/HJDO�6\VWHPV���LQ�5HFKWVODJH�YRQ�
$XVODQGVLQYHVWLWLRQHQ�LQ�7UDQVIRUPDWLRQVVWDDWHQ��%HUOLQ��%HUOLQHU�:LVVHQVFKDIWV�9HUODJ���������
SS�����������
�
�$EXVLYH�$GYHUWLVLQJ�RQ�WKH�,QWHUQHW��63$0��8QGHU�8QLWHG�6WDWHV�/DZ��������American
Journal of Comparative Law, Supplement����������UHSULQWHG�LQ�-RKQ�.R]\ULV��HG���Regulating
Internet Abuses: Invasion of Privacy �$OSKHQ�DDQ�GHQ�5LMQ��.OXZHU�/DZ�,QWHUQDWLRQDO���������
���������
�
³'LHWULFK�$QGUp�/RHEHU�´�Sudebnik, 9RO������������1R�����S������
�
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�

�3XEOLF�/DQG�2ZQHUVKLS�LQ�WKH�5XVVLDQ�)HGHUDWLRQ���LQ�Public Policy and Law in Russia: In 
Search of a Unified Legal and Political Space, Essays in Honor of Donald D. Barry, Law in 
Eastern Europe�����HGLWHG�E\�5REHUW�6KDUOHW�DQG�)HUGLQDQG�)HOGEUXJJH��/HLGHQ��%ULOO���������SS��
���������
�
�5XVVLD
V�:ULWLQJ�5HTXLUHPHQW�XQGHU�WKH�&RQYHQWLRQ�RQ�&RQWUDFWV�IRU�,QWHUQDWLRQDO�6DOH�RI�
*RRGV���LQ�Balancing of Interests Liber Amicorum Professor Peter Hay zum 70. Geburtstag�
�)UDQNIXUW�DP�0DLQ��9HUODJ�5HFKW�XQG�:LUWVFKDIW�*PE+���������SS�����������
�
³&RPPHUFLDO�/DZ�����������V�´�LQ�Supplement to the Modern Encyclopedia of Russian, Soviet 
& Eurasian History��9RO�����SS�����������
�
�&LYLO�/DZ�LQ�5XVVLD��6RYLHW�8QLRQ��5XVVLDQ�)HGHUDWLRQ���LQ�Supplement to the Modern 
Encyclopedia of Russia, Soviet & Eurasian History��9RO�����SS������������������
�
�6WUXJJOLQJ�WRZDUGV�/DZ"��+XPDQ�5LJKWV�DQG�/HJLVODWLYH�5HIRUP�LQ�0ROGRYD���LQ�$QQ�/HZLV��
HG���The EU and Moldova: On a Fault-line of Europe��/RQGRQ��)HGHUDO�7UXVW���������SS������
������
�
�&RQIOLFW�RI�/DZV�DQG�5XVVLDQ�8�6��,QWHOOHFWXDO�3URSHUW\�5HODWLRQV���LQ�$OH[DQGHU�7UXQFN��5ROI�
.QLHSHU��DQG�$QGUHM�*��6YHWODQRY��HGLWRUV��5XVVODQG�LP�.RQWH[W�GHU�LQWHUQDWLRQDOHQ�
(QWZLFNOXQJ��,QWHUQDWLRQDOHV�3ULYDWUHFKW��.XOWXUJ�WHUVFKXW]��JHLVWLJHV�(LJHQWXP��
5HFKWVYHULQKHLWOLFKXQJ��5XVVLD�LQ�WKH�,QWHUQDWLRQDO�&RQWH[W��3ULYDWH�,QWHUQDWLRQDO�/DZ��&XOWXUDO�
+HULWDJH��,QWHOOHFWXDO�3URSHUW\��+DUPRQL]DWLRQ�RI�/DZV��5RVVLLD�Y�NRQWHNVWH�PH]KGXQDURGQRJR�
UD]YLWLLD��PH]KGXQDURGQRH�FKDVWQRH�SUDYR��]DVKFKLWD�NXO
WXUQ\VNK�WHQQRVWHL��LQWHOOHNWXDO
QDLD�
VREVWVWYHQQRVW
��XQLILNDWVLLD�SUDYD��)HVWVFKULIW�I�U�0DUN�0RLVHHYLþ�%RJXVODYVNLM��%HUOLQ��%09�
%HUOLQHU�:LVVHQVFKDIWV�9HUODJ���������
�
�-XGLFLDO�3UHFHGHQW�(PHUJHV�DW�WKH�6XSUHPH�&RXUW�RI�WKH�5XVVLDQ�)HGHUDWLRQ�����The Journal of 
East European Law �����������������DFWXDOO\�SXEOLVKHG�LQ��������
�
�5RQDOG�5RWXQGD��)ULHQG�DQG�&ROOHDJXH��������University of Illinois Law Review �����������
�
�7KH�(IIHFW�RI�3URSRVHG�$PHQGPHQWV�WR�8QLIRUP�&RPPHUFLDO�&RGH�$UWLFOH�����University of 
Illinois Journal of Law, Technology and Policy�������8��,OO��-�/��7HFK��	�3RO
\������
�
�6RYLHW�/DZ���Encyclopaedia Britannica������KWWS���ZZZ�EULWDQQLFD�FRP�HE�DUWLFOH"HX �������
$OVR�WR�DSSHDU�LQ�ERXQG�DQG�&'�520�HGLWLRQV��
�
�7KH�
�XV
�,QWHUQHW�'RPDLQ���American Journal of Comparative Law��9RO�����6XSSOHPHQW���������
SS�����������
�
�The Process of Codification in Russia:�/HVVRQV�/HDUQHG�IURP�WKH�8QLIRUP�&RPPHUFLDO�&RGH���
McGill Law Review��9RO������1R�����$XJXVW�����������������
�
�7KH�,PSDFW�RI�WKH�,QWHUQHW�RQ�/HJDO�%LEOLRJUDSK\���American Journal of Comparative Law��
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9RO������6XSSOHPHQW�������SS�����������
�
�&LYLO�/DZ�5HIRUP�DQG�3ULYDWL]DWLRQ�LQ�WKH�1HZO\�,QGHSHQGHQW�6WDWHV�� Rule of Law Consortium 
Newsletter��6SULQJ�������SS�������
�
�&RQVXPHU�3URWHFWLRQ�RQ�WKH�,QWHUQHW�� Ajuris��0DUFK�������SS������������7KLV�LV�D�SDSHU�
SUHVHQWHG�DW�WKH�)LUVW�,QWHUDPHULFDQ�&RQJUHVV�RI�&RQVXPHU�/DZ���
�
�7KH�5XVVLDQ�&RXUWV�DQG�WKH�5XVVLDQ�&RQVWLWXWLRQ�� Indiana International and Comparative Law 
Review��9RO�����1R�����SS�����������������7KLV�LV�DQ�H[SDQGHG�YHUVLRQ�RI�WKH�7KLUG�-RKQ�1��
+D]DUG�/HFWXUH�DW�WKH�$VVRFLDWLRQ�RI�WKH�%DU�RI�WKH�&LW\�RI�1HZ�<RUN����
�
�7KH�0XWXDO�5HVWRUDWLRQ�RI�5XVVLDQ�DQG�8QLWHG�6WDWHV�&RS\ULJKW���� Parker School Journal of 
East European Law�����������������
�
�7KH�5LJKW�$UELWUDWLRQ�)RUXP�&DQ�0DNH�WKH�'LIIHUHQFH�%HWZHHQ�:LQLQJ�DQG�/RVLQJ�'LVSXWHV���
Russian Petroleum Investor��-XQH�-XO\�������SS���������
�
�5XVVLD
V�1HZ�3URGXFWLRQ�6KDULQJ�/DZ�3URYLGHV�IRU�$UELWUDWLRQ��%XW�LV�+DPSHUHG�E\�3ROLWLFV���
Mealey's International Arbitration Report��0D\�������UHSULQWHG�LQ Mealy's International 
Arbitration Review�������
�
�:LWK�5REHUW�6KDUOHW���5HIRUPLQJ�/HJDO�(GXFDWLRQ�LQ�WKH�1HZO\�,QGHSHQGHQW�6WDWHV�� Rule of 
Law Consortium Newsletter��:LQWHU�6SULQJ�������SS�������
�
�7KH�8QLIRUP�6LPSOLILFDWLRQ�RI�/DQG�7UDQVIHUV�$FW�DQG�WKH�3ROLWLFV�DQG�(FRQRPLFV�RI�/DZ�
5HIRUP������Nova Law Review��������������������
�
�,QGXVWULDO�3URSHUW\�LQ�WKH�5XVVLDQ�)HGHUDWLRQ���LQ�*��*LQVEXUJV�HW�DO���HGV�� The Revival of 
Private Law in Central and Eastern Europe��/HLGHQ��.OXZHU���������SS����������
�
�7KH�5XVVLDQ�&RQVWLWXWLRQDO�&RXUW
V�'HFLVLRQV�RQ�5HVLGHQFH�3HUPLWV�DQG�+RXVLQJ���� Parker 
School Journal of East European Law�����������������
�
�5XVVLDQ�&RPPHUFLDO�&RXUWV�([SDQG�-XULVGLFWLRQ�2YHU�,QWHUQDWLRQDO�%XVLQHVV�'LVSXWHV���
International Practitioner's Notebook��$XJXVW�������SS���������
�
�/HJDO�'DWDEDQNV�LQ�WKH�8QLWHG�6WDWHV�DQG�WKHLU�8VH�LQ�&RPSDUDWLYH�/DZ������International
Journal of Legal Information������������������
�
�7KH�1RQ�5ROH�RI�)LQDQFLDO�,QWHUPHGLDULHV�LQ�9RXFKHU�3ULYDWL]DWLRQ�LQ�5XVVLD��2FWREHU������
)HEUXDU\��������LQ�+DQV�6PLW�	�9UDWLVODY�3HFKRWD��HGV�� Privatization in Eastern Europe: Legal, 
Economic, and Social Aspects �,UYLQJWRQ�RQ�+XGVRQ��7UDQVQDWLRQDO�-XULV�3XEOLFDWLRQV���������
���������
�
�2YHUFRPLQJ�/HJDO�2EVWDFOHV�WR�'RLQJ�%XVLQHVV�LQ�5XVVLD���LQ�Law in Russia��'RQDOG�:��
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7UHDGJROG�3DSHUV��1R���������������������
�
�,PSRUWLQJ�5XVVLDQ�,QWHOOHFWXDO�3URSHUW\��WKH�,QWHUDFWLRQ�RI�5XVVLDQ�DQG�8QLWHG�6WDWHV�/DZ�����
Parker School Journal of East European Law���������
�
�7KH�8VH�RI�([SHUW�6\VWHPV�LQ�&RPSDUDWLYH�/DZ���8QLWHG�6WDWHV�QDWLRQDO�UHSRUW�SUHSDUHG�IRU�WKH�
;,9WK�,QWHUQDWLRQDO�&RQJUHVV�RI�&RPSDUDWLYH�/DZ��American Journal of Comparative Law, 
Supplement 1994�����������
�
�,QWHUQDWLRQDO�7UDGH�DQG�&RPPHUFH��LQ�WKH�SURFHHGLQJV�RI�D�FRQIHUHQFH�RQ�WKH�ZRUN�RI�+DUROG�-��
%HUPDQ�����Emory Law Journal������������������UHSULQWHG�LQ�+DUROG�2��+XQWHU��HG�� The 
Integrative Jurisprudence of Harold J. Berman��%RXOGHU��:HVWYLHZ�3UHVV���������SS���������
�
�5XVVLDQ�,QWHUQDWLRQDO�$UELWUDWLRQ�/HJLVODWLRQ��International Arbitration Report��1RY������������
�9RO�����������SS���������
�
�7KH�5ROH�RI�3XEOLVKLQJ�+RXVHV�LQ�'HYHORSLQJ�/HJDO�5HVHDUFK�DQG�3XEOLFDWLRQ���$FDGpPLH�
LQWHQDWLRQDOH�GH�GURLW�FRPSDUp��,QWHUQDWLRQDO�$FDGHP\�RI�&RPSDUDWLYH�/DZ��Rapports Généraux 
XIIIe Congrè international Montreal 1990 XIIIth International Congress General Reports�
�&RZDQVYLOOH��4XpEHF��<YRQ�%ODLV������������������
�
�/HJDO�IRUPV�RI�GRLQJ�EXVLQHVV�LQ�5XVVLD�� North Carolina Journal of International Law and 
Commercial Regulation��9RO������1R�����SS������������������
�
:LWK�/HRQLG�3��0DONRY���3URWHFWLQJ�,QWHOOHFWXDO�3URSHUW\�LQ�5XVVLD���Research-Technology
Management��-DQ��)HE��������9RO������1R������SS���������
�
�1HZ�5XVVLDQ�,QWHOOHFWXDO�3URSHUW\�/HJLVODWLRQ�� Mealey's Litigation Reports: Intellectual 
Property��'HF������������9RO����������SS����������
�
�6XEVWDQWLYH�DQG�3URFHGXUDO�3URWHFWLRQ�RI�(QWHUSULVH�5LJKWV���LQ�'RQDOG�'��%DUU\��HG�� Toward 
the "Rule of Law" in Russia; Political and Legal Reform in the Transition Period��$UPRQN��0�(��
6KDUSH���������SS�����������
�
7UDQVODWRU���6RYLHW�(QWHUSULVHV�RQ�WKH�'LIILFXOW�3DWK�WR�D�0DUNHW�(FRQRP\���E\�9�3��0R]ROLQ��LQ�
'RQDOG�'��%DUU\��HG���In Search of the Law Governed State: Political and Societal Reform Under 
Gorbachev���������
�
�7KH�0LQLVWU\�RI�)LQDQFH���LQ�(XJHQH�+XVNH\��HG�� Executive Power and Soviet Politics; The 
Rise and Decline of the Soviet State���$UPRQN��0�(��6KDUSH���������SS�����������
�
�/HJDO�5LJKWV�RI�WKH�+DQGLFDSSHG�LQ�WKH�8665���LQ�The Emancipation of Soviet Law�>Law in 
Eastern Europe�1R����@��������SS�����������
�
�'HYHORSPHQWV�LQ�$UELWUDWLRQ�/DZ�LQ�5XVVLD��8NUDLQH��DQG�.D]DNKVWDQ���International
Arbitration Report��1RY��������SS����������
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���
:LWK�/HRQLG�3��0DONRY���7HOIRQ\H�EURNHU\���Delovoi mir��6HSW�����������S������
�
�7DNLQJ�WKH�
3RLVRQ�3LOO
��$�&RPPHQWDU\�RQ�D�&DVH�6WXG\���Soviet Economy��$SULO�-XQH������
�9RO�����1R���������������
�
�(QIRUFLQJ�WKH�%LOO�RI�5LJKWV�LQ�WKH�7ZLOLJKW�RI�WKH�6RYLHW�8QLRQ�������University of Illinois 
Law Review������������
�
�/HJDO�)RUPV�RI�'RLQJ�%XVLQHVV�LQ�5XVVLD������North Carolina Journal of International Law 
and Com. Reg������������������
�
�2ZQHUVKLS�5LJKWV���,Q�0LFKDHO�3��&ODXGRQ�DQG�7DPDU�/��*XWQHU��Investing in Reform: Doing 
Business in a Changing Soviet Union��1HZ�<RUN��1HZ�<RUN�8QLYHUVLW\�3UHVV���������SS������
�����
�
�-XGLFLDO�$FWLYLVP�LQ�WKH�8665���,Q�.HQQHWK�0��+ROODQG��HG�� Judicial Activism in Comparative 
Perspective �+RXQGPLOOV��0DF0LOODQ���������SS�����������
�
�3RVW�6RYLHW�/DZ��7KH�&DVH�RI�,QWHOOHFWXDO�3URSHUW\�/DZ���Harriman Institute Forum��9RO�����
1R�����1RY���������SS�������
�
�6SHFLDO�6HFWLRQ�RQ�WKH�)XQGDPHQWDOV�RI�&LYLO�/DZ��,QWHOOHFWXDO�3URSHUW\���Soviet & East 
European Law������������1R�����
�
�6SHFLDO�6HFWLRQ�RQ�WKH�)XQGDPHQWDOV�RI�&LYLO�/DZ��&KRLFH�RI�/DZ�� Soviet & East European 
Law�����������1R�����
�
�/DZ�RQ�,QYHQWLRQV���Soviet & East European Law������������1R�����
�
�6\VWHPV�IRU�WKH�$XWRPDWHG�6WRUDJH�DQG�5HWULHYDO�RI�/HJDO�,QIRUPDWLRQ��7KHLU�8VH�LQ�5HVHDUFK�
RQ�)RUHLJQ��&RPSDUDWLYH��DQG�,QWHUQDWLRQDO�/DZ���Proceedings of the XIIth International 
Congress of Comparative Law��
�
�5HFHQW�'HYHORSPHQWV�LQ�3URGXFWV�/LDELOLW\�/DZ�LQ�WKH�86$�� Journal of Consumer Policy����
���������������
�
�3URGXFW�/LDELOLW\�/DZ�LQ�WKH�86���Australian Product Liability Reporter��$SULO�������SS�������
�
�6HFUHW�6RYLHW�(FRQRPLF�/HJLVODWLRQ���LQ�The Soviet Sobranie of Laws��%HUNHOH\��8QLYHUVLW\�RI�
&DOLIRUQLD���������SS���������
�
�(GZDUG�&OHDU\�DV�&ROOHDJXH�DQG�0HQWRU���University of Illinois Law Review�����������������
�
�0DULRQ�%HQILHOG�DV�&ROOHDJXH��)ULHQG��1HLJKERU��&R�5HSRUWHU��DQG�)HOORZ�1RUWK�&DUROLQLDQ���
University of Illinois Law Review������������������
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�
�:LWK�FR�DXWKRUV�5REHUW�6KDUOHW�HW�DO����3�,��6WXFKND�DQG�6RYLHW�/DZ���LQ Revolution in Law, 
Contributions to the Development of Soviet Legal Theory�������������$UPRQN��0�(��6KDUSH��
�������SS���������
�
�7KH������'HFUHH�RQ�7KH�6WDWH�&RPPLWWHH�RQ�6FLHQFH�DQG�7HFKQRORJ\���LQ�$OEHUW�-��6FKPLGW��
HG���The Impact of Perestroika on Soviet Law��'RUGUHFKW��0DUWLQXV�1LMKRII���������SS�����������
�
�6HFRQG�6RYLHW�'UDIW�/DZ�RQ�,QYHQWLRQV�3XEOLVKHG���Soviet & East European Law���������������
����
�3URSHUW\�DQG�5LJKWV�RI�WKH�,QGLYLGXDO��'HILQLWLRQ�DQG�(QIRUFHPHQW�� Moscow Conference on 
Law and Bilateral Relations������������������
�
�8�6��DQG�6RYLHW�%DUULHUV�WR�%LODWHUDO�7UDGH��8VLQJ�7UDGH�DV�DQ�,QVWUXPHQW�RI�)RUHLJQ�3ROLF\��
&XUUHQF\�&RQWUROV��,QWHOOHFWXDO�3URSHUW\�3URWHFWLRQ��DQG�WKH�$XWKRULW\�WR�&RQWUDFW�� Moscow 
Conference on Law and Bilateral Relations ���������������
�
�)DFLOLWDWLQJ�8�6��6RYLHW�-RLQW�9HQWXUHV�7KURXJK�/HJLVODWLYH�5HIRUP���in Financial Markets, 
Joint Ventures, and Business Opportunities in the Soviet Union��0LGGOHEXU\��*HRQRPLFV�
,QVWLWXWH���������
�
�&RQVWLWXWLRQDO�,PSOLFDWLRQV�RI�&KDQJHV�LQ�3URSHUW\�5LJKWV�LQ�WKH�8665�� Cornell International 
Law Journal��������������������
�
3DUWLFLSDQW�LQ�URXQGWDEOH�GLVFXVVLRQ���&ULVHV�LQ�WKH�8665��DUH�WKH�FRQVWLWXWLRQDO�DQG�OHJLVODWLYH�
FKDQJHV�HQRXJK"���6\PSRVLXP��3HUVSHFWLYHV�RQ�WKH�/HJDO�3HUHVWURLND��6RYLHW�&RQVWLWXWLRQDO�DQG�
/HJLVODWLYH�&KDQJHV���Cornell International Law Journal��������������������
�
�$FFHVV�WR�-XVWLFH�IRU�WKH�&RQVXPHU�LQ�WKH�86$���Journal of Consumer Policy���������������������
�
�7KH�5HVWUXFWXULQJ�RI�WKH�6RYLHW�/DZ�RI�,QYHQWLRQV���Columbia Journal of Transnational Law����
����������������UHSULQWHG�LQ�Legal Reform in the USSR��7UDQVQDWLRQDO�-XULV�3XEOLFDWLRQV��
$UGVOH\�RQ�+XGVRQ���������
�
�:LWK�FR�DXWKRU�5RQDOG�5RWXQGD����0HDQZKLOH��EDFN�LQ�0RWKHU�5XVVLD���Legal Times��2FW�����
������S������FRO�����
�
�6\VWHPV�IRU�WKH�$XWRPDWHG�6WRUDJH�DQG�5HWULHYDO�RI�/HJDO�,QIRUPDWLRQ��7KHLU�8VH�LQ�5HVHDUFK�
RQ�)RUHLJQ��&RPSDUDWLYH��DQG�,QWHUQDWLRQDO�/DZ�� Proceedings of the XIIth International 
Congress of Comparative Law��
�
�$GPLQLVWUDWLYH�/DZ�DQG�)LQDQFH�/DZ���LQ�*��*LQVEXUJV��HG�� Soviet Administrative Law: 
Theory and Property�>Law in Eastern Europe�1R����@��'RUGUHFKW��0DUWLQXV�1LMKRII�������������
�����
�
�5HJODPHQW�$UELWUD]KQRJR�,QVWLWXWD�6WRNJRO
PVNRL�7RUJRYRL�3DODW\���Arbitration International���
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�
�7KH�5ROH�RI�6RYLHW�%DQNLQJ�DQG�)LQDQFH�/DZ�LQ�-RLQW�(QWHUSULVHV���Columbia Journal of 
International Business��������6XPPHU���������������
�
�,QWURGXFWLRQ���LQ�Advertising Law Anthology��9RO��;,���������L[��[LL��
�
�,QWURGXFWLRQ���LQ�Model Jury Instructions for Business Tort Litigation���QG�HG���&KLFDJR��
$PHULFDQ�%DU�$VVRFLDWLRQ���������[Y�[[YLLL��
�
�&KRLFH�DQG�&RPSXOVLRQ�LQ�6RYLHW�/DERU�/DZ��/DERU�&RQVFULSWLRQ���������� Law After 
Revolution��HGLWHG�E\�:LOOLDP�(��%XWOHU��3HWHU�%��0DJJV��DQG�-RKQ�4XLJOH\��-U����1HZ�<RUN��
2FHDQD�3XEOLFDWLRQV����������������
�
�/DZ���D�FKDSWHU�RI�-DPHV�&UDFUDIW��HG���The Soviet Union Today: an Interpretative Guide���G�HG��
�&KLFDJR��8QLYHUVLW\�RI�&KLFDJR�3UHVV���������SS�����������
�
�'LUHFW�&RQWDFWV�RI�6RYLHW�2UJDQL]DWLRQV�LQ�,QWHUQDWLRQDO�(FRQRPLF�5HODWLRQV���LQ�The
Distinctiveness of Soviet Law��'RUGUHFKW��0DUWLQXV�1LMKRII���������SS�����������
�
�/HJDO�5HJXODWLRQ�RI�WKH�'LVVHPLQDWLRQ�RI�6FLHQWLILF�DQG�7HFKQLFDO�,QIRUPDWLRQ�LQ�WKH�8665���LQ�
2OLPSLDG�6��,RIIH�DQG�0DUN�:��-DQLV��HG���Soviet Law and Economy��'RUGUHFKW��0DUWLQXV�
1LMKRII���������SS�����������
�
�7KH�/HDJXH�RI�&RPPXQLVWV�RI�<XJRVODYLD�DQG�WKH�/DZ���LQ�Communist Parties and the Law��
�SS������������
�
�7KH�3DUW\�RI�/DERU�RI�$OEDQLD�DQG�WKH�/DZ���LQ�&RPPXQLVW�3DUWLHV�DQG�WKH�/DZ���SS������������
�
�0DU[LVP�DQG�6RYLHW�(QYLURQPHQWDO�/DZ���Columbia Journal of Transnational Law�����������
���������
�
�$FFRXQWLQJ���Encyclopedia of Soviet Law���QG�HG���/HLGHQ���������SS�������
�
�%XGJHWV�RI�(QWHUSULVHV��Encyclopedia of Soviet Law���QG�HG���/HLGHQ���������SS���������
�
�&RRSHUDWLYHV���Encyclopedia of Soviet Law���QG�HG���/HLGHQ���������S�������
�
�&RPSXWHUV�DQG�WKH�/DZ���Encyclopedia of Soviet Law���QG�HG���/HLGHQ���������S�������
�
�7KH�/HJDO�,PSDFW�RI�0RGHUQL]DWLRQ�LQ�WKH�8665���LQ Law and Economic Development in the 
Soviet Union��%RXOGHU��&RORUDGR��:HVWYLHZ�3UHVV���������������
�
�/HJDO�$VSHFWV�RI�WKH�&RPSXWHUL]DWLRQ�RI�0DQDJHPHQW�6\VWHPV�LQ�WKH�8665�DQG�(DVWHUQ�
(XURSH���LQ�Law and Economic Development in the Soviet Union��%RXOGHU��&RORUDGR��:HVWYLHZ�
3UHVV�������������������
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�
�&RPSXWHU�3URJUDPV�DV�WKH�2EMHFW�RI�,QWHOOHFWXDO�3URSHUW\�LQ�WKH�8QLWHG�6WDWHV�RI�$PHULFD���
American Journal of Comparative Law�������������6XSSOHPHQW�����������
�
�7KH�6RYLHW�&RQVWLWXWLRQ��������Human Rights�������������1R�����SS����������������
�/DQG�5HFRUGV�RI�WKH�8QLIRUP�6LPSOLILFDWLRQ�RI�/DQG�7UDQVIHUV�$FW�� Southern Illinois 
University Law Journal������������������
�
�7KH�6RYLHW�8QLRQ
V�$SSURDFK�WR�&RSLQJ�ZLWK�WKH�(FRQRPLF�$VSHFWV�RI�1DWLRQDO�6HFXULW\�DQG�
)RUHLJQ�3ROLF\��7KH�6RYLHW�/HJDO�6WUXFWXUH�DQG�WKH�'HYHORSPHQW�RI�&RPSXWHU�7HFKQRORJ\�����
St. Louis University Public Law Forum������������������
�
�7KH�/HJDO�6WUXFWXUH�RI�7HFKQRORJ\�7UDQVIHU�LQ�(DVWHUQ�(XURSH�� Soviet and East European Law 
and the Scientific Technical Revolution��HGLWHG�E\�*RUGRQ�6PLWK��*HRUJH�*LQVEXUJV��DQG�3HWHU�
%��0DJJV��1HZ�<RUN��3HUJDPRQ������������������
�
�6RFLDOLVW�/DZ���Academic American Encyclopedia��9RO������S�������������
�
�1HZ�/LIH�IRU�3DWHQWV��&KDNUDEDUW\�DQG�5RKP�DQG�+DDV�&R����Supreme Court Review���������
�������
�
�&KDUDFWHULVWLFV�RI�6RYLHW�7D[�DQG�%XGJHWDU\�/DZ���LQ�%DUU\��)HOGEUXJJH��*LQVEXUJV��DQG�
0DJJV��HGV���Soviet Law After Stalin, III: Soviet Institutions and the Administration of Law��
�$OSKHQ�DDQ�GHQ�5LMQ��6LMWKRII�	�1RRUGKRRI�����������������
�
�6RPH�3UREOHPV�RI�/HJDO�3URWHFWLRQ�RI�3URJUDPV�IRU�0LFURFRPSXWHU�&RQWURO�6\VWHPV���
University of Illinois Law Forum������������������
�
�$XWRPDWHG�3URFHVVLQJ�RI�/HJDO�,QIRUPDWLRQ���American Journal of Comparative Law��9RO�����
�6XSSOHPHQW��������/DZ�LQ�WKH�8�6�$��LQ�WKH�%LFHQWHQQLDO�(UD�����������
�
�,PSURYLQJ�WKH�/HJDO�0HFKDQLVPV�IRU�(FRQRPLF�&KDQJH���LQ�%DUU\��*LQVEXUJV��DQG�0DJJV��
HGV���Soviet Law After Stalin, II: Social Engineering Through Law��$OSKHQ�DDQ�GHQ�ULMQ��6LMWKRII�
	�1RRUGKRRI������������������
�
�6WULFW�/DZ�LQ�6RYLHW�&RQWUDFW�/DZ���LQ�The Unity of Strict Law: A Comparative Study��HG��5DOSK�
$��1HZPDQ��%UXVVHOV��(VWDEOLVVHPHQWV�(PLOH�%UX\ODQW��������SS�����������
�
�7KH�/HJDO�6WDWXV�RI�&ROOHFWLYH�)DUP�0HPEHUV���LQ Soviet Law After Stalin, I: The Citizen and 
the State in Contemporary Soviet Law���/HLGHQ��$�:��6LMWKRII������������������
�
�5HPHGLHV�IRU�%UHDFK�RI�&RQWUDFW�8QGHU�$UWLFOH�7ZR�RI�WKH�8QLIRUP�/DQG�7UDQVDFWLRQ�$FW���
Georgia Law Review����������������������
�
�7HDFKLQJ�/DZ�E\�&RPSXWHU���LeCourt������������1R�����SS���������
�
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�7XEH�ZDWFKLQJ�LQ�/DZ�6FKRRO���Trial������������1R������SS����������
�
�:LWK�/XNH�7��/HH����1RUWK�$IULFDQ�0LJUDQWV�8QGHU�:HVWHUQ�(XURSHDQ�/DZ�� Texas 
International Law Journal�����������������������UHSULQWHG�DV Law and Population Mongraph 
Series�1R������������E\�WKH�/DZ�DQG�3RSXODWLRQ�3URJUDPPH�RI�WKH�)OHWFKHU�6FKRRO�RI�/DZ�DQG�
'LSORPDF\��
�
�$PQHVW\�DQG�3ULVRQHU�3RSXODWLRQ���Soviet Union�������������������
�
�/HJDO�3UREOHPV�RI�3DWHQWV��,QGXVWULDO�'HVLJQV��7HFKQLFDO�'DWD��7UDGHPDUNV��DQG�&RS\ULJKWV�LQ�
6RYLHW�$PHULFDQ�7UDGH���Denver Journal of International Law and Policy���������������������
�
�/DZ�DQG�6RFLRORJ\�LQ�%XOJDULD��7KH�([SHULPHQWV�ZLWK�3URQDWDOLVW�/HJLVODWLRQ��Review of 
Socialist Law���������������������
�
�:LWK�7�'��0ERG\���&RPSXWHU�%DVHG�/HJDO�(GXFDWLRQ�DW�WKH�8QLYHUVLW\�RI�,OOLQRLV��$�5HSRUW�RI�
7ZR�<HDUV
�([SHULHQFH���Journal of Legal Education����������������������
�
�/HJDO�&RQWUROV�RQ�$PHULFDQ�3XEOLFDWLRQ�RI�+HWHURGR[�6RYLHW�:ULWLQJV�� Dissent in the USSR: 
Politics, Ideology, and People��(G��5�/��7|NpV��%DOWLPRUH��-RKQ�+RSNLQV��������SS�����������
�
�7KH�/DQJXDJH�RI�&RGLILFDWLRQ��$�&RPSXWHU�$QDO\VLV�RI�WKH�)DPLO\�&RGH�RI�WKH�5�6�)�6�5����
Codification in the Communist World��/HLGHQ��$�:��6LMWKRII��������SS�����������
�
�8QLILFDWLRQ�RI�0HWKRGV�RI�/HJDO�$XWRPDWLRQ���Law in the United States in Social and Technical 
Revolution; Reports from the United States of America on Topics of Major Concern as 
Established for the IX Congress of the International Academy of Comparative Law��(G��-��
+D]DUG�	�:�-��:DJQHU��%UXVVHOV��(VWDEOLVVHPHQWV�(PLOH�%UX\ODQW��������SS�����������
�
�$�&RPSXWHU�0RGHO�RI�WKH�6\VWHP�RI�/HJDO�5HJXODWLRQ�RI�WKH�6RYLHW�6WDWH�,QGXVWULDO�(QWHUSULVH���
Contemporary Soviet Law: Essays in Honor of John N. Hazard��HG��'�'��%DUU\��:�(��%XWOHU�	�
*��*LQVEXUJV��7KH�+DJXH��0DUWLQXV�1LMKRII��������SS�����������
�
�&RPSUHVVLRQ�RI�/HJDO�7H[WV�IRU�0RUH�(FRQRPLFDO�&RPSXWHU�6WRUDJH��Jurimetrics Journal�����
�����������������
�
�1HZ�'LUHFWLRQV�LQ�8�6��8�6�6�5��&RS\ULJKW�5HODWLRQV���American Journal of International Law��
����-XO\�����������������
�
�7KH�&RQVWUXFWLRQ�RI�D�&RQFRUGDQFH�WR�WKH�8QLIRUP�&RPPHUFLDO�&RGH�� University of Illinois 
Law Forum��������������
�
�:LWK�:�'��+DZNODQG���8&&�&RQFRUGDQFH���University of Illinois Law Forum����������������
UHSULQWHG�LQ�:LOOLDP�+DZNODQG��Uniform Commercial Code Series��9RO������&RQFRUGDQFH�
,QWURGXFWLRQ���SS��������&RQFRUGDQFH���SS���������
�$FFRXQWLQJ���Encyclopedia of Soviet Law��(G��)��)HOGEUXJJH��/HLGHQ��$�:��6LMWKRII��������SS��
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�
�%XGJHWV�RI�(QWHUSULVHV���Encyclopedia of Soviet Law��(G��)��)HOGEUXJJH��/HLGHQ��$�:��6LMWKRII��
������S������
�
�&RRSHUDWLYHV���Encyclopedia of Soviet Law��(G��)��)HOGEUXJJH��6LMWKRII��������SS�����������
�
�(QJOLVFKVSUDFKLJH�9HU|IIHQWOLFKXQJHQ�]XP�VRZMHWLVFKHQ�=LYLO�XQG�:LUWVFKDIWVUHFKW���
Osteuropa-Recht����������������������
�
�3RSXODWLRQ�/DZV�RI�(DVWHUQ�(XURSH���/DZ�DQG�3RSXODWLRQ� Lectures and Reading Materials 
Computer from the Seminar on Law and Population��(�/��/HH��0HGIRUG��0DVV���)OHWFKHU�6FKRRO�
RI�/DZ�DQG�'LSORPDF\��������SS��������
�
�$Q�(YROXWLRQDU\�$SSURDFK�WR�&RPSDWLEOH�,GHQWLILHUV�IRU�&RPSXWHUL]HG�/DQG�5HFRUGV�� Land 
Parcel Identifiers for Information Systems��(G��'��0R\HU�DQG�.��)LVKHU��&KLFDJR��$PHULFDQ�%DU�
)RXQGDWLRQ��������SS�����������
�
�$XWRPDWLRQ�RI�WKH�/DQG�7LWOH�6\VWHP���American University Law Review������:LQWHU��������
���������UHSULQWHG�LQ�5�1��)UHHG��Computers and the Law—A Reference Work��%RVWRQ��)UHHG��
�WK�HG�����������������
�
�$�&RPSXWHU�6HUYLFH�8WLOLW\�IRU�WKH�/HJDO�3URIHVVLRQ���ACM Urban Symposium 1972��
&RPSXWHUV�DQG�8UEDQ�6RFLHW\��SS�����������
�
�:LWK�5�7��&KLHQ�DQG�)�$��6WDKO���1HZ�'LUHFWLRQV�LQ�/HJDO�,QIRUPDWLRQ�3URFHVVLQJ���1972
Spring Joint Computer Conference��SS�����������
�
�:LWK�&DU\�%��GH%HVVRQHW���$XWRPDWHG�/RJLFDO�$QDO\VLV�RI�6\VWHPV�RI�/HJDO�5XOHV��
Jurimetrics Journal����������������������

"The Law of Farm-Farmer Relations," The�6RYLHW�5XUDO�&RPPXQLW\��HG��-�5��0LOODU��8UEDQD��
8QLYHUVLW\�RI�,OOLQRLV��������SS������������
�
�,QYHVWPHQW�LQ�<XJRVODYLD�DQG�(DVWHUQ�(XURSH���ZLWK�FR�DXWKRU��0LODQ�6PLOMDQLF�� Journal of 
Law and Economic Development������������������
�
�1HJDWLYH�9RWHV�LQ�6RYLHW�(OHFWLRQV���5HV�%DOWLFD��HG��$��6SUXG]�DQG�$��5XVLV��/HLGHQ��6LMWKRII��
������SS�����������
�
�8QLILFDWLRQ�RI�/DZ�LQ�(DVWHUQ�(XURSH���American Journal of Comparative Law�����������������
�����
�:LWK�.��:LQNOHU���/LEHO�LQ�WKH�6RYLHW�3UHVV��7KH�1HZ�&LYLO�5HPHG\�LQ�7KHRU\�DQG�3UDFWLFH���
Tulane Law Review������'HFHPEHU���������������
�
�:LWK�-�:��-HU]���7KH�6LJQLILFDQFH�RI�6RYLHW�$FFHVVLRQ�WR�WKH�3DULV�&RQYHQWLRQ�IRU�WKH�
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3URWHFWLRQ�RI�,QGXVWULDO�3URSHUW\���Journal of the Patent Office Society������$SULO������������
�����
�
�6RYLHW�&RUSRUDWLRQ�/DZ��7KH�1HZ�6WDWXWH�RQ�WKH�6RFLDOLVW�6WDWH�3URGXFWLRQ�(QWHUSULVH���
American Journal of Comparative Law������6XPPHU�����������������
�
�/HV�DVSHFWV�MXULGLTXHV�GH�OD�SODQLILFDWLRQ�HFRQRPLTXH�HQ�8�5�6�6����Annuaire de L'U.R.S.S.����
�����������������
�
�'HU�QLFKWPLOLWlULVFKH�*HKHLPVFKXW]�QDFK�6RZMHWUHFKW���Osteruropa Recht������6HSWHPEHU�
����������������
�
�7KH�6RYLHW�9LHZSRLQW�RQ�1XFOHDU�:HDSRQV�LQ�,QWHUQDWLRQDO�/DZ�� Law and Contemporary 
Problems������$XWXPQ�����������������5HSULQWHG�LQ�The Soviet Impact on International Law��
(G��+�:��%DDGH��'REEV�)HUU\��1�<���2FHDQD�3XEOLFDWLRQV��������
�
�&RPPHQWDU\�RQ�
/LEHUW\��/DZ�DQG�WKH�/HJDO�2UGHU�
���Northwestern University Law Review�����
�1RYHPEHU�'HFHPEHU�����������������
�
�7KH�6HFXULW\�RI�,QGLYLGXDOO\�2ZQHG�3URSHUW\�8QGHU�6RYLHW�/DZ���Duke Law Journal���$XWXPQ�
�������SS�����������5HSULQWHG�LQ�'XUKDP��1�&���'XNH�8QLYHUVLW\��:RUOG�5XOH�RI�/DZ�&HQWHU��
World Rule of Law Center Booklet Series��1R������
�
5DGLR�7DON�
�
�'RLQJ�%XVLQHVV�LQ�5XVVLD���Common Ground Radio Series on World Affairs��-DQXDU\�������
�
(GXFDWLRQDO�&RPSXWHU�3URJUDPV�
�
�3XEOLVKHG�RQ�WKH�3/$72�129$1(7�6\VWHPV��
�
&RQWUDFWV����2IIHU�DQG�$FFHSWDQFH�
�
&RQWUDFWV����6WDWXWH�RI�)UDXGV�
�
�:LWK�5REHUW�3ODWW��5HJXODWHG�,QGXVWULHV����%DVLF�/HJDO�$FFRXQWLQJ�
�
�:LWK�7KRPDV�0ERG\�DQG�5REHUW�3ODWW��5HJXODWHG�,QGXVWULHV����6LPXODWLRQ�([HUFLVH�
�
/HJDO�:ULWLQJ����&LWDWLRQ�$EEUHYLDWLRQV�
/HJDO�:ULWLQJ����/DWLQ�:RUGV�DQG�3KUDVHV�
�
%RRN�5HYLHZV�
�
5HYLHZ�RI�$OHNVHL�*HQQDG¶HYLFK�1D]DURY��Predely osushchestvleniia iskliuchitelnogo prava na 
rezul’taty intellektual’noi deiatel’nosti�>/LPLWV�RQ�WKH�([HUFLVH�RI�WKH�([FOXVLYH�5LJKW�WR�WKH�
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5HVXOWV�RI�,QWHOOHFWXDO�$FWLYLW\@��5HYLHZ�RI�&HQWUDO�DQG�(DVW�(XURSHDQ�/DZ��������1R�����������
�����
�
5HYLHZ�RI�:LOOLDP�5��6SLHJHOEHUJHU��The Enforcement of Arbitral Awards in Russia: Eleven 
Years of Commercial Court Practice Applying the New York Convention��Review of Central and 
East European Law��9RO������1R������������SS�����������
�
5HYLHZ�RI�The Legal Dimension in Cold War Interactions: Some Notes from the Field� �HG��E\�
7DWLDQD�%RULVRYD�DQG��:LOOLDP�6LPRQV��Journal of Cold War Studies��9RO������1R�����:LQWHU�
������SS�����������
�
5HYLHZ�RI�7U\JYH�%HQ�+ROODQG��Legal Commentary: Russian Competition Law�7U\JYH�%HQ�
+ROODQG��6DDUEU�FNHU�9HUODJ�I�U�5HFKWVZLVVHQVFKDIWHQ��6DDUEU�FNHQ��������Review of Central 
and East European Law���������������������
�
5HYLHZ�RI�“The Judiciary in Central and Eastern Europe: Mechanical Jurisprudence in 
Transformation.”��Law in Eastern Europe��QR�������%\�=GHQHN�.�KQ��Slavic Review��������S��
�����
�
5HYLHZ�RI��International Law: A Russian Introduction��%\�9��,��.X]QHWVRY�DQG�%��5��
7X]PXNDPHGRY��(GLWHG�DQG�WUDQVODWHG�E\�:LOOLDP�(��%XWOHU���WR�EH�SXEOLVKHG�LQ�American
Journal of International Law��$SULO�������S�������
�
5HYLHZ�RI�3DWULFLD�.HQQHG\�*ULPVWHDG��)��-��+RRJHZRXG��DQG�(ULF�.HWHODDU��HGV���Returned from 
Russia: Nazi Archival Plunder in Western Europe and Recent Restitution. -RXUQDO�RI�&ROG�:DU�
6WXGLHV��:LQWHU�������9RO������1R�����SS�����������
�
5HYLHZ�RI�1RHO�&DOKRXQ��Dilemmas of Justice in Eastern Europe's Democratic Transitions��
&DQDGLDQ�$PHULFDQ�6ODYLF�6WXGLHV��9RO������1R�����SS������������������
�
5HYLHZ�RI�Ruling Russia: Law, Crime, and Justice in a Changing Society��HG��:LOOLDP�$OH[�
3ULGHPRUH��6ODYLF�5HYLHZ��9RO������1R�����SS������������������
�
5HYLHZ�RI�:�(��%XWOHU��The Law of Treaties in Russia and the Commonwealth of Independent 
States: Text and Commentary.  &DQDGLDQ�$PHULFDQ�6ODYLF�6WXGLHV��9RO������1R�����SS����������
��������
�
5HYLHZ�RI�6ROL�1\VWHQ�+DDUDOD�� Russian Law in Transation: Law and Institutional Change, 
&DQDGLDQ�$PHULFDQ�6ODYLF�6WXGLHV��9RO������1R�����SS������������������
�
5HYLHZ�RI�+LOGHJDUG�.RFKDQHN���Die russisch--nationale Rechte von 1968 bis zum Ende der 
Sowjetunion: eine Diskursanalyse, &DQDGLDQ�$PHULFDQ�6ODYLF�6WXGLHV��9RO������1R�����SS������
������������
�
$EVWUDFW�RI�9LUJLQLD�0DUWLQ��Law and Custom in the Steppe: The Kazakhs of the Middle Horde 
and Russian Colonialism in the Ninteenth Century��-RXUQDO�RI�WKH�&HQWUDO�(XUDVLDQ�6WXGLHV�

AR0815

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 39 of 82



���
�

6RFLHW\��9RO�����1R�����:LQWHU��������S������
�
5HYLHZ�RI�+LURVKL�2GD� Russian Commercial Law��$PHULFDQ�-RXUQDO�RI�&RPSDUDWLYH�/DZ��9RO��
����1R�����SS�����������������
�
5HYLHZ�RI�*RUGRQ�6PLWK��Reforming the Russian Legal System�����/DZ�DQG�+LVWRU\�5HYLHZ�
����������������
� � � � �
5HYLHZ�RI�)�-�0��)HOGEUXJJH��Russian Law, the End of the Soviet System and the Role of Law��
���American Journal of Comparative Law�����������������
�
5HYLHZ�RI�$QWRQLR�%RJJLDQR��International Standard Contracts: The Price of Fairness���������
International Journal of Legal Information���������������������
�
5HYLHZ�RI�&��3ULQV��Computer Program Protection in the USSR: A New Era for Socialist 
Copyright��������Review of Central and East European Law���������������������
�
5HYLHZ�RI�'HQFKR�*HRUJLHY��Suverenitetut v suvremennoto mezhdunarodno pravo I 
sutrudnichestvoto mezhdu durzhavite��American Journal of International Law������������������
�
5HYLHZ�RI�(VD�3DDVLYLUWD� Participation of States in International Contracts and Arbitral 
Settlement of Disputes��������International Journal of Legal Information����������������������
�
5HYLHZ�RI�+HLQ]�6FKlIIHU�DQG�$WWLOD�5iF]��HGV���LQ�FROODERUDWLRQ�ZLWK�%DUEDUD�5KRGH���
Quantitative Analyses of Law: A Comparative Empirical Study: Sources of Law in Eastern and 
Western Europe��International Journal of Legal Information���������������������
�
5HYLHZ�RI�5D\PRQG�+XWFKLQJV��Soviet Secrecy and Non-Secrecy��������The Russian Review�����
����������������
�
5HYLHZ�RI�0LRGUDJ�6XNLMDVRYLF��Pravno regulisanje medunarodne trgovine kafom� American 
Journal of International Law��������������������
�
5HYLHZ�RI�:LOOLDP�(��%XWOHU��Arbitration in the Soviet Union� International Journal of Legal 
Information����������������������
�
5HYLHZ�RI�0DUF�0DUHVFHDX��HG�, The Political and Legal Framework of Trade Relations Between 
the European Community and Eastern Europe��International Journal of Legal Information�����
���������������
�
5HYLHZ�RI�Medunarodno pravo mora i izvori medunarodnog prava� American Journal of 
International Law����������������������
�
5HYLHZ�RI�$�:��.RHUV��'��.UDFKW��0��6PLWK��-�0��6PLWV�DQG�0�&�0��:HXVWHQ��Knowledge-
Based Systems in Law: In Search of Methodologies and Tools���������International Journal of 
Legal Information��������������������

AR0816

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 40 of 82



���
�

�
5HYLHZ�RI�*�3�9��9DQGHQEHUJKH��HG���Advanced Topics of Law and Information Technology��
International Journal of Legal Information����������������
�
5HYLHZ�RI�$ULH�%ORHG��The External Relations of the Council for Mutual Economic Assistance�
DQG�RI�*HRUJH�*LQVEXUJV��The Soviet Union and International Cooperation in Legal Matters 
(Part 1): Recognition of Arbitral Agreements and Execution of Foreign Commercial Arbitral 
Awards��American Journal of International Law �������������������
�
5HYLHZ�RI�2�1��6DGLNRY��Soviet Civil Law�DQG�RI�2OLPSLDG�6��,RIIH��Soviet Civil Law��Russian
Review �������������������
�
5HYLHZ�RI�(UQVW�-RDFKLP�0HVWPÄNHU��HG��� The Law and Economics of Transborder 
Telecommunications��International Journal of Legal Information����������������
�
5HYLHZ�RI�3�'��)LQQ��Essays on Contract��International Journal of Legal Information�����������
����
�
5HYLHZ�RI�+�:�.��.DVSHUVHQ��HW�DO���Telebanking, Teleshopping and the Law� International 
Journal of Legal Information���������������
�
5HYLHZ�RI�0HOYLOOH�%��1LPPHU�DQG�3DXO�(GZDUG�*HOOHU��HGV�) International Copyright Law and 
Practice. International Journal of Legal Information���������������
�
5HYLHZ�RI�-�$��.HXVWHUPDQV�DQG�,�0��$UFNHQV��International Computer Law; A Practical Guide 
to the International Distribution and Protection of Software and Integrated Circuits��
International Journal of Legal Information������������������
�
5HYLHZ�RI�5REHUW�3��%LJHORZ��Computer Contracts: Negotiating and Drafting Guide��
International Journal of Legal Information���������������������
�
5HYLHZ�RI�.D]LPLHU]�*U]\ERZVNL��Soviet International Law and the World Economic Order��
Canadian-American Slavic Studies���������
�
5HYLHZ�RI�(��$OODQ�)DUQVZRUWK�DQG�9LNWRU�3��0R]ROLQ� Contract Law in USSR and the United 
States: History and General Concept��Connecticut Journal of International Law���������������
�����
�
5HYLHZ�RI�:ROIJDQJ�*|�PDQQ��Die Kombinate in der DDR: Eine wirtschaftsrechtliche 
Untersuchung��Review of Socialist Law����������������������
�
5HYLHZ�RI�-RKQ�1��+D]DUG��Reflections of a Pioneering Sovietologist��International Journal of 
Legal Information�����������������
�
5HYLHZ�RI�'DQLHO�-��0HDGRU��Impressions of Law in East Germany; Legal Education and Legal 
Systems in the German Democratic Republic��University of Illinois Law Review �����������������

AR0817

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 41 of 82



���
�

�
5HYLHZ�RI�0DULH�+HOHQ�3LFKOHU��Copyright Problems of Satellite and Cable Television in Europe��
International Journal of Legal Information����������������������
�
5HYLHZ�RI�6WDQOH\�6��$UNLQ�HW�DO�� Prevention and Prosecution of Computer and High 
Technology Crime� International Journal of Legal Information����������������������
�
5HYLHZ�RI�0�0��%RJXVODYVNLL��Mezhdunarodnoe ekonomicheskoe pravo��American Journal of 
International Law������������������
�
5HYLHZ�RI�-RKQ�/LYHUPRUH��Exemption Clauses and Implied Obligations in Contracts. 
International�-RXUQDO�RI�/HJDO�,QIRUPDWLRQ�����������������������
�
5HYLHZ�RI�+HQU\�&DUU��Computer Software: Legal Protection in the United Kingdom��
International Journal of Legal Information���������������������
�
5HYLHZ�RI�.RMR�<HOSDDOD��0DUR�5XELQR�6DPPDUWDQR��DQG�'HQQLV�&DPSEHOO��HGV�, Drafting and 
Enforcing Contracts in Civil and Common Law Jurisdictions��International Journal of Legal 
Information��������������������
�
5HYLHZ�RI�Yearbook on Socialist Legal Systems, 1986� American Journal of International Law��
��������������������
�
5HYLHZ�RI�9RMLQ�'PLWULMHYLF��6WUDKRYODGD��Ogled o ljudskim pravima I drzavnom teroru��
American Journal of International Law����������������������
�
5HYLHZ�RI�(XJHQH�+XVNH\��Russian Lawyers and the Soviet State��American Historical Review��
������
5HYLHZ�RI�*HU�3��YDQ�GHQ�%HUJ��The Soviet System of Justice: Figures and Policy� The Russian 
Review��������
�
5HYLHZ�RI�-��)UDVHU�0DQQ��Computer Technology and The Law in Canada��International Journal 
of Legal Information���������������������
�
5HYLHZ�RI�%HUQDUG�'��5HDPV��University-Industry Research Partnerships��,QWHUQDWLRQDO�-RXUQDO�
RI�/HJDO�,QIRUPDWLRQ���������������������
�
5HYLHZ�RI�:�(��%XWOHU�DQG�9�1��.XGULDYWVHY��HGV���Comparative Law and Legal System: 
Historical and Socio-Legal Perspectives��American Journal of International Law�������������
���������
�
5HYLHZ�RI�'DQLOR�7�UN��Nacelo neintervencije v mednarodnih odnosih in v mednarodnem pravu��
American Journal of International Law���������������������
�
5HYLHZ�RI�-DPHV�0��6ZDQVRQ��Scientific Discoveries and Soviet Law: A Sociohistorical analysis��
American Historical Review�������������������

AR0818

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 42 of 82



���
�

�
5HYLHZ�RI�:�(��%XWOHU��Basic Documents on the Soviet Legal System�����American Journal of 
International Law�����������������������
�
5HYLHZ�RI�+D]DUG��Managing Change in the USSR: The Politico- Legal Role of the Soviet Jurist�
��������International Journal of Legal Information����������������������
�
5HYLHZ�RI�3UHWQDU��Inventor's Certificates, Rationalization Proposals and Discoveries���������
American Journal of Comparative Law����������������������
�
5HYLHZ�RI�The Soviet Union Through its Laws��HGLWHG�DQG�WUDQVODWHG�E\�/HR�+HFKW��Slavic
Review�����������������������
�
5HYLHZ�RI�&LDPSL��)HPHOL��DQG�7ULYLVRQQR��THES-BID: A Computer- Based Thesaurus of 
Terminology in Computers and the Law��International Journal of Legal Information�������������
�������
�
5HYLHZ�RI�.RXULOVN\��5DF]�DQG�6FKDIIHU� The Sources of Law: A Comparative Empirical Study -- 
National Systems of Sources of Law��International Journal of Legal Information������������������
�����
�
5HYLHZ�RI�5XGROSK�DQG�6WURKEDFK��Die rechtlich Regelung der internationalen 
Wirtschaftsbeziehungen der DDR zu Partnern im nichtsozialistischen Wirtschaftsgebiet��
International Journal of Legal Information����������������������
�
5HYLHZ�RI�)�-�0��)HOGEUXJJH��DQG�:LOOLDP�%��6LPRQV��HGLWRUV��Perspectives on Soviet Law for 
the 1980s ��������Soviet Union/Union Sovietique������������������
�
5HYLHZ�RI�.RQVWDQWLQ�6LPLV��USSR: The Corrupt Society�DQG�/RJDQ�5RELQVRQ� An American in 
Leningrad��Slavic Review����������������������
�
5HYLHZ�RI�0LODQ�%XODMLF��Medunarodno pravo ekonomskog razvoja: Pravni aspekti novog 
medunarodnog ekonomskog poretka��American Journal of International Law������������������
�
5HYLHZ�RI�The Soviet Codes of Law��HGLWHG�E\�:LOOLDP�%��6LPRQV��Slavic Review�������������
�����
�
5HYLHZ�RI�0DQIUHG�%DO]��Eigentumsordmung und Technologiepolitik. Eine system-vergliechende 
Studie zum sowjetischen Patent-und Technologierecht��Review of Socialist Law�����������������
�
5HYLHZ�RI�Deutsches und sowjetisches Wirtschaftsrecht; Rechtliche Aspekte der internen und 
bilateralen Wirtschaftsbeziehungen: Sowjetunion und BRD��Review of Socialist Law������������
�����
�
5HYLHZ�RI�0DUN�%RJXVODYVN\��The USSR and International Copyright Protection��WUDQVODWHG�E\�
<XUL�6KLURNRY��Slavic Review����������������������

AR0819

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 43 of 82



���
�

�
5HYLHZ�RI�%HLWK�.UHYLWW�(UHV��Legal and Legislative Information Processing� International 
Journal of Law Libraries�����������������
�
5HYLHZ�RI�'DYRULQ�5XGROI��Neutralnost I paksaktivnost: Medunarodnopravni aspekti� American 
Journal of International Law������������������
�
5HYLHZ�RI�%XGLVODY�9XNDV��Relativno djelovanje medunarodnih ugovora��American Journal of 
International Law������������������
�
5HYLHZ�RI�*HRUJH�'DQD�&DPHURQ�,,,� The Soviet Lawyer and His System: A Historical and 
Bibliographic Study��The Russian Review������������������
�
5HYLHZ�RI�6HUJH�/��/HYLWVN\��Copyright, Defamation, and Privacy in Soviet Civil Law��7KH�
Russian Review����������������������
�
5HYLHZ�RI�*\XOD�(|UVL��&RPSDUDWLYH�&LYLO��3ULYDWH��/DZ��/DZ�7\SHV��/DZ�*URXSV��WKH�5RDGV�RI�
/HJDO�'HYHORSPHQW��,QWHUQDWLRQDO�-RXUQDO�RI�/DZ�/LEUDULHV���������������������
�
5HYLHZ�RI�%HQQLQJHU��Die sowjetische Gesetzgebung zur rechtlichen Stellung des nichtehelichen 
Kindes unter besondere Berücksichtigung ihres Einflusses auf die Geburtenzhal� Review of 
Socialist Law��9RO��������������������
�
5HYLHZ�RI�0LFKDHO�$��1HZFLW\��Copyright Law in the Soviet Union��Russian Review�������������
�����
�
5HYLHZ�RI�6WDQLVODZ�-��6DZLFNL��Soviet Land and Housing Law��Russian Review�����������������
�����
�
5HYLHZ�RI�'�$��/RHEHU��East-West Trade: A Sourcebook on the International Economic 
Regulations of Socialist Countries and Their Legal Aspects� American Journal of Comparative 
Law����������������������
�
5HYLHZ�RI�0DQIUHG�%DO]��Innovation and Invention Under Soviet Law. Technology and Culture��
��������������������
�
5HYLHZ�RI�5RQDOG�$��0D\��HG��Sense and Systems in Automated Law Research� American Bar 
Association Journal����������������������
�
5HYLHZ�RI�5�-��(ULFNVRQ��International Law and the Revolutionary State: A Case Study of the 
Soviet Union and International Law��American Political Science Review����������������������
�
5HYLHZ�RI�:��.LOLDQ��Juristiche Entscheidung und elektronische Datenverarbeitung��American
Journal of Comparative Law���������������������
�
5HYLHZ�RI�-��4XLJOH\��The Soviet Foreign Trade Monopoly��American Journal of Comparative 

AR0820

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 44 of 82



���
�

Law����������������������
�
5HYLHZ�RI�(�:��.LWFK�DQG�+�6��3HUOPDQ��Legal Regulation of the Competitive Process, Cases, 
Materials and Notes on Unfair Business Practices, Trademarks, Copyright and Patents��
Nebraska Law Review����������������������
�
5HYLHZ�RI�*\��(|UVL�DQG�$��+DUPDWK\��Law and Economic Reform in Socialist Countries��
American Journal of Comparative Law����������������������
�
5HYLHZ�RI�.��*U]\ERZVNL��Soviet International Law, Doctrines and Diplomatic Practice��The�
Russian Review������$SULO������������������
�
5HYLHZ�RI�-�1��+D]DUG��Communists and Their Law��DQG�6��.XFKHURY� The Bodies of Soviet 
Administration of Justice��Harvard Law Review������'HFHPEHU�������������
�
5HYLHZ�RI�6��6FKZDU]��Sot'sial'noe strakhovanie v Rossii v 1917- 1919 godakh��American
Historical Review������-XQH��������������
�
5HYLHZ�RI�&RQTXHVW��The Soviet Police System & Justice and the Legal System in the U.S.S.R.�
American Bar Association Journal������-DQXDU\�����������������
5HYLHZ�RI�0��-DZRUVNLM��Soviet Political Thought��American Journal of Comparative Law�����
�������������
�
5HYLHZ�RI�WUDQVODWLRQV�RI�6RYLHW�&LYLO�/HJLVODWLRQ��American Journal of Comparative Law�����
�������������
�
5HYLHZ�RI�6HDUD�9D]TXH]��Cosmic International Law��Journal of Legal Education�������������
�����
�
5HYLHZ�RI�-�)��7ULVND�DQG�5�0��6OXVVHU��The Theory, Law and Policy of Soviet Treaties��Slavic
Review������'HFHPEHU�������������

AR0821

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 45 of 82



�  
 �UNCLASSIFIED // FOR OFFICIAL USE ONLY 

 �TLP:AMBER�

�

��
� �
� ����UNCLASSIFIED // FOR OFFICIAL USE ONLY� � ����TLP:AMBER�

�

 
�  

Supplemental Information 
Security Risk Assessment 

Kaspersky-Branded Products and Berkeley Research Group 
Independent Assessment 
�

AR0822

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 46 of 82



� UNCLASSIFIED // FOR OFFICIAL USE ONLY� TLP:AMBER 

  �

3DJH�_���RI����� UNCLASSIFIED // FOR OFFICIAL USE ONLY� � TLP:AMBER�

Background 
7KH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\��'+6��1DWLRQDO�&\EHUVHFXULW\�DQG�&RPPXQLFDWLRQV�,QWHJUDWLRQ�
&HQWHU��1&&,&��UHYLHZHG�WKH�,QGHSHQGHQW�$VVHVVPHQW��WLWOHG�Information Security Risks of Anti-Virus 
Software �KHUHDIWHU�³%5*�$VVHVVPHQW´�,�SUHSDUHG�E\�%HUNHOH\�5HVHDUFK�*URXS��//&��%5*���DQG�
GDWHG�1RYHPEHU�����������.DVSHUVN\�/DE��KHUHDIWHU�³.DVSHUVN\´��VXEPLWWHG�WKH�%5*�$VVHVVPHQW�WR�
'+6�DV�DQ�H[KLELW�WR�.DVSHUVN\¶V�UHTXHVW�IRU�'+6�WR�LQLWLDWH�D�UHYLHZ�RI�%LQGLQJ�2SHUDWLRQDO�'LUHFWLYH�
�%2'���������7KH�%5*�$VVHVVPHQW��LQ�SDUW��UHVSRQGV�WR�WKH�NCCIC Information Security Risk 
Assessment��KHUHDIWHU�³1&&,&�$VVHVVPHQW´��RQ�FRPPHUFLDO�RII�WKH�VKHOI��&276��DQWL�YLUXV�VRIWZDUH�
DQG�.DVSHUVN\�EUDQGHG�SURGXFWV��GDWHG�$XJXVW�����������7KH�1&&,&�$VVHVVPHQW�ZDV�DWWDFKHG�DV�
([KLELW���WR�DQ�,QIRUPDWLRQ�0HPRUDQGXP�IURP�WKH�$VVLVWDQW�6HFUHWDU\�IRU�'+6�&\EHUVHFXULW\�DQG�
&RPPXQLFDWLRQV��&6	&��WR�WKH�$FWLQJ�6HFUHWDU\�RI�'+6��GDWHG�6HSWHPEHU����������KHUHDIWHU�
³,QIRUPDWLRQ�0HPRUDQGXP´���7KLV�GRFXPHQW�LV�D�Supplemental Information Security Risk Assessment�
DQG�ZLOO�VLPLODUO\�EH�DWWDFKHG�WR�DQ�,QIRUPDWLRQ�0HPRUDQGXP�IURP�WKH�$VVLVWDQW�6HFUHWDU\�IRU�&6	&�WR�
WKH�$FWLQJ�6HFUHWDU\�RI�'+6��

1.�File Access and High-Level Privileges 
7KH�%5*�$VVHVVPHQW�FRQILUPV�WKH�NH\�FRQFOXVLRQV�RI�WKH�1&&,&�$VVHVVPHQW��6SHFLILFDOO\��%5*�
H[SODLQV��FRQVLVWHQW�ZLWK�WKH�1&&,&�$VVHVVPHQW��WKDW�DQWL�YLUXV�VRIWZDUH�RSHUDWHV�ZLWK�³EURDG�DFFHVV�
WR�WKH�FRPSXWHU¶V�KDUGZDUH�DQG�RSHUDWLQJ�V\VWHP´�DQG�WKDW�WKH�VRIWZDUH�³UXQV�ZLWK�WKH�VDPH�SULYLOHJHV�
DV�WKH�XVHU��DV�ZHOO�DV�RQH�RU�PRUH�XQGHUO\LQJ��KLJKO\�SULYLOHJHG�VRIWZDUH�FRPSRQHQWV��VXFK�DV�NHUQHO�
PRGH�GULYHUV�RU�6<67(0�OHYHO�SURFHVVHV�´�%5*�GHVFULEHV�WKH�³NHUQHO´�DV�D�³FRUH�FRPSRQHQW�RI�D�
FRPSXWHU¶V�RSHUDWLQJ�V\VWHP�DQG�ODUJHO\�UHVSRQVLEOH�IRU�IDFLOLWDWLQJ�WKH�LQWHUDFWLRQ�EHWZHHQ�RWKHU�
VRIWZDUH�UXQQLQJ�RQ�WKH�FRPSXWHU�DQG�WKH�FRPSXWHU¶V�FHQWUDO�SURFHVVLQJ�XQLW��&38���PHPRU\��DQG�
RWKHU�KDUGZDUH�GHYLFHV��RIWHQ�YLD�DGGLWLRQDO�VRIWZDUH�FDOOHG�D�³GHYLFH�GULYHU´��´��7KH�³6<67(0�
DFFRXQW´�LV�³DQ�LQWHUQDO�DFFRXQW�RQ�0LFURVRIW�:LQGRZV�RSHUDWLQJ�V\VWHPV�WKDW�RSHUDWHV�DW�WKH�KLJKHVW�
SULYLOHJH�OHYHO�´��0RVW�DQWL�YLUXV�VRIWZDUH�QRZ�DOVR�³LQWHUFHSWV�DQG�PRQLWRUV�QHWZRUN�WUDIILF�RQ�D�XVHU¶V�
FRPSXWHU��LQFOXGLQJ�HQFU\SWHG�ZHE�EURZVLQJ�WUDIILF��LQ�RUGHU�WR�LGHQWLI\�PDOLFLRXV�FRGH�HPEHGGHG�LQ�
ZHEVLWHV�YLVLWHG�E\�WKH�XVHU�´��

%DVHG�RQ�LWV�³OLPLWHG�WHFKQLFDO�DQDO\VLV�ZLWKLQ�WKH�WLPH�DYDLODEOH´�RI�.DVSHUVN\�DQG�RWKHU�DQWL�YLUXV�
SURGXFWV��%5*�GHWHUPLQHG�WKDW�DOO�RI�WKH�VRIWZDUH�WKDW�LW�DQDO\]HG��LQFOXGLQJ�.DVSHUVN\�EUDQGHG�
SURGXFWV��³FRQWDLQHG�FRPSRQHQWV�WKDW�RSHUDWHG�ZLWK�6<67(0�OHYHO�SULYLOHJHV�´�$GGLWLRQDOO\��%5*�
GHWHUPLQHG�WKDW�³>H@DFK�LQVWDOOHG�PXOWLSOH�NHUQHO�GULYHUV�ZLWKLQ�RXU�WHVW�V\VWHPV�IRU�YDULRXV�DQWL�PDOZDUH�
SXUSRVHV��LQFOXGLQJ�ILOH�V\VWHP�PRQLWRULQJ��SURFHVV�PRQLWRULQJ��DQG�QHWZRUN�WUDIILF�LQWHUFHSWLRQ�DQG�

�������������������������������������������������

��%5*�$VVHVVPHQW��S�����Q�������
��%5*�$VVHVVPHQW��S�����Q������
��%5*�$VVHVVPHQW��SS�������
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LQVSHFWLRQ�´��%5*�VWDWHV�WKDW��³>$@�VRIWZDUH�YXOQHUDELOLW\�LQ�DQ\�RQH�RI�WKH�NHUQHO�GULYHUV�RU�6<67(0�
OHYHO�SURFHVVHV�FRXOG�UHDVRQDEO\�UHVXOW�LQ�D�FRPSOHWH�FRPSURPLVH�RI�WKH�XVHU¶V�FRPSXWHU�´���

:KLOH�%5*�UHIHUV��DERYH��WR�D�³VRIWZDUH�YXOQHUDELOLW\´�LQ�D�NHUQHO�GULYHU�RU�6<67(0�OHYHO�SURFHVV��DV�
GHWDLOHG�LQ�WKH�1&&,&�$VVHVVPHQW��'+6�LV�FRQFHUQHG�DERXW�WKH�LQIRUPDWLRQ�VHFXULW\�ULVNV�SUHVHQWHG�E\�
WKH�QRUPDO�IXQFWLRQDOLW\�RI�DQWL�YLUXV�VRIWZDUH��DSDUW�IURP�DQ\�VSHFLILF�³YXOQHUDELOLW\´�LQ�WKH�VRIWZDUH��7KH�
5XVVLDQ�*RYHUQPHQW�RU�.DVSHUVN\²LQ�FROODERUDWLRQ�ZLWK�WKH�5XVVLDQ�*RYHUQPHQW²FDQ�H[SORLW�WKLV�
IXQFWLRQDOLW\��LQFOXGLQJ�EURDG�DFFHVV�WR�ILOHV��KLJK�OHYHO�V\VWHP�SULYLOHJHV��DQG�LQWHUFHSWLRQ�DQG�
LQVSHFWLRQ�RI�HQFU\SWHG�ZHE�WUDIILF��

2.�BRG Preliminary Review of Kaspersky-Lab Software 

Overview 
7KH�%5*�$VVHVVPHQW�VWDWHV�WKDW�%5*�FRQGXFWHG�D�³SUHOLPLQDU\�UHYLHZ´�RI�VSHFLILF�.DVSHUVN\�DQWL�
YLUXV�SURGXFWV�DQG�VROXWLRQV��%5*�VWDWHV�WKDW�WKH�%5*�$VVHVVPHQW�LQWHQGHG�WKH�UHYLHZ�WR�DGGUHVV�WKH�
IROORZLQJ�WKUHH�KLJK�OHYHO�REMHFWLYHV����

��� (YDOXDWH�ZKHWKHU�LW�LV�IHDVLEOH�IRU�DQ�LQWHOOLJHQFH�DJHQF\�WR�SDVVLYHO\�PRQLWRU�DQG�GHFU\SW�WUDIILF�
EHWZHHQ�XVHUV�RI�.DVSHUVN\�EUDQGHG�SURGXFWV�DQG�WKH�.DVSHUVN\�6HFXULW\�1HWZRUN��.61���

��� 'HWHUPLQH�ZKHWKHU�WXUQLQJ�.61�RII²RU�XVLQJ�WKH�.DVSHUVN\�3ULYDWH�6HFXULW\�1HWZRUN�
�.361�²FDQ�UHOLDELOLW\�SUHYHQW�SRWHQWLDOO\�VHQVLWLYH�GDWD�IURP�LQDGYHUWHQWO\�EHLQJ�WUDQVPLWWHG�WR�
.DVSHUVN\��DQG��

��� (YDOXDWH�ZKHWKHU�WKHUH�H[LVWV�D�PHFKDQLVP�E\�ZKLFK�D�PDOLFLRXV�DFWRU�OHYHUDJLQJ�.61�FDQ�
FRQGXFW�WDUJHWHG�VHDUFKHV�RI�.DVSHUVN\�XVHUV�IRU�VSHFLILF�LQIRUPDWLRQ��

1&&,&�DVVHVVHV�HDFK�RI�WKHVH�REMHFWLYHV�LQ�WXUQ�EHORZ��

Objective 1:  Passive Interception and Decryption of Traffic between Kaspersky-
Branded Products and KSN 
.DVSHUVN\¶V�.61�LQIUDVWUXFWXUH�³VXSSRUWV�VHYHUDO�VHFXULW\�UHODWHG�VHUYLFHV�SURYLGHG�E\�.DVSHUVN\�
VRIWZDUH�SURGXFWV��LQFOXGLQJ�ILOH��ZHEVLWH��DQG�ZLUHOHVV�QHWZRUN�UHSXWDWLRQ�VHUYLFHV�´��.61�DOVR�³KDV�WKH�
DELOLW\�WR�UHFHLYH�LQIRUPDWLRQ�IURP�FOLHQWV��VXFK�DV�VWDWLVWLFV�UHJDUGLQJ�PDOZDUH�GHWHFWHG�RQ�XVHUV¶�
FRPSXWHUV�RU�VDPSOHV�RI�PDOLFLRXV�ILOHV��WR�LPSURYH�.DVSHUVN\¶V�PDOZDUH�GHWHFWLRQ�FDSDELOLWLHV�´��
7KHVH�DUH�DOO�FRQVLVWHQW�ZLWK�1&&,&¶V�XQGHUVWDQGLQJ�RI�.61�IXQFWLRQDOLW\��

�������������������������������������������������

��%5*�$VVHVVPHQW��S������
��%5*�$VVHVVPHQW��S�������
��%5*�$VVHVVPHQW��S������
��%5*�$VVHVVPHQW��S������VHH�DOVR�S�����Q�����
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%5*�LQGLFDWHV�WKDW�LW�LGHQWLILHG�WKLV�REMHFWLYH�EHFDXVH�WKH�1&&,&�$VVHVVPHQW�DQG�WKH�,QIRUPDWLRQ�
0HPRUDQGXP�³UHIHU�WR�.61�DV�D�SRWHQWLDO�LQIRUPDWLRQ�VHFXULW\�ULVN�GXH�WR�WKH�SUHVXPHG�DELOLW\�RI�D�
PDOLFLRXV�WKLUG�SDUW\�WR�PRQLWRU�DQG�LQWHUFHSW�FRPPXQLFDWLRQV�EHWZHHQ�.61�DQG�XVHUV�RI�.DVSHUVN\�
VRIWZDUH�´��

'+6�QRWHV�WZR�VLJQLILFDQW�OLPLWDWLRQV�LQ�WKLV�SRUWLRQ�RI�WKH�%5*�$VVHVVPHQW��)LUVW��DV�%5*�VWDWHV��
³%5*�KDV�QRW�\HW�LQGHSHQGHQWO\�UHYLHZHG�DQ\�QHWZRUN�SURWRFROV�RU�RWKHU�FRPPXQLFDWLRQV�V\VWHPV�
XVHG�within�.61�RU�between KSN and Kaspersky’s non-KSN IT infrastructure��H�J���.DVSHUVN\�RIILFHV�
RU�RWKHU�GDWDFHQWHUV�´��HPSKDVLV�DGGHG�E\�DXWKRU����,W�LV�WKLV�DFFHVV�WR�.DVSHUVN\�RIILFHV�DQG�
GDWDFHQWHUV�LQ�5XVVLD²DQG�FRPPXQLFDWLRQV�EHWZHHQ�VXFK�RIILFHV�DQG�GDWDFHQWHUV�DQG�.61²WKDW�LV�D�
SULQFLSDO�FRQFHUQ�RI�'+6��,Q�DGGLWLRQ��%5*�VWDWHV�WKDW�LWV�REMHFWLYH�LV�WR�HYDOXDWH�WKH�SRWHQWLDO�IRU�
³SDVVLYH´�PRQLWRULQJ�DQG�GHFU\SWLRQ�E\�DQ�LQWHOOLJHQFH�DJHQF\�RU�RWKHU�WKLUG�SDUW\��$V�H[SODLQHG�LQ�GHWDLO�
LQ�WKH�,QIRUPDWLRQ�0HPRUDQGXP��'+6�LV�FRQFHUQHG²QRW�RQO\�DERXW�VXFK�SDVVLYH�DFWLYLWLHV²EXW�DOVR�
DERXW�DFWLYH�RSHUDWLRQV�LQYROYLQJ�5XVVLDQ�LQWHOOLJHQFH�DFFHVV�WR�.DVSHUVN\�RIILFHV�DQG�GDWDFHQWHUV��
UHTXHVWV�IRU�GHFU\SWLRQ�NH\V��DQG�RWKHU�DELOLWLHV�RI�5XVVLDQ�JRYHUQPHQW�DJHQFLHV�WR�FRPSHO�RU�UHTXHVW�
DVVLVWDQFH�IURP�.DVSHUVN\��

2Q�WKH�VSHFLILFV�RI�ZKDW�%5*�GLG�WHVW��%5*�VWDWHV�WKDW�LW�REVHUYHG�.DVSHUVN\�DQWL�YLUXV�VRIWZDUH�
SURGXFWV�³JHQHUDOO\´�XVLQJ�RQH�RI�WKUHH�QHWZRUN�SURWRFROV�IRU�FRPPXQLFDWLQJ�ZLWK�.61�LQIUDVWUXFWXUH���

x� +\SHUWH[W�7UDQVSRUW�3URWRFRO��+773����
x� +773�6HFXUH��+7736���DQG��
x� .DVSHUVN\¶V�SURSULHWDU\�.61�SURWRFRO��

Use of HTTP in Kaspersky Products  
%5*�VWDWHV�WKDW�.DVSHUVN\�FOLHQW�VLGH�VRIWZDUH�XVHV�+773�WR�GRZQORDG�SURGXFW�LQVWDOODWLRQ�ILOHV�GXULQJ�
LQLWLDO�VHWXS��WR�GRZQORDG�VRIWZDUH�XSGDWHV��DQG�WR�GRZQORDG�PDOZDUH�³UHFRUG´�XSGDWHV��:KLOH�RWKHU�
DQWL�YLUXV�YHQGRUV�XVH�WKH�WHUP�³GHILQLWLRQ´�RU�³VLJQDWXUH�´�DFFRUGLQJ�WR�%5*��.DVSHUVN\�SHUVRQQHO�
LQWHUQDOO\�XVH�WKH�WHUP�³UHFRUG´�WR�UHIHU�ERWK�WR�WUDGLWLRQDO�VLJQDWXUHV��XVHG�WR�LGHQWLI\�PDOZDUH�RQ�D�
XVHU¶V�FRPSXWHU��DV�ZHOO�DV�PRUH�PRGHUQ�DSSURDFKHV�WR�PDOZDUH�GHWHFWLRQ��VXFK�DV�KHXULVWLF�PHWKRGV��
PDFKLQH�OHDUQLQJ�PRGHOV��DQG�EHKDYLRUDO�PHWKRGV����

$V�%5*�VWDWHV��+773�WUDQVPLVVLRQV�DUH�XQHQFU\SWHG�DQG�XQDXWKHQWLFDWHG��1HYHUWKHOHVV��%5*�
H[SODLQV�WKDW�DOO�ILOH�W\SHV�GRZQORDGHG�E\�.DVSHUVN\�VRIWZDUH�IURP�.DVSHUVN\�VHUYHUV�DUH�
DXWKHQWLFDWHG�XVLQJ�³VWDQGDUG�FRGH��RU�SDFNDJH�VLJQLQJ�PHFKDQLVPV´��LQFOXGLQJ�0LFURVRIW¶V�
$XWKHQWLFRGH�DQG�*267�������������.DVSHUVN\�VRIWZDUH�WKHQ�³YHULILHV�WKH�LQWHJULW\�RI�WKH�EDVHV�RU�

�������������������������������������������������

��%5*�$VVHVVPHQW��S������
��%5*�$VVHVVPHQW��S������Q������
���%5*�$VVHVVPHQW�S�����Q�������
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LQGH[�ILOHV�SULRU�WR�LQVWDOODWLRQ�RQ�WKH�XVHU¶V�FRPSXWHU´�DQG��FRQVHTXHQWO\��XVHUV�³ZRXOG�OLNHO\�EH�DEOH�WR�
GHWHFW�DWWHPSWV�E\�D�PDOLFLRXV�DFWRU�WR�WDPSHU�ZLWK�DSSOLFDWLRQ�UHODWHG�ILOHV�GRZQORDGHG�RYHU�+773�´���

%5*�GRHV�QRW�H[SODLQ�H[DFWO\�ZKDW�HUURU�PHVVDJH�ZRXOG�EH�SUHVHQWHG�WR�D�XVHU�RU�DQ\�RWKHU�
PHFKDQLVP�E\�ZKLFK�D�XVHU�ZRXOG�EH�DOHUWHG�WR�D�PDOLFLRXVO\�PRGLILHG�XSGDWH��0RUHRYHU��%5*�VWDWHV�
WKDW��³>G@XH�WR�WLPH�FRQVWUDLQWV��ZH�KDYH�QRW�\HW�EHHQ�DEOH�WR�LQFOXGH�DQ�DVVHVVPHQW�RI�.DVSHUVN\¶V�
LQWHUQDO�VHFXULW\�SURFHVVHV�DQG�SURFHGXUHV�UHJDUGLQJ�DFFHVV�WR�DQG�XVH�RI�>.DVSHUVN\�/DE�6LJQHU@�DQG�
WKH�NH\V�XVHG�WR�VLJQ�EDVHV��SDFNDJHV��RU�RWKHU�XSGDWHV�GLVWULEXWHG�WR�.DVSHUVN\�VRIWZDUH�FOLHQWV�´����
7KHVH�DUH�VLJQLILFDQW�JDSV�LQ�%5*¶V�DQDO\VLV��%5*¶V�DQDO\VLV�RI�WKLV�XVH�RI�+773�WKHUHIRUH�GRHV�QRW�
PROOLI\�'+6¶V�FRQFHUQ�WKDW�.DVSHUVN\�RU�5XVVLDQ�JRYHUQPHQW�DFWRUV�FRXOG�LQFRUSRUDWH�PDOLFLRXV�
IXQFWLRQDOLW\�LQWR�.DVSHUVN\�VRIWZDUH�WKURXJK�WKH�VRIWZDUH�RU�UHFRUG�XSGDWH�SURFHVV��

Use of HTTPS in Kaspersky Products 
%5*�VWDWHV�WKDW�LW�REVHUYHG�.DVSHUVN\�VRIWZDUH�XVLQJ�+7736�³LQ�OLPLWHG�VLWXDWLRQV�´�6SHFLILFDOO\��%5*�
H[SODLQV�WKDW�.DVSHUVN\�VRIWZDUH�ZLOO�FRQQHFW�WR�.61�LQIUDVWUXFWXUH���

x� WR�DFWLYDWH�WKH�SURGXFW���
x� WR�REWDLQ�³LQ�SURGXFW�FRQWHQW´��VXFK�DV�.DVSHUVN\�/DE�QHZV����
x� IRU�FRPPXQLFDWLRQV�DERXW�SURGXFW�OLFHQVH�SXUFKDVHV�DQG�UHQHZDOV��DQG��
x� IRU�XSORDGLQJ�³DSSOLFDWLRQ�FUDVK�GXPSV�´�ZKLFK�RIWHQ�LQFOXGH�³WKH�VWDWH�RI�WKH�DSSOLFDWLRQ�ZKHQ�

WKH�HUURU�RFFXUUHG��SRVVLEO\�LQFOXGLQJ�PHPRU\�FRQWHQWV��ORJV��RU�RWKHU�LQIRUPDWLRQ�DERXW�WKH�
VRIWZDUH�RQ�WKH�V\VWHP�DW�WKH�WLPH�RI�WKH�DSSOLFDWLRQ�FUDVK�´����

%5*�VWDWHV�WKDW�.DVSHUVN\�VRIWZDUH�³IROORZHG�LQGXVWU\�VWDQGDUG�EHVW�SUDFWLFHV�IRU�66/�7/6�
HQFU\SWLRQ�´�LQFOXGLQJ�XVLQJ�7/6Y����E\�GHIDXOW��SURSHUO\�YDOLGDWLQJ�WKH�DXWKHQWLFLW\�RI�VHUYHU�
FHUWLILFDWHV��DQG�XVLQJ�VWURQJ�FLSKHU�VXLWHV�IRU�VHVVLRQ�NH\�QHJRWLDWLRQ�DQG�HQFU\SWLRQ����

'+6�XQGHUVWDQGV�WKHVH�XVHV�RI�+7736�DQG�JHQHUDOO\�DJUHHV�ZLWK�WKH�XVH�RI�+7736��LI�SURSHUO\�
LPSOHPHQWHG��WR�SURWHFW�ZHE�WUDIILF��+RZHYHU��'+6�QRWHV�WKDW�%5*�VWDWHV�WKDW�LW�QHHGV�WR�³IXUWKHU�
YDOLGDWH�WKH�VHFXULW\�RI�.DVSHUVN\¶V�FOLHQW�VLGH�66/�7/6�LPSOHPHQWDWLRQ��EDVHG�RQ�WKH�RSHQ�VRXUFH�
2SHQ66/�OLEUDU\���DV�ZHOO�DV�WKH�VHFXULW\�SURFHVVHV�XVHG�WR�PDQDJH�WKH�DSSOLFDWLRQ�VHUYHUV�´���7KXV��LI�
%5*�LGHQWLILHV�FOLHQW�VLGH�LPSOHPHQWDWLRQ�LVVXHV�RU�LVVXHV�ZLWK�WKH�VHFXULW\�SURFHVVHV�IRU�PDQDJHPHQW�
RI�.DVSHUVN\�DSSOLFDWLRQ�VHUYHUV��WKHVH�ZRXOG�SUHVHQW�DGGLWLRQDO�ULVNV�RI�FRQFHUQ�WR�'+6���

�  

�������������������������������������������������

���%5*�$VVHVVPHQW��S������
���%5*�VWDWHV�WKDW�.DVSHUVN\�/DE�6LJQHU��³./6´��LV�.DVSHUVN\¶V�LQWHUQDO��FHQWUDOL]HG�VHUYLFH�³LQWHQGHG´�WR�
FU\SWRJUDSKLFDOO\�VLJQ�WKH�YDULRXV�ILOH�W\SHV�XVHG�E\�.DVSHUVN\�VRIWZDUH�SULRU�WR�GLVWULEXWLRQ�WR�XVHUV��%5*�
$VVHVVPHQW��S������
���%5*�$VVHVVPHQW��S������
���%5*�$VVHVVPHQW��S������
���%5*�$VVHVVPHQW��S������
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Breaking and Inspecting of HTTPS by Kaspersky Products 
:KLOH�%5*�IRFXVHV�RQ�.DVSHUVN\¶V�XVH�RI�+7736�WR�HQFU\SW�FRPPXQLFDWLRQV�EHWZHHQ�XVHUV�DQG�.61��
%5*�GRHV�QRW�DGGUHVV�WKH�ULVNV�FUHDWHG�E\�WKH�.DVSHUVN\�VRIWZDUH¶V�DELOLW\�WR�EUHDN�DQG�LQVSHFW�RWKHU�
+7736�FRPPXQLFDWLRQV�E\�WKH�XVHU¶V�QRQ�DQWL�YLUXV�DSSOLFDWLRQV���

$V�H[SODLQHG�LQ�WKH�1&&,&�$VVHVVPHQW��.DVSHUVN\�EUDQGHG�SURGXFWV�KDYH�WKH�DELOLW\�WR�GHFU\SW�
HQFU\SWHG�+7736�WUDQVPLVVLRQV��LQVSHFW�DQG�DQDO\]H�WKH�FRQWHQWV��DQG�WKHQ�UH�HQFU\SW�DQG�IRUZDUG�RQ�
WKH�WUDIILF��6SHFLILFDOO\��WKH�1&&,&�$VVHVVPHQW�VWDWHV��ZLWK�UHVSHFW�WR�DQWL�YLUXV�SURGXFWV²LQFOXGLQJ�
.DVSHUVN\�SURGXFWV�WKDW�KDYH�WKLV�IXQFWLRQDOLW\²WKDW�WKH�³DQWLYLUXV�VRIWZDUH�XVHV�LWV�RZQ�FHUWLILFDWH�WR�
VLJQ�RXWJRLQJ�WUDIILF�IURP�WKH�XVHU�DQG�LQFRPLQJ�WUDIILF�IURP�WKH�VHUYHU�LQ�RUGHU�WR�GHFU\SW�WKH�FRQWHQW�
DQG�GHWHUPLQH�ZKHWKHU�PDOLFLRXV�FRPPDQGV�RU�VRIWZDUH�DUH�SDUW�RI�WKH�FRPPXQLFDWLRQ��+RZHYHU��WKLV�
WHFKQLTXH�H[SDQGV�WKH�DWWDFN�VXUIDFH�IXUWKHU��EHFDXVH�LW�OHDYHV�QR�ZD\�IRU�WKH�FOLHQW�WR�LQGHSHQGHQWO\�
YDOLGDWH�LWV�FRQQHFWLRQ�WR�WKH�VHUYHU�´���)XUWKHUPRUH��³HPSOR\LQJ�WKLV�IXQFWLRQ�GHIHDWV�WKH�SXUSRVH�RI�
HQG�WR�HQG�HQFU\SWHG�+7736�FRQQHFWLRQV�ZLWK�DQ�H[WHUQDO�VHUYHU�EHFDXVH�D�WKLUG�SDUW\�LV�DOORZHG�WR�
UHDG��PDQLSXODWH��DQG�IRUZDUG�DQ\�LQIRUPDWLRQ�LQ�WKH�FRQQHFWLRQ�´���$QG��³>L@Q�WKH�ZRUVW�FDVH��D�SURGXFW�
FRXOG�VWRUH�DQG�H[ILOWUDWH�VHQVLWLYH�LQIRUPDWLRQ��LQFOXGLQJ�ORJLQ�FUHGHQWLDOV�EHLQJ�WUDQVPLWWHG�IURP�WKH�
FOLHQW�WR�WKH�VHUYHU��RU�RWKHUZLVH�FRPSURPLVH�WKH�LQWHJULW\�RI�WKH�QHWZRUN�FRQQHFWLRQ�´����

.DVSHUVN\¶V�DELOLW\�WR�EUHDN�DQG�LQVSHFW�HQFU\SWHG�WUDIILF�LV�FOHDUO\�GHVFULEHG�LQ�SXEOLFDOO\�DYDLODEOH�

.DVSHUVN\�GRFXPHQWDWLRQ����+RZHYHU��%5*¶V�DQDO\VLV�GRHV�QRW�DGGUHVV�WKH�DERYH�ULVNV��

Use of Proprietary Encryption Protocol for Communications with the KSN 
,Q�DGGLWLRQ�WR�XVLQJ�+773�DQG�+7736��WKH�%5*�$VVHVVPHQW�VWDWHV�WKDW�.DVSHUVN\�VRIWZDUH�XVHV�³LWV�
RZQ�SURSULHWDU\��HQFU\SWHG�SURWRFRO�IRU�FRPPXQLFDWLQJ�ZLWK�.61�´���'+6�XQGHUVWDQGV�WKDW�WKLV�FXVWRP�
SURWRFRO�LV�WKH�SULPDU\�HQFU\SWLRQ�PHWKRG�OHYHUDJHG�E\�.DVSHUVN\�SURGXFWV�WR�SURWHFW�VHQVLWLYH�
FXVWRPHU�LQIRUPDWLRQ�LQ�WUDQVLW�EHWZHHQ�WKH�FXVWRPHU¶V�.DVSHUVN\�VRIWZDUH�DQG�.61��

7R�DQDO\]H�XVH�RI�WKLV�SURWRFRO��%5*�VWDWHV�WKDW�LW�UHYLHZHG�D�VXEVHW�RI�WKH�.DVSHUVN\�VRXUFH�FRGH�
UHODWHG�WR�WKLV�SURWRFRO��FRPPXQLFDWHG�ZLWK�D�.DVSHUVN\�GHYHORSHU�ZLWK�NQRZOHGJH�RI�LWV�
LPSOHPHQWDWLRQ��DQG�DQDO\]HG�.61�QHWZRUN�WUDIILF�JHQHUDWHG�E\�WKH�.DVSHUVN\�SURGXFWV�LW�ZDV�
UHYLHZLQJ����%5*�WKHQ�H[SODLQV��DW�D�KLJK�OHYHO��WKH�YDULRXV�HQFU\SWLRQV�DQG�GHFU\SWLRQV²XVLQJ�FHUWDLQ�
SXEOLF��SULYDWH��DQG�VHFUHW�NH\V²WKDW�RFFXU�ZKHQ�.DVSHUVN\�FOLHQW�VRIWZDUH�ILUVW�FRQQHFWV�WR�.61��H�J���

�������������������������������������������������

���1&&,&�$VVHVVPHQW��SS�������
���1&&,&�$VVHVVPHQW��S�����
���1&&,&�$VVHVVPHQW��S������
���.DVSHUVN\�/DE��How to scan encrypted connections in Kaspersky Internet Security 2012��$XJXVW�����������,'��
������KWWSV���VXSSRUW�NDVSHUVN\�FRP�XV�������
���%5*�$VVHVVPHQW��S������
���See %5*�$VVHVVPHQW��S������
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ZLWK�D�ILOH�UHSXWDWLRQ�UHTXHVW���ZKHQ�WKH�.61�VHUYHU�UHVSRQGV�WR�WKH�FOLHQW�VRIWZDUH��DQG�GXULQJ�IXWXUH�
FRQQHFWLRQV�EHWZHHQ�WKH�FOLHQW�DQG�WKH�.61�VHUYHU��

%5*�FRQFOXGHV�WKDW�WKH�.61�SURWRFRO�³DSSHDUV�WR�EH�VHFXUH�IURP�GHFU\SWLRQ�E\�D�SDVVLYH�DGYHUVDU\�
ZKR�GRHV�QRW�SRVVHVV�WKH�VHUYHU¶V�56$�SULYDWH�NH\�RU�VHFUHW�>$GYDQFHG�(QFU\SWLRQ�6WDQGDUG@�$(6�NH\�
�.V��´�6LJQLILFDQWO\��WKH�.61�SURWRFRO�³GRHV�QRW�SURYLGH�IRUZDUG�VHFUHF\´²L�H���³LI�WKH�VHUYHU¶V�56$�
SULYDWH�NH\�>ZKLFK�LV�D�ORQJ�WHUP�NH\�VKDUHG�DFURVV�DOO�.61�VHUYHUV@�LV�FRPSURPLVHG��D�PDOLFLRXV�DFWRU�
FRXOG�GHFU\SW�WKH�FOLHQW�JHQHUDWHG�$(6�NH\��.F��DQG�SDVVLYHO\�GHFU\SW�all previous or subsequent data 
sent by or to a Kaspersky client´��HPSKDVLV�DGGHG�E\�DXWKRU�����6LPLODUO\��%5*�VWDWHV�WKDW�³LI�WKH�
VHUYHU¶V�$(6�NH\�>ZKLFK�LV�D�VHFUHW�NH\�DOVR�VKDUHG�DFURVV�.61�VHUYHUV�DQG�UH�JHQHUDWHG�ZHHNO\@�LV�
FRPSURPLVHG��D�PDOLFLRXV�DFWRU�FRXOG�UHFRYHU�WKH�FOLHQW�JHQHUDWHG�$(6�NH\�IURP�WKH�HQFU\SWHG�
VHVVLRQ�WRNHQ�DQG�XVH�WKH�GHFU\SWHG�$(6�NH\�WR�SDVVLYHO\�GHFU\SW�all previous or subsequent data sent 
by or to a Kaspersky client until the server rotates its AES key´��HPSKDVLV�DGGHG�E\�DXWKRU������

%5*�VWDWHV�WKDW��DFFRUGLQJ�WR�.DVSHUVN\��WKLV�SURSULHWDU\��HQFU\SWHG�SURWRFRO�LV�LQWHQGHG�WR�³�D��UHGXFH�
ORDG�RQ�.61�FOLHQWV�DQG�VHUYHUV���E��SHUPLW�FOLHQWV�WR�FRQWLQXH�DQ�HQFU\SWHG�.61�VHVVLRQ�DFURVV�
PXOWLSOH�VHSDUDWH�7&3�FRQQHFWLRQV��DQG��F��HQDEOH�DQ\�.61�VHUYHU�WR�KDQGOH�D�FOLHQW¶V�UHTXHVW�VLQFH�
WKH�VHUYHUV�GR�QRW�PDLQWDLQ�DQ\�FRQQHFWLRQ�VWDWH�´���+RZHYHU��DV�%5*�H[SODLQV��WKH�HQFU\SWLRQ�
LPSOHPHQWDWLRQ�FUHDWHV�VLJQLILFDQW�ULVNV�WR�WKH�FRQILGHQWLDOLW\�RI�WKH�GDWD�WUDQVPLWWHG�EHWZHHQ�.DVSHUVN\�
VRIWZDUH�DQG�.61�VHUYHUV��LI�D�.61�56$�SULYDWH�NH\�RU�DQ�$(6�VHFUHW�NH\�LV�FRPSURPLVHG�RU�
RWKHUZLVH�REWDLQHG��$V�'+6�H[SODLQV�LQ�WKH�,QIRUPDWLRQ�0HPRUDQGXP�WR�ZKLFK�WKLV�6XSSOHPHQWDO�
1&&,&�$VVHVVPHQW�LV�DWWDFKHG��EDVHG�RQ�D�UHSRUW�SUHSDUHG�E\�3URIHVVRU�3HWHU�0DJJV��5XVVLDQ�ODZ�
UHTXLUHV�.DVSHUVN\²DQG�DOO�RWKHU�FRPSDQLHV�WKDW�XVH�HQFU\SWHG�FRPPXQLFDWLRQV²WR�SURYLGH�WR�WKH�
5XVVLDQ�)HGHUDO�6HFXULW\�6HUYLFH��)6%��WKH�NH\V�RU�RWKHU�LQIRUPDWLRQ�QHHGHG�WR�GHFU\SW�WKH�FRPSDQ\¶V�
HQFU\SWHG�FRPPXQLFDWLRQV�LQ�5XVVLD��7KXV��'+6�KDV�VLJQLILFDQW�FRQFHUQV�DERXW�WKH�DELOLW\�RI�)6%�WR�
REWDLQ�DFFHVV�WR�XQHQFU\SWHG�WUDQVPLVVLRQV�EHWZHHQ�.61�DQG�8�6��JRYHUQPHQW�FXVWRPHUV�WKDW�XVH�
.DVSHUVN\�EUDQGHG�SURGXFWV�DQG�SDUWLFLSDWH�LQ�.61��

$FFRUGLQJ�WR�%5*��.DVSHUVN\�³KDV�FODLPHG�WKDW�LW�LV�PRGLI\LQJ�LWV�FXUUHQW�.61�HQFU\SWLRQ�SURWRFRO�WR�
LQFRUSRUDWH�D�'LIILH�+HOOPDQ�NH\�H[FKDQJH�SURWRFRO�WKDW�ZRXOG�SURYLGH�IRU�IRUZDUG�VHFUHF\�´���7KH�
DERYH�LVVXHV�QHYHUWKHOHVV�FXUUHQWO\�UHPDLQ��

Objective 2:  Turning KSN Off or Using the Kaspersky Private Security Network  
$V�GHVFULEHG�LQ�WKH�1&&,&�$VVHVVPHQW��'+6�LV�DZDUH�RI�.DVSHUVN\�VWDWHPHQWV�WKDW�XVHU�SDUWLFLSDWLRQ�
LQ�.61�LV�YROXQWDU\�DQG�XVHUV�FDQ�³GLVDEOH�WHOHPHWU\�>GDWD@�UHSRUWLQJ�FRPSOHWHO\�DW�DQ\�JLYHQ�WLPH�´���
+RZHYHU��%5*�WHVWLQJ�GHWHUPLQHG�WKDW�WKLV�VWDWHPHQW�LV�LQDFFXUDWH��DW�OHDVW�ZLWK�UHVSHFW�WR�.DVSHUVN\�

�������������������������������������������������

���%5*�$VVHVVPHQW��SS���������
���%5*�$VVHVVPHQW��SS���������
���%5*�$VVHVVPHQW��S������
���%5*�$VVHVVPHQW��S������
���1&&,&�$VVHVVPHQW��S�����
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FRQVXPHU�RULHQWHG�SURGXFWV��SURGXFWV�ZKLFK�FRXOG�EH�XVHG�E\�IHGHUDO�GHSDUWPHQWV�DQG�DJHQFLHV��
6SHFLILFDOO\��%5*�REVHUYHG�WKDW�³.DVSHUVN\�FRQVXPHU�RULHQWHG�SURGXFWV��L�H���.DVSHUVN\�$QWL�9LUXV��
.DVSHUVN\�,QWHUQHW�6HFXULW\��DQG�.DVSHUVN\�7RWDO�6HFXULW\���FRPPXQLFDWHG�ZLWK�.61�WR�D�OLPLWHG�
GHJUHH�despite declining to agree to the KSN Statement during product installation and also disabling 
KSN within the application’s user interface´��HPSKDVLV�DGGHG�E\�DXWKRU�����,Q�SDUWLFXODU��ZKHQ�WKH�
VRIWZDUH�GHWHFWHG�VDPSOH�PDOZDUH��%5*�LQIHUUHG�WKDW�³VWDWLVWLFV´�DERXW�WKH�LQIHFWLRQ�ZHUH�XSORDGHG�WR�
.DVSHUVN\²�DOWKRXJK�%5*�GRHV�QRW�DSSHDU�WR�NQRZ�ZKDW�H[DFW�GDWD�ZDV�XSORDGHG²DQG�WKDW�WKH�
VDPSOH�ILOH�ZDV�³OLNHO\�XSORDGHG´�WR�.DVSHUVN\�ZKHQ�.61�ZDV�HQDEOHG����7KXV��HYHQ�LI�D�FXVWRPHU�
GHFOLQHV�WR�SDUWLFLSDWH�LQ�.61�DQG�GLVDEOHV�.61�LQ�WKH�XVHU�LQWHUIDFH��VRPH�GDWD�LV�WUDQVIHUUHG�WR�
.DVSHUVN\��DQG�HYHQ�D�VRSKLVWLFDWHG�XVHU�LV�XQDEOH�WR�GHWHUPLQH�H[DFWO\�ZKDW�WKDW�GDWD�LV��

7KH�1&&,&�$VVHVVPHQW�DOVR�DFNQRZOHGJHG�WKH�DELOLW\�RI�JRYHUQPHQW�FXVWRPHUV�WR�GHSOR\�D�ORFDO�
YHUVLRQ�RI�.61�RQ�WKH�FXVWRPHU¶V�QHWZRUN��UHIHUUHG�WR�DV�WKH�.DVSHUVN\�3ULYDWH�6HFXULW\�1HWZRUN�
�.361���.DVSHUVN\�PDUNHWV�.361�DV�D�ZD\�IRU�FXVWRPHUV¶�ILOHV�DQG�RWKHU�REMHFWV�WR�EH�DQDO\]HG�
ORFDOO\��LQ�DQ�,7�HQYLURQPHQW�FRQWUROOHG�E\�WKH�FXVWRPHU��UDWKHU�WKDQ�VHQGLQJ�WKH�ILOHV�EDFN�WR�.61�RYHU�
WKH�SXEOLF�,QWHUQHW��XVLQJ�WKH�SURSULHWDU\��FXVWRP�SURWRFRO�GHVFULEHG�DERYH����

%5*�H[SODLQV�WKDW�.361�FDQ�EH�LQVWDOOHG�LQ�RQH�RI�WKUHH�FRQILJXUDWLRQV��³�D��6WDQGDUG��ZKLFK�DOORZV�DOO�
RQ�SUHPLVH�.361�VHUYHUV�WR�DFFHVV�.DVSHUVN\�VHUYHUV�GLUHFWO\���E��8QLGLUHFWLRQDO�*DWHZD\��LQ�ZKLFK�
DFFHVV�WR�.DVSHUVN\�VHUYHUV�LV�PDQDJHG�WKURXJK�D�JDWHZD\��LQVWDOOHG�DQG�FRQILJXUHG�LQ�DQ�
RUJDQL]DWLRQ¶V�>GHPLOLWDUL]HG�]RQH@�'0=��WKDW�DOORZV�RQO\�LQERXQG�WUDIILF�WR�WKH�RQ�SUHPLVH�.361�
VHUYHUV��DQG��F��3UR[\��ZKHUH�WUDIILF�IURP�WKH�ORFDO�QHWZRUN�WR�WKH�,QWHUQHW�LV�URXWHG�WKURXJK�D�SUR[\�
VHUYHU�FRQILJXUHG�DW�WKH�QHWZRUN¶V�SHULPHWHU�´�����

,Q�LWV�WHVWLQJ��%5*�REVHUYHG�LWV�WHVW�.361�VHUYHU�GRZQORDGLQJ�DQG�XSGDWLQJ�LWV�UHSXWDWLRQDO�GDWDEDVHV�
XVLQJ�+7736�DQG�$0436��DQ�HQFU\SWHG�YHUVLRQ�RI�WKH�$GYDQFHG�0HVVDJH�4XHXLQJ�3URWRFRO��,Q�
UHVSRQVH�WR�D�VDPSOH�PDOZDUH�LQIHFWLRQ��D�.DVSHUVN\�HQWHUSULVH�RULHQWHG�SURGXFW��.DVSHUVN\�(QGSRLQW�
6HFXULW\��FRPPXQLFDWHG��SUHVXPDEO\�DERXW�WKH�GHWHFWLRQ��WR�WKH�.361�VHUYHU��DQG�%5*�GLG�QRW�
REVHUYH�DQ\�WUDIILF�IURP�WKH�.361�VHUYHU�WR�.61�RU�DQ\�RWKHU�.DVSHUVN\�VHUYHUV����

+RZHYHU��%5*�GLG�QRW�DGGUHVV�D�PDLQ�FRQFHUQ�H[SUHVVHG�LQ�WKH�1&&,&�$VVHVVPHQW�DERXW�WKH�.361�
RSWLRQ��6SHFLILFDOO\��WKH�1&&,&�$VVHVVPHQW�H[SODLQV�WKDW�

x� ³HYHQ�RQ�SUHPLVH�VROXWLRQV�UHTXLUH�YHQGRU�XSGDWHV�WR�WKH�DQWL�YLUXV�VLJQDWXUHV�DQG�OHVV�IUHTXHQW�
XSGDWHV�WR�WKH�VRIWZDUH�LWVHOI�´��

x� ³WKHVH�XSGDWHV�DUH�XVXDOO\�GRZQORDGHG�YLD�WHPSRUDU\�RU�LQGLUHFW�,QWHUQHW�FRQQHFWLRQ�RU�SK\VLFDO�
PHGLD�OLNH�86%�IODVK�GULYHV�´�DQG��

�������������������������������������������������

���%5*�$VVHVVPHQW��S������
���%5*�$VVHVVPHQW��S������
���%5*�$VVHVVPHQW��S������
���%5*�$VVHVVPHQW��S������
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x� ³>D@Q\�VRIWZDUH�XSGDWH�KDV�WKH�SRWHQWLDO�WR�DGG�IXQFWLRQDOLW\�RU�H[SDQG�WKH�DWWDFN�VXUIDFH�RI�WKH�
KRVW�PDFKLQH�´����

7KH�.DVSHUVN\�FOLHQW�VRIWZDUH�VWLOO�UHFHLYHV�UHFRUG�DQG�VRIWZDUH�XSGDWHV�IURP�.DVSHUVN\�WKURXJK�
.361��DQG�VXFK�VRIWZDUH�XSGDWHV�FDQ�FRQWDLQ�PDOZDUH�RU�WDNH�DQRWKHU�DFWLRQ�WKDW�SUHVHQWV�ULVNV�WR�
IHGHUDO�LQIRUPDWLRQ�DQG�LQIRUPDWLRQ�V\VWHPV��H�J���E\�FRPSURPLVLQJ�WKH�LQWHJULW\�RI�GDWD�RU�WKH�
DYDLODELOLW\�RI�,7�UHVRXUFHV��LQ�DGGLWLRQ�WR�RWKHU�PHFKDQLVPV�IRU�GDWD�H[ILOWUDWLRQ�RXWVLGH�RI�WKH�
FRQQHFWLRQ�EHWZHHQ�WKH�FXVWRPHU�DQG�.61����

7KH�1&&,&�$VVHVVPHQW�DOVR�QRWHV�WKDW�D�YHQGRU�ZLWKKHOG�VLJQDWXUH�ZRXOG�PDNH�WKH�HQGSRLQW�UHPDLQ�
YXOQHUDEOH�WR�D�NQRZQ�WKUHDW����'+6�UHFRJQL]HV�WKDW�.DVSHUVN\�KDV�SRLQWHG�WR�1,67�6SHFLDO�3XEOLFDWLRQ�
��������5HYLVLRQ���WR�DUJXH�WKDW�WKH�ULVN�RI�.DVSHUVN\�LQWHQWLRQDOO\�ZLWKKROGLQJ�VLJQDWXUHV�WR�DOORZ�
VSHFLILF�DWWDFNV�FDQ�EH�PLWLJDWHG�E\�XVLQJ�DQWL�YLUXV�SURGXFWV�IURP�PXOWLSOH�YHQGRUV��+RZHYHU��WKH�1,67�
SXEOLFDWLRQ�WKDW�.DVSHUVN\�FLWHV�DOVR�VWDWHV�WKDW�³UXQQLQJ�PXOWLSOH�DQWLYLUXV�SURGXFWV�RQ�D�VLQJOH�KRVW�
VLPXOWDQHRXVO\�LV�OLNHO\�WR�FDXVH�FRQIOLFWV�EHWZHHQ�WKH�SURGXFWV´�DQG�WKDW�³LI�PXOWLSOH�SURGXFWV�DUH�XVHG�
FRQFXUUHQWO\��WKH\�VKRXOG�EH�LQVWDOOHG�RQ�VHSDUDWH�KRVWV´��H�J���RQH�DQWL�YLUXV�SURGXFW�RQ�SHULPHWHU�
HPDLO�VHUYHUV�DQG�D�GLIIHUHQW�SURGXFW�RQ�LQWHUQDO�HPDLO�VHUYHUV�����1,67�DOVR�QRWHV�WKDW�WKLV�³ZRXOG�
QHFHVVLWDWH�LQFUHDVHG�DGPLQLVWUDWLRQ�DQG�WUDLQLQJ��DV�ZHOO�DV�DGGLWLRQDO�KDUGZDUH�DQG�VRIWZDUH�FRVWV�´���
)LQDOO\��WKLV�VXJJHVWLRQ�GRHV�QRW�DGGUHVV�WKH�ULVNV�RI�VRIWZDUH�XSGDWHV�LQFOXGLQJ�PDOZDUH��WKH�ULVNV�RI�
WKH�LQFUHDVHG�DWWDFN�VXUIDFH�DQG�ULVN�RI�YXOQHUDELOLWLHV�WKDW�FRPH�ZLWK�GHSOR\LQJ�PXOWLSOH�DQWL�YLUXV�
SURGXFWV��RU�RWKHU�ULVNV��

Objective 3:  Risk of Leveraging KSN to Conduct Targeted Searches of Kaspersky 
Users for Specific Information 
%5*�H[SODLQV�WKDW�.DVSHUVN\�/DE�$QWL�9LUXV�$UFKLWHFWXUH��./$9$��LV�WKH�DUFKLWHFWXUH�IRU�WKH�FRUH�
FRPSRQHQW�RI�WKH�.DVSHUVN\�DQWL�YLUXV�SURGXFWV��WKH�DQWL�YLUXV�³HQJLQH�´�$FFRUGLQJ�WR�%5*��WKH�./$9$�
DQWL�YLUXV�HQJLQH��OLNH�PRVW�DQWL�YLUXV�HQJLQHV��RSHUDWHV�E\�LQJHVWLQJ�D�VHW�RI�DOJRULWKPV�GHILQHG�E\�
.DVSHUVN\�PDOZDUH�DQDO\VWV�WR�GHWHFW�DQG��LQ�VRPH�FDVHV��UHPHGLDWH��D�PDOZDUH�LQIHFWLRQ����.DVSHUVN\�
UHIHUV�LQWHUQDOO\�WR�WKH�LPSOHPHQWDWLRQ�RI�D�SDUWLFXODU�GHWHFWLRQ�DOJRULWKP�DV�D�UHFRUG��ZKLFK�PD\�FRQWDLQ�
WKH�QDPH�RU�RWKHU�LGHQWLILHU�DVVLJQHG�WR�WKH�WKUHDW��LWV�VLJQDWXUH��RU�RWKHU�PHDQV�RI�GHWHFWLQJ�WKH�WKUHDW��
DQG�DQ�DFWLRQ��WKH�³YHUGLFW´��WR�WDNH�LI�WKH�VRIWZDUH�LGHQWLILHV�D�ILOH�RU�SURFHVV�PDWFKLQJ�WKH�WKUHDW����
%5*�H[SODLQV�WKDW��LQ�DGGLWLRQ�WR�VLJQDWXUHV�DQG�PRUH�DGYDQFHG�GHWHFWLRQ�PHWKRGV��UHFRUGV�PD\�DOVR�

�������������������������������������������������

���1&&,&�$VVHVVPHQW��S�����
���1&&,&�$VVHVVPHQW��S�����
���1,67�6SHFLDO�3XEOLFDWLRQ���������5HY�����Guide to Malware Incident Prevention and Handling for Desktops and 
Laptops��-XO\�������S������KWWS���QYOSXEV�QLVW�JRY�QLVWSXEV�6SHFLDO3XEOLFDWLRQV�1,67�63�������U��SGI��
���1,67�6SHFLDO�3XEOLFDWLRQ���������5HY�����Guide to Malware Incident Prevention and Handling for Desktops and 
Laptops��-XO\�������S������KWWS���QYOSXEV�QLVW�JRY�QLVWSXEV�6SHFLDO3XEOLFDWLRQV�1,67�63�������U��SGI���
���%5*�$VVHVVPHQW��S������
���%5*�$VVHVVPHQW��S������
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LQFOXGH�UHIHUHQFHV��FDOOHG�³OLQNV´��WR�H[HFXWDEOH�SURFHGXUHV�LPSOHPHQWHG�LQ�&�&���FRGH��DQG�WKHVH�
OLQNV�³KDYH�QHDUO\�XQUHVWULFWHG�DFFHVV�WR�WKH�XVHU¶V�V\VWHP��LQFOXGLQJ�WKH�DELOLW\�WR�FDOO�RSHUDWLQJ�V\VWHP�
>$SSOLFDWLRQ�3URJUDPPLQJ�,QWHUIDFHV@�RU�RWKHU�ORZ�OHYHO�V\VWHP�IXQFWLRQV�´���$GGLWLRQDOO\��UHFRUGV�FDQ�
EH�XVHG�WR�XSGDWH�DQG�SDWFK�.DVSHUVN\�VRIWZDUH����,QGLYLGXDO�UHFRUGV�DUH�FRPSLOHG�DQG�DJJUHJDWHG�
LQWR�PXOWLSOH�GDWDEDVH�ILOHV��FDOOHG�³EDVHV´���ZKLFK�DUH�VWRUHG�LQ�.DVSHUVN\¶V�SURSULHWDU\�.'&�ILOH�IRUPDW�
DQG�GLVWULEXWHG�IRU�LQJHVWLRQ�LQWR�WKH�./$9$�HQJLQHV���

6LJQLILFDQWO\��%5*�H[SODLQV�WKDW�./$9$�SURYLGHV�D�IXQFWLRQ�³ZKLFK�DOORZV�WKH�DQDO\VW�WR�XSORDG�D�ILOH�
SURFHVVHG�E\�./$9$�WR�.DVSHUVN\�IRU�IXUWKHU�DQDO\VLV�´�DV�ZHOO�DV�DGGLWLRQDO�IXQFWLRQV�WKDW�FDQ�EH�XVHG�
WR�UHWULHYH�DQG�XSORDG�RWKHU�LQIRUPDWLRQ��VXFK�DV�0LFURVRIW�:LQGRZV�UHJLVWU\�NH\V����'HSHQGLQJ�RQ�WKH�
UHFRUG¶V�³YHUGLFW´�VHFWLRQ��.DVSHUVN\�PD\²RU�PD\�QRW²QRWLI\�WKH�XVHU�DERXW�WKH�GHWHFWLRQ����
)XUWKHUPRUH��EHFDXVH�.DVSHUVN\�XVHV�D�SURSULHWDU\�ILOH�IRUPDW�DQG�HQFU\SWLRQ��D�FXVWRPHU�LV�XQDEOH�WR�
DFFHVV�WKH�UHFRUGV�WR�DQDO\]H�ZKHWKHU�DQ\�PLJKW�EH�PDOLFLRXV��

%5*�FRQFHGHV�WKDW�LW�DQWLFLSDWHV�GRLQJ��EXW�KDV�QRW�\HW�FRPSOHWHG���

��� ³D�PRUH�FRPSUHKHQVLYH�DVVHVVPHQW�RI�WKH�FLUFXPVWDQFHV�LQ�ZKLFK�D�ILOH�ZLOO�EH�XSORDGHG�WR�
.DVSHUVN\�IURP�D�XVHU¶V�FRPSXWHU´��DQG��

��� ³D�UHYLHZ�RI�.DVSHUVN\¶V�RSHUDWLRQDO�SURFHVVHV�UHODWHG�WR�DQ\�FRQWUROV�VXUURXQGLQJ�WKH�
GHYHORSPHQW��WHVWLQJ��GHSOR\PHQW��DQG�DXGLWDELOLW\�RI�UHFRUGV�JLYHQ�WKHLU�FDSDELOLWLHV�DQG�
EUHDGWK�RI�V\VWHP�DFFHVV�´����

%5*�KDV�QRW�\HW�DGGUHVVHV�HLWKHU�RI�WKHVH�DUHDV��ERWK�RI�ZKLFK�DUH�RI�VLJQLILFDQW�DUHDV�RI�FRQFHUQ�IRU�
'+6��

3.�Conclusion 
7KH�1&&,&�$VVHVVPHQW�H[SODLQHG�YDULRXV�ULVNV�WR�IHGHUDO�LQIRUPDWLRQ�DQG�LQIRUPDWLRQ�V\VWHPV�
SUHVHQWHG�E\�.DVSHUVN\�EUDQGHG�SURGXFWV��$V�GHWDLOHG�LQ�WKLV�6XSSOHPHQW��WKH�%5*�$VVHVVPHQW�
FRQILUPV�1&&,&¶V�FRQFHUQV�DERXW�WKH�EURDG�ILOH�DFFHVV�DQG�KLJK�OHYHO�V\VWHP�SULYLOHJHV�RI�.DVSHUVN\�
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