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About the Internet Governance Project (IGP)

Founded in 2004, IGP is a group of professors, postdoctoral researchers and
students hosted at the Jimmy and Rosalynn Carter School of Public Policy at the
Georgia Institute of Technology, one of the world’s leading Information and Technology

Management universities. We conduct scholarly research, produce timely policy

analyses and public comments, blog on current events in digital governance, and bring

our ideas and proposals directly into governance processes at the United Nations,
agencies of the U.S. government and the European Commission, the Internet
Corporation for Assigned Names and Numbers (ICANN), the Regional Internet Address

Registries (RIRs) and other venues. We also educate professionals and young people

about cybersecurity and digital governance in various world regions.
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Executive Summary

The goal of this research was to provide ICT policy makers in Tanzania with an
analysis of the relationship between Tanzania’s ICT policies and the country’s economic

development.

Evidence from this study shows that Tanzania’s population has normal connectivity
levels for an East African country, but its online services sector lags the region’s. A
comparison with Kenya, a neighbor with broadly similar demographics and connectivity
levels, illustrates Tanzania’s lag. Kenya's services sector accounts for approximately 55%
of GDP compared to Tanzania's 29%, and Kenya's ICT sector contributes 2.4% of GDP
using a narrow definition, substantially more than Tanzania's 1.5 to 1.6%. Broader
industry estimates place Kenya's digital economy at up to 9% of GDP when mobile
money, fintech, and platform commerce are included; no comparable estimate exists for

Tanzania.

Further, the analysis suggests that poor public governance is the primary reason for
this gap. The Tanzanian government has taken three wrong turns in ICT policy. They

are:

e Digital sovereignty mandates. Data localization requirements and local
ownership caps raise operating costs and deter investment without delivering
their stated privacy or security benefits.

e Censorship and connectivity restrictions. Content licensing, VPN
registration, platform blocking, and internet shutdowns suppress economic
activity and impose direct losses. The October 2025 election shutdown and
prolonged restrictions on the X platform cost an estimated US$250 million
according to TMC (2026).

e Cronyism. The foundational problem: regulatory authority is fused with private
commercial interests. Sovereignty and censorship policies are downstream

instruments of a patronage system.
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These policy errors are not based on misunderstandings or mistakes. They are the
product of an interlocking set of political alliances between Tanzania's ruling political
party, the Chama Cha Mapinduzi (CCM), crony capitalists in the telecom sector, and
government regulatory agencies. Data localization, censorship, connectivity restrictions
and cronyism are all self-reinforcing parts of the political institutions. This explains why

incremental reforms under President Hassan have not altered the sector's trajectory.

In light of these findings, the report recommends legal and regulatory reforms that
would eliminate data localization, content licensing, and ownership caps, and broaden
wholesale infrastructure access. These are designed to be politically survivable: a more
dynamic ICT sector would expand the tax base and attract investment, offsetting the
perceived loss of control with long-term gains for all stakeholders, including the state. A
more independent digital economy would also lower the stakes of political competition,
making transfers of power safer and less disruptive. This research was sponsored by the
Tech & Media Convergency. The analysis and recommendations are those of the

Internet Governance Project.
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| - Introduction

This study explores intersecting issues of Tanzanian internet governance. We focus
on the relationship between government agencies, domestic and foreign operators as
well as broader Tanzanian civil society to understand how ICT policies impact economic

development and innovation in Tanzania’s ICT sector.

The goal of this research is to promote transparency regarding internet governance
practices among the Tanzanian public by highlighting the economic implications of
government policies toward the digital ecosystem. This includes recommending
informed policy decisions that protect freedom of expression and promote open digital

economies, both universal prerequisites for sustainable economic growth.

Tanzania’s approach to governance and information control has been top-down and
deeply intertwined with the evolution of the country’s digital ecosystem. The academic
and policy literature on the Tanzanian digital ecosystem covers access and the digital
divide (Furuholt and Kristiansen, 2007), infrastructure expansion (Pazi, 2019;
Mwananziche et al., 2023), networks standards evolution (3G, 4G, 5G) and market
structure (Robb and Paelo, 2020), and the interplay between digital rights and
economic outcomes (Ernest, 2025). Yet the existing literature does not identify a direct
relationship between legislative and regulatory ICT policies on one hand and economic
growth in the ICT sector on the other.

The history of the Tanzanian digital environment illustrates both the economic
potential of digitization and the constraints of certain governance choices. We hope this
report can better identify the circumstances behind the underperformance in Tanzania’s
ICT sector. We also recognize that several of the policy recommendations presented in
this report may appear ambitious when viewed against Tanzania’s current political and
institutional realities. Nonetheless, we hope that both policymakers and market

participants will reflect on the trade-offs involved in implementing reforms. When
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policies are designed to promote inclusive economic growth, the resulting rising tide can
lift all stakeholders, including the state, by expanding the tax base, creating jobs and
enhancing public-service delivery. In this light, any perceived loss of control can be
offset by the long-term gains that a more dynamic economy brings to the nation as a

whole.

Il - Research design

This research was sponsored by Tanzania's Tech & Media Convergency (TMC) to
examine the relationship between internet governance and economic development in
Tanzania. The study responds to growing concern that restrictive digital policies across
the African continent (surveillance, internet disruptions, and laws that constrain free
expression) are undermining the potential of digital technologies to drive socio-
economic development. Tanzania is an illustrative case given its combination of
expanding connectivity, ambitious ICT policy goals, and a governance environment that

appears to work against both. Given the task by TMC, IGP set out to investigate:

1. What is the role of internet governance practices and policies, their relationship
to Tanzania’s digital ecosystem, and broader economic development?

2. To what extent do digital sovereignty policies, censorship, connectivity
restrictions, and cronyism impede ICT sector development in Tanzania?

3. What policies could be enacted to better enable the ICT sector to contribute to the
national GDP, and would such policies preserve or disturb the prevailing

political-economic equilibrium?

lll - Methodology

This study employed a mixed-methods approach with three streams of data

collection and analysis:
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First, compilation and analyses of economic development indicators from the World
Bank World Development Indicators, Tanzania’s National Bureau of Statistics, and
UNCTAD, focusing on sectoral value added as a percentage of GDP alongside ICT-
specific indicators were conducted. These indicators were examined longitudinally and
compared against neighboring East African economies to identify patterns of

divergence.

Second, we drew on the Digital Trade Integration (DTI) database, an open-access
repository cataloging digital trade-related policy measures across 150 jurisdictions, to
identify restrictive and enabling policy measures affecting Tanzania’s digital ecosystem.
We also researched Tanzanian legislation, regulatory guidance, and enforcement
practices across twelve policy pillars spanning telecom infrastructure, data governance,

intermediary liability, and content regulation.

Third, semi-structured interviews with stakeholders from media, industry, and civil
society operating in Tanzania’s digital economy were conducted. These interviews were
designed to better understand the practical implications of domestic policies (e.g.,
freedom of expression, digital identity, licensing, cryptocurrency, taxation, access) and
their impact on economic activities and daily life. Interview data was used to identify
dynamics not visible in official data or legal texts such as informal market responses to

regulatory constraints and the lived experience of digital repression.

IV - Causal factors investigated

We set out to uncover the extent to which the following factors are playing a role in
impeding the development and innovative potential of the domestic Tanzanian ICT

sector. These factors include:

e Digital sovereignty, including data localization, transfer rules, ownership
requirements, and so on.

e Digital surveillance, censorship, and connectivity restrictions
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e Variants of cronyism such as rent-seeking, patronage, and favoritism.

The first two factors involved policies enacted by the ruling party in Tanzania by
various stakeholders that share different incentives for regime self-preservation. The
third factor, cronyism, is analyzed as a standalone byproduct common to regimes with
prolonged one-party rule. However, we also explore the extent to which the three factors
are self-reinforcing. For example, whether other variants of corruption tend to reinforce

restrictive ICT policies and for what purpose.

As part of our normative agenda, we also discuss in section VI what policies could be
enacted to better allow the ICT sector to contribute to the national GDP, paying
particular attention on whether such policies will preserve or disturb the prevailing
political-economic equilibrium in Tanzania (defined on page 8). Our policy
recommendations propose reforms calibrated to shift this equilibrium incrementally

rather than to dismantle it.

In the course of our inquiry, a salient question emerged related to the extent to
which ICT sector growth per se might reduce or eliminate the need for restrictive

policies in the first place. We return to this line of inquiry in the discussion section VI.

Factor 1: Digital sovereignty

In Will the Internet Fragment? (2017) Mueller argues that internet fragmentation is
more precisely understood as alignment i.e., the attempt by states to re-territorialize the
internet’s globalized information flows along jurisdictional boundaries. For Mueller, the
fragmentation debate is fundamentally a power struggle between the institutions of
national sovereignty and a global communications architecture whose logic resists
territorial segmentation (Mueller, 2017). What matters for our purposes is not whether
localization occurs, but what kind of alignment is being attempted and whose interests

it serves.

| 4 Digital Governance in Tanzania



Internet O°
Governance
Project O—

IGP Research Paper [June/2026]

At the legal and regulatory level, Chander and Lé's (2015) "Data Nationalism"
provides the sharpest account of how data localization laws (the primary legislative
instrument through which digital sovereignty is asserted) function in practice. Their
core argument is that censorship and data localization are not distinct, they constitute a
mechanism of informational control, with localization operating on outbound data flows
in precisely the way censorship operates on inbound ones (Chander & L§, 2015).
Chander (2020) extends this analysis in the context of the Schrems II ruling
demonstrating that data localization neither addresses the problem of foreign
surveillance it claims to resolve nor enhances personal privacy, while simultaneously
undermining trade and economic openness.! This tension is particularly relevant to
developing economies like Tanzania. Importantly, ownership requirements, in this
framework, can be considered a variant of the same instrument: mandating local
infrastructure ownership concentrates regulatory leverage in state hands and creates
rents extractable through the mechanisms Gray (2015) and David-Barrett (2023)

identify in the corruption literature.2

Factor 2: Digital surveillance, censorship, and connectivity restrictions

Deibert et al. (2008) provide a cumulative framework for operationalizing state
censorship across its technical, political, and contested dimensions. Their book Access
Denied establishes a typology of censorship using the technical mechanisms through
which states filter content and by the breadth and depth of content targeted, ranging
from narrow political suppression to sweeping social and security-related filtering. In
their follow-up book Access Controlled (Deibert et al., 2010) they extend this model by

introducing the concept of "next-generation controls," recognizing that states

t The Schrems II ruling (2020) is a European court decision about data flows between the US and
Europe. The Court of Justice of the European Union invalidated the EU - US Privacy Shield framework,
finding that U.S. surveillance laws did not provide adequate protection for EU citizens' personal data.

2 Rents are unearned profits obtained by manipulating the economic or legal environment to capture
existing wealth rather than creating new value.
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increasingly operate not through blunt denial of access but through more precise and
legally legitimated means: just-in-time blocking timed to political events, targeted
surveillance, and the outsourcing of censorship obligations to private intermediaries
such as ISPs and platforms. Finally, Access Contested (Deibert et al., 2011) situates these
technical and regulatory controls within the contested political terrains of cyber-
nationalism, information warfare, and civic resistance, foregrounding the fact that
censorship regimes are neither static nor unilaterally imposed but are continuously
negotiated between states, companies, and users. Taken together, the three volumes
allow us to operationalize restrictions along three axes for this work: technical
mechanism (what is blocked and how), regulatory architecture (through what legal or
other institutional arrangements), and political contestation (by whom and against what
stakeholder). This framework is particularly apt for the Tanzanian digital ecosystem, as
connectivity restrictions ranging from bans institutionalized through VPN licensing to
active regulatory enforcement like DNS blocking or internet shutdowns during elections

have been observed.

Factor 3: Cronyism

David-Barrett's (2023) framework elaborates the mechanisms through which state
capture of an economic sector operates, while noting that political elites typically
legalize or obscure their conduct by blurring political and economic power in ways that
lock in collusion. Public procurement is a primary instrument of this process, with
captor groups shaping contract awards and simultaneously blocking institutional

reforms that would otherwise constrain them.

At the meso level, Tanzania's specific dynamics are grounded in its political
settlements. The CCM’s rule reflects not a unified hierarchy but factional competition
among internal party groupings of roughly equal weight whose struggles over
government influence have driven successive public finance scandals (Gray, 2015). This

factionalism is itself a product of liberalization, which multiplied private entrepreneurs
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capable of becoming political financiers and transformed CCM from a relatively rule-
bound organization into one increasingly structured around informal patronage

networks.

At the micro level, individual power brokers exploit discretionary regulatory
authority. Where government officials hold such discretion, entrepreneurs skilled at
cultivating reciprocity can strike arrangements yielding access to state-mediated credits
and local monopolies. Political economy literature describes such behavior as rent-
seeking (Khan, 2000) and, when it relies on privileged relationships between firms and
government officials, as cronyism (Holcombe, 2013; Kang, 2002). Those three levels,
structural capture, intra-party patronage competition, and individual rent-brokering,

were used as a framework for analyzing Tanzania's regulatory environment.

Growth and innovation in the Information and Communications Technologies (ICT) sector

The standard theoretical expectation underpinning telecommunications and digital
policy in developing economies is rooted in a well-established account of how economic
value creation shifts over time. The concept of servitization, first theorized by
Vandermerwe and Rada (1988), established that manufacturers seeking competitive
differentiation increasingly embed services into their product offerings, shifting from
one-time transactions toward sustained service relationships. This logic now extends to
the digital ecosystem where, for example, firms sell compute cycles rather than
hardware. Vargo and Lusch (2006) generalized this insight into a broader service-
dominant logic of exchange, arguing that the deepening division of labor across modern
economies should progressively shift the basis of value creation from tangible goods to
the application of specialized knowledge and skills. Numerous academic and statistical
sources document that in modern advanced economies around 70-75% of GDP value
added comes from services, with growth typically associated with development.

Crucially, goods and services are not treated as distinct categories of economic output
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but as functionally integrated. Goods are often understood as distribution mechanisms

through which service is ultimately delivered, not as ends in themselves.

The implication for digital economies is direct: expanding connectivity
infrastructure should, under this logic, generate commensurate growth in service
provision, as increased access lowers the cost of delivering knowledge-intensive services
and integrating users into value co-creation. The empirical literature on
telecommunications liberalization in Africa broadly supports this expectation at the
sector level. For example, increasing mobile network access is positively associated with
real GDP per capita growth (Djiofack-Zebaze & Keck, 2009), and regulatory quality is
the primary determinant of whether liberalization translates into lower prices and

expanded service access.

Tanzania presents an analytically important anomaly within this framework.
Despite rapid and well-documented expansion of mobile and broadband infrastructure,
the ICT sector's contribution to GDP has remained negligible, and services more broadly
have not expanded in proportion to connectivity gains. This disjuncture challenges the
path-dependent model of telecom liberalization, which assumes that infrastructure
investment cascades into service-sector growth through competitive market dynamics.
Why has this cascade not materialized in Tanzania? Our study calls attention to the rent
extraction, regulatory capture, and digital rights constraints that prevent connectivity

growth being translated into productive economic activity.

We define the prevailing political-economic equilibrium as the interlocking
arrangement between CCM's political dominance, the state's fiscal dependence on
telecom-sector tax expropriation, regulatory capture of ICT governance by party-aligned

elites, and the systematic suppression of competitive entry into digital markets.3 These

3 According to Research ICT Solutions (2022) Tanzania’s ICT sector faces a comparatively heavy tax
burden. A 2021 GSMA report identified consumer taxes representing 32% of the total cost of mobile
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four elements are mutually reinforcing: political dominance provides the authority to
shape regulation, regulation generates rents through licensing and taxation, those rents
flow to elites whose commercial interests depend on restricted competition, and
restricted competition in turn limits the emergence of independent economic actors who
might challenge CCM's political position. This equilibrium corresponds to what Cox,
North, and Weingast (2019) observed frequently in developing countries: a
governmental arrangement in which the ruling coalition creates and distributes
economic privileges among insiders to prevent challenges to its power, while restricting
outsiders from the organizational and commercial opportunities that could enable them
to compete. The three causal factors examined in this study, digital sovereignty,
censorship and connectivity restrictions, and cronyism, are best understood as the

principal mechanisms through which this order is maintained.

The expectation that developing economies such as Tanzania can “leapfrog” legacy
infrastructure stages (bypassing fixed-line telephony for mobile, or physical retail for e-
commerce), assumes that connectivity gains translate into productivity gains through
agglomeration effects and cluster economies. But leapfrogging is conditional: it requires
an institutional environment that permits new entrants and allows innovation to iterate
without prohibitive regulatory friction. The pattern observed in Tanzania is one where
conditions for “leapfrogging” are absent. In other words, infrastructure expansion
producing increased connectivity is occurring without commensurate economic

transformation.

services. The ICT sector contributed 4.3% of total tax revenue in Q2 2021, yet its GDP contribution is only
1.5%.
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V - Findings

The Tanzanian anomaly: Connectivity vs. economic performance

Using the World Development Indicators for internet users for 2024 and comparing

with some of its neighbors yields4:

e South Africa — 78%

e Kenya - 35%

e Rwanda — 31.7%

e Tanzania — 31%

e DRC-19.6%

e Malawi — 19%

e Zambia —17%

e Uganda - 9%

While the first TCP/IP connection to the African continent was in 1991, internet
adoption across the group varies considerably.5 South Africa was an early adopter of
telecom liberalization and exhibits higher adoption. Tanzania’s connectivity is broadly

comparable to several of its neighbors (Kenya, Rwanda), and outpaces several other

countries (Malawi, Zambia, Uganda).

As recently as 2021, the ITU suggested Tanzania was progressing toward a mature
regulatory framework (ITU, 2021). For instance, liberalization of the ICT sector and an

increase in competition from a fixed line monopoly to the current seven player mobile

4 World Bank World Development Indicators (IT.NET.USER.ZS), sourced from ITU. Measures
individuals who used the internet in the last three months.

5 Crumpton, B., Baydag, M., Keijzer, N., Rocca, C., and Erforth, B., Digital Transformation in Africa:
From Gaps to Goals. ETTG Policy Brief 7/2025. European Think Tanks Group.
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market occurred since the founding of the Tanzania Communications Regulatory
Authority (TCRA) in 2003. Yet, despite significant successes until 2015, the ITU noted

the market was stagnating:

e [Initial liberalization gains were reversed with the government regaining control
of fiber network provider Tanzania Telecommunication Company Limited
(TTCL) in 2016 and increasing its shareholding in mobile provider Airtel in 2019.

e By the end of 2018, 3G and 4G networks covered around 85 per cent and 13 per
cent of Tanzania’s population respectively, leaving significant room for expansion
of mobile broadband.

e In 2019, Tanzania’s active mobile broadband penetration was about 10 per cent —
compared to the Africa region average of 17.3 per cent at the time.

e According to the World Bank, in 2020 “Tanzania’s ICT costs are no longer low by
regional standards; mobile broadband coverage is mediocre; smart phone
penetration is relatively low; data usage is limited and concentrated in large
cities” (World Bank, 2021).

The TCRA's own data, while methodologically distinct from WDI estimates,
reinforces this puzzle rather than resolving it. TCRA's Communication Statistics Report
for the quarter ending December 2025 reports 85.3% internet penetration, 58.6 million
internet subscriptions, and 106.9 million active mobile telecom subscriptions in a
country of approximately 65 million people (TCRA, 2026). The high reported
penetration reflects subscription density rather than individual usage — active SIM
cards exceed the national population, indicating widespread multi-SIM ownership,
often a consumer response to inconsistent coverage between operators. Using either
metric, however, the underlying anomaly persists: even at TCRA's reported 85%
penetration, Tanzania's ICT sector contribution to GDP remains at 1.5 to 1.6%. The
disconnect between connectivity expansion and productive economic activity is not an
artifact of measurement methodology, rather, it holds across both conservative and

generous estimates of internet access.
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These generally negative observations are reflected more broadly in economic data.
Tanzania presents a novel anomaly that challenges the path-dependent model of

telecom liberalization. Figure 1 below, sourced from World Development Indicators

(WDI) data, shows sectoral value added as percentage of GDP. Beginning in the 1990s
services value added increased, doubling in 1998 due to the creation of value added tax
and peaking in 2001 at 49%. But since then, it declined through the early 2000s, and
steeply declined since 2015, with its contribution to GDP sinking to 29%, lower than
Industry value added in 2024. Over the same period, sectors including Industry,

Manufacturing and Agriculture grew or remained level compared to Services.

0 - — p—

1990 2000 2010 2020

== Manufacturing, value added (% of GDP) === == |ndividuals using the Internet (% of
== Services, value added (% of GDP) == Agriculture, forestry, and fishing, value added (% of GDP)
Industry (including construction), value added (% of GDP)

Figure 1: Share of different sectors over time as a percentage of GDP for Tanzania.

The downward trend in Services value added since 2001 was occurring despite the
growth of internet users in Tanzania, indicated by the dashed line. Despite the number

of internet users growing steadily starting in the 2000s, and significantly from 2013 to
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31% in 2024, services value added as a % of GDP has continued to decline. This negative
relationship observed in Tanzania is meaningful considering the trends observed in
neighboring countries (Burundi, Dem. Rep. of the Congo (DRC), Kenya, Malawi,
Mozambique, Rwanda, Uganda, Zambia). Figure 2 below shows internet users and
Service value added trends for each country between 2000 and 2024. Each panel uses
dual y-axes with shared scales across all panels, a solid line/left axis for services % GDP
(25—-60% range) and dashed line/right axis for internet users % (0—38% range). A few
items are worth pointing out. All countries exhibit growing internet users, one notable
anomaly is Uganda where internet penetration reversed following passage of its 2018
"Over-The-Top" (OTT) tax requiring users to pay to access 58 social media platforms,
including Facebook, WhatsApp, and Twitter as a measure to suppress dissent (Altman-
Lupu, 2019). Several countries exhibit rising (Burundi, DRC, Kenya, Rwanda, Zambia)
services, while Malawi, Mozambique and Uganda are declining gently.¢ Kenya and
Zambia show the most conventional development story, with internet use rising steadily
and services gently rising, indicative of a mature services economy absorbing digital
growth.

6 The declines in these three cases reflect country-specific shocks. Uganda's 2018 OTT social media
tax, Malawi's macroeconomic crisis (acute forex shortages, double-digit inflation, collapsing agricultural
output), and Mozambique's LNG-driven compression of the services share, compounded by an
insurgency. Tanzania's decline occurs in the absence of any comparable single shock, pointing to
cumulative sector-specific governance constraints rather than a discrete economic event.
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Figure 2: Internet adoption rates compared to services as a share of GDP among
Tanzania and its neighbors. Sourced from World Bank Development Indicators.

Excluding Tanzania, the countries observed exhibit a significant, positive
correlation between internet users and services value added, r(221) = .30, p < .05,
although only explaining a modest amount of variation. Given the trends in surrounding
countries, the case of Tanzania stands out. The growth in internet users along with the
negative trend in services observed in Tanzania diverges strongly from what is occurring
in neighboring economies. No other country shows this degree of opposing movement in
variables. Why is this happening? A few preliminary questions need to be first

addressed.
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What share of services comprises Tanzania’s digital economy?

Tanzania doesn’t publish an official “digital economy” share across all sectors. As
shown in table 1 below, the cleanest national-accounts proxy is ISIC Section J:
Information & Communication (ICT) inside services. On that basis, Tanzania’s ICT
value added has been between 1.5 to 1.6% of GDP from 2017 to 2024, within a services
sector that accounted for around 29.56% of total GDP according to the World Bank.”
Those figures underreport digitally-enabled activity in other sectors. For example,
mobile money and the M-Pesa financial ecosystem is listed under financial services, e-
commerece is listed under retail/wholesale, digital advertising is classified under media,
and so on. The absence of accurate measurement available reflects either a low policy
priority accorded to the digital economy as a whole or an under appreciation of how

pervasive the sector is.

7 The NBS compiles GDP by activity under the 2015 base year for Mainland Tanzania. Its 'services'
aggregate covers 15 ISIC categories (G—U), yielding a services share of approximately 37 — 40% of GDP
through 2023, reported in Tanzanian shillings. The WDI dataset reports approximately 29% for 2024, a
significantly lower figure. The discrepancy is driven primarily by the WDI's conversion to constant US
dollars, which compresses the value of non-tradeable services relative to commodity-exporting sectors
whose output prices track international markets. Differences in geographic scope (WDI includes
Zanzibar), sectoral aggregation, and base-year deflators also contribute. Both figures are methodologically
valid for their purposes; this report uses WDI data throughout to maintain consistent cross-country
comparability with Tanzania's neighbors, all of which are reported under the same WDI methodology.
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Economic activity 2018 2019 2020 2021 2022 2023r 2024
Agriculture, forestry and fishing 27.4 271 26.7 26.8 26.2 26.8 26.3
Crops 15.4 14.9 15.1 15.1 15.0 16.3 16.1
Livestock 7.5 7.7 7.3 7.2 6.7 6.3 6.2
Forestry 2.7 27 26 27 2.7 2.6 2.4
Fishing 1.8 1.8 1.7 1.8 1.8 1.7 1.6
Mining and quarrying 5.2 5.3 6.8 7.3 9.0 9.1 10.1
Manufacturing 7.9 7.8 7.7 7.2 71 71 7.3
Electricity supply 0.3 0.3 0.3 0.2 0.1 0.1 0.2
Water supply; sewerage, waste management 0.4 0.4 0.4 0.5 0.5 0.5 0.5
Construction 13.1 13.9 14.0 13.8 13.7 13.4 12.8
Wholesale and retail trade; repairs 8.9 9.1 8.9 8.8 8.2 8.4 8.6
Transport and storage 6.8 7.2 74 7.0 6.7 7.2 75
Accommodation and food services 1.3 1.2 0.9 1.0 1.1 1.2 1.1
Information and communication 1.6 1.5 1.5 1.5 1.5 1.5 1.6 |
Financial and insurance activities 3.9 3.7 3.4 3.4 3.7 34 3.3
Real estate 2.9 2.9 3.0 29 2.8 2.7 2.7
Professional, scientific and technical activities 0.6 0.6 0.6 0.7 0.7 0.7 0.7
Administrative and support service activities 25 25 25 2.6 25 2.6 2.6
Public administration and defence 41 4.0 3.8 3.8 3.7 35 3.3
Education 25 25 24 2.3 2.2 2.2 2.2
Human health and social work activities 15 14 14 14 14 14 1.3
Arts, entertainment and recreation 0.3 0.3 0.3 0.3 0.4 04 0.4
Other service activities 0.8 0.8 0.8 0.9 0.9 0.9 0.8
Activities of households as employers; 0.2 0.2 0.2 0.2 0.2 0.2 0.2
All economic activities 92.1 92.8 93.0 92.7 92.5 93.1 93.2
Taxes on products 7.9 7.2 7.0 7.3 7.5 6.9 6.8
GDP at current market prices 100.0 100.0 100.0 100.0 100.0 100.0 100.0

Table 1: Sectoral breakdown of GDP contributions by sector from Tanzania’s

National Bureau of Statistics. Source: Ministry of Finance Economic Survey 2024.

Still, both the World Bank and NBS data show the share of GDP stemming from

services to be the lowest in the region.

To assess whether Tanzania's ICT sector is really underperforming, Kenya provides
a useful comparison. Both countries have broadly similar demographic profiles,
urbanization, and internet penetration — 35% in Kenya versus 31% in Tanzania per WDI
2024. Kenya's GDP per capita is 75% higher ($2,100 versus $1,200), but the ICT gap is
dramatically wider than income alone can explain. Using the most directly comparable
narrow ICT measure, Tanzania's 1.5—-1.6% of GDP lags Kenya's roughly 2.4% by a factor
of about 1.6 (Kenya Ministry of Information, 2024). The gap widens dramatically
against Kenya's broader digital economy contribution: Tanzania's ICT-to-GDP ratio is

less than 17% of Kenya's projected 9.24% (ITA, 2024). Tanzania's internet penetration,
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by contrast, is approximately 89% of Kenya's, so connectivity is close, but outcomes are
not. Either framing (narrow or broad) shows that connectivity and income alone do not

explain the divergence.

The divergence extends beyond ICTs narrowly defined. Kenya's services sector
accounts for roughly 55% of GDP and contributed approximately 55% and 69% of total
GDP growth in 2022 and 2023 respectively (AfDB, 2024). This pattern is consistent
with the theoretical expectation that rising internet penetration supports service-sector
growth. Tanzania's services sector, by contrast, has declined to approximately 29% of
GDP despite comparable growth in internet users. Services in Kenya are not falling as
internet use rises; they are rising in tandem. This makes Tanzania's inverse relationship
between connectivity and services-sector contribution a genuine anomaly rather than a
statistical artifact of sectoral recomposition and strengthens the case that governance

and policy variables account for the gap.
Why are services falling as internet use rises in Tanzania?

One possible explanation is that rapid growth of the mining and construction
industry has raised their GDP shares, mechanically lowering the services share even if
services output grows. The NBS tables show mining and quarrying’s share rising against
services from 2018 to 2024. At the same time, increased digitization is ongoing in all
developing countries as the cost of hardware continues dropping and more foreign

services can disrupt incumbent market structures.

Yet, the Tanzanian case suggests the correlation between rising internet penetration
and GDP contribution from the services sector is not automatic. The growth of internet
users has coincided with a decline in the services sector's share of GDP, diverging from
the linear progression often observed after ICT liberalization. This anomaly points
toward the need to investigate not just the presence of ICT infrastructure, but the

governance and policy environment within which it operates. To understand why
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Tanzania's digital economy remains stunted despite its connectivity gains, it is therefore
necessary to trace the historical and institutional path-dependencies that produced the

current policy environment in the next section.

Historical and institutional path-dependencies

Early reforms in Tanzania’s telecommunications sector followed a regional trend of
liberalization and partial privatization in the 1990s. The TCRA was established under
the Tanzania Communications Regulatory Act No. 12 (2003), marking a formal
institutional shift to a regulatory regime intended to balance competition and state
oversight (TCRA, 2003).

Early studies of ICT adoption in Tanzania highlighted the limited reach of digital
technologies beyond a small number of well-resourced urban organizations, reflecting
broader constraints in infrastructure, technical capacity, and connectivity (Mercer,
2004). These disparities foreshadowed infrastructure and access gaps that continue to

shape Tanzania’s digital development trajectory today.

Studies of Tanzania’s political development emphasize the long-standing
dominance of CCM and the persistence of centralized control despite economic
liberalization. Analyses by Knoll and Shirley (2002) underscore how systemic
corruption and weak institutional capacity limited accountability and created incentives
for state actors to manage information flows in ways that reinforced political
dominance. This historical backdrop is critical to understanding later regulatory

approaches to digital infrastructure and civic space.

Tanzania's political-economic trajectory from Ujamaa's cooperative model to its
current configuration is instructive (Gray, 2015). The socialist framework established
after independence provided a coherent, if economically constraining, basis for state
control over productive assets. Its gradual abandonment through liberalization did not,

however, produce a corresponding shift toward competitive market governance.
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Instead, as interviewees characterized it, the country moved from a system that was
ideologically coherent to one that is "rudderless at best and clientelist at worst". The
state maintained its instinct for economic control while shedding the redistributive

commitments that once legitimized it.

By the early 2010s, mobile penetration expanded rapidly as Tanzania entered a
phase of intensified executive intervention in both politics and the economy. Studies
from this period documented the positive correlation between mobile adoption and GDP
growth in Tanzania, though with less clear evidence of broader productivity gains. It
wasn’t until Adeleye & Eboagu (2019) that mobile telephony was documented to have
long-run positive effects on the Tanzanian GDP. While mobile penetration grew rapidly,
with subscription coverage nearing saturation, fixed wireline (broadband and fiber)
continues to lag significantly behind Kenya and South Africa during this period (World

Bank, 2021).

The ascent of the late Dr. John Pombe Magufuli to the Presidency in 2015 marked a
turning point, as his administration deployed a policy of resource nationalism,
mobilizing state agencies more aggressively to exert influence over revenue collection,

regulatory enforcement, and strategic sectors such as mining and telecommunications.

During Magufuli's presidency, Tanzania did not experience the kind of repeated
nationwide internet blackouts seen in some other African states, but instead what Parks
(2020) characterizes as a 'slow shutdown', a cumulative architecture of regulatory
restrictions: the banning of at least four newspapers in 2017 alone, online content
licensing requirements imposing prohibitive fees on bloggers and digital media (2018),
mass prosecutions under the Cybercrimes Act, mandatory SIM registration (2016), and
TCRA blocks on thousands of websites including opposition media. The country's first

major technical internet shutdown occurred during the October 2020 election, when
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WhatsApp, Facebook Messenger, Telegram, and Twitter were blocked for at least 11
days.

The mid-2010s were characterized by the enactment of a series of laws that
expanded state authority over the digital environment. The Cybercrimes Act (2015), the
Statistics Act (2015), and the Media Services Act (2016) introduced criminal penalties
for certain online behavior and restricted dissemination of information and new
criminal, administrative, and civil liabilities for journalists, activists, and civil society
actors. The Cybercrimes Act of 2015 was enacted in a context of rising rates of online
fraud, identity theft, and financial cybercrime accompanying Tanzania's expanding
digital economy. However, the Act's drafting incorporated broadly worded provisions,
most notably Section 16, which criminalizes the publication of 'false information’
without defining the term. As worded, the law conferred wide discretionary authority on
prosecutors and police. These provisions have been used not primarily against the
financial and cybercrime offenses they were ostensibly designed to address, but against

journalists, opposition figures, and ordinary citizens for political speech.

These laws marked the first wave of significant constraints on digital expression.
Makulilo (2016) describes how these laws imposed licensing requirements, restricted
access to government statistics, and criminalized vaguely defined offenses such as the
publication of “false information.” These measures consolidated the state’s ability to
regulate digital speech and created avenues for administrative harassment of dissenting
voices. They were used on hundreds of dissidents by 2020 (per Human Rights Watch).
Makaulilo also noted how registration and licensing rules for content creators in 2018
created heavy financial and bureaucratic barriers for online entrepreneurs and
politically independent voices. Bloggers faced a $900 registration fee (equivalent to the
per capita income at the time); those who failed to register were subject to fines and 12

months imprisonment (Africanews, 2024).
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The 2016 National Information and Communications Technology (ICT) Policy,
enacted under President John Magufuli's resource nationalist administration, served as
a foundational framework aligned with the Development Vision 2025's aspirations for a
knowledge-based economy. It notionally prioritized universal broadband access, e-
government services, and ICT skills development, with core pillars emphasizing
infrastructure expansion and public-private partnerships to attract foreign direct
investment (FDI) while simultaneously embedding local content mandates and
regulatory controls. This policy underscored CCM's preference for state control, which is
similarly found in the Electronic and Postal Communications Act (EPOCA) amendments
enforcing local shareholding requirements. However, the 2016 policy document’s
aspirational goals structured around its ten pillars (universal broadband, skills
development and so on) were undermined by the very controls that were embedded
including high licensing fees, duplicative documentation, and favoritism toward the
Tanzania Telecommunications Corporation Limited (TTCL). As a result, internet
penetration rose from 4% in 2016 to 22% by 2020, but rural gaps widened, favoring

urban elites and reinforcing market concentration rather than broad-based inclusion.

A pivotal moment in the discussion of government control and telecom operator
complicity emerged around the attempted assassination of opposition leader Tundu
Lissu in September 2017. In testimony revealed in 2024, a former Millicom investigator
alleged that Tigo, one of Tanzania’s leading operators, provided call and location data on
Lissu to security agencies in the weeks leading up to the attack (The Guardian, 2024;
Reuters, 2024; Business & Human Rights, 2024). The timing of the alleged data
transfers raises significant concerns about the intersection of surveillance capacity,
telecom operator obligations, and human rights risks. Beyond the immediate episode,
the Lissu case suggests broader chilling effects: awareness that telecoms may hand over
data increases self-censorship among journalists and activists and may drive the

adoption of privacy-enhancing tools.
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By 2019, the TCRA assumed control of the .TZ top-level domain, extending its
regulatory reach over core digital infrastructure (IANA, 2019).8 This period also saw
declining assessments of sector performance: while Tanzania scored reasonably on
“transparency” and “institutional authority,” weaknesses in regulatory design and inter-
agency coordination were repeatedly noted (ITU, 2021). The Electronic and Postal
Communications (Online Content) Regulations of 2020 introduced strict licensing and
registration requirements, accompanied by significant fees and penalties (Appendix A,
pillar 9). Analysts described these as part of a “slow shutdown” of civic space, where
cumulative legal and regulatory burdens gradually stifled digital expression (Parks and

Thompson, 2020).

While the post-2021 administration under President Samia Suluhu Hassan did relax
restrictions on specific outlets including Mwanahalisi, Tanzania Daima, and Mawio,
these measures were largely administrative reversals rather than systemic media
reform. The core legal and regulatory architecture governing media control remained
unchanged, suggesting a partial reopening of the media space rather than a fundamental
transformation of press freedom conditions. Reports by Amnesty International and the
Legal and Human Rights Centre in 2024 and 2025 highlight arrests, disappearances,
and the suspension of media outlets, underscoring continuity rather than rupture in the

governance of information (LHRC, 2026).

The 2023 National ICT Policy Draft of President Samia Suluhu’s regime built on the
2016 foundation while escalating ambitions toward a "digital-driven economic
powerhouse." It incorporated global trends like artificial intelligence integration,
blockchain, and cybersecurity ecosystems, targeting 80% digital literacy and nationwide

5G by 2030, with explicit nods to cross-sector multipliers in mining, agriculture, and

8 TCRA argued that this was exclusively for statistical purposes, allowing TCRA to identify Tanzanian
entities in cyberspace. Thus, an accurate count would enable them, as a governing and regulatory body, to
conduct and cater to their operations accordingly, decipher trends, make comparisons, and so on.
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tourism. It included proposals for innovation hubs, gender-inclusive digital skills, and e-
commerce incentives to respond to post-pandemic FDI surges ($6.6 billion in 2025) and
Hassan's reform rhetoric. Yet, the draft's tech-laden vision, replete with buzzwords like
"smart ecosystems" and "resilient digital infrastructure", appears detached from
institutional realities, where the digital divide, unamended EPOCA barriers, TTCL's

monopolistic role, and cronyism persisted.

The contradiction between rhetorical commitment and observed practice has
deepened with Tanzania's most recent strategic frameworks. In 2024, the Ministry of
Communication and Information Technology published the National Digital Economy
Strategic Framework 2024-2034, covering digital infrastructure, identity, cybersecurity,
literacy, startups, payments, and e-commerce. The framework's foreword states that it
aligns with "the current Ruling Party (CCM) Election Manifesto and the Third National
Five-Year Development Plan", a notable framing for a document positioned as a
technocratic strategy (Ministry of Communication and Information Technology, 2024).
In July 2025, President Hassan launched Tanzania Development Vision 2050 (Dira
2050), a 25-year roadmap targeting a USD 1 trillion economy, 70% digital literacy, and
"a digitally empowered society that embraces innovation," with guiding principles that
include democracy, human rights, and combating corruption (United Republic of

Tanzania, 2025).

These commitments are difficult to reconcile with the policy instruments that
remain in force: data localization mandates, VPN registration requirements, ex ante
content licensing, ownership caps, warrantless data disclosures, and the platform
blocking that occurred during the October 2025 election, only three months after Dira
2050's launch. The aspirational language of these frameworks coexists with a regulatory

architecture that the same government continues to maintain and deploy.
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Tanzania's internet censorship has grown in both scope and sophistication between
2023 and 2025. OONI data from 2024 revealed extensive blocking of LGBTIQ social
networks, news outlets, health resources, dating platforms, human rights organizations,
and VPN tools, with ISPs deploying TLS interference under regulatory direction (OONI,
2024). By May 2025, the state escalated further by blocking X (formerly Twitter),
employing a more advanced "defense in depth" approach that combined DNS hijacking,
TLS interference, and IP-level blocking simultaneously — a marked shift toward more
varied and harder-to-bypass censorship methods (Xynou et al., 2025). These actions
reinforce the pattern of "slow shutdown" described by analysts of the Tanzanian digital
ecosystem: cumulative legal, regulatory, and evolving technical constraints that make
online expression progressively more difficult, even in the absence of complete

nationwide internet blackouts.

The blocking regime has also expanded in its targets. Tanzania's internet blackout
on Election Day in October 2025, due to demonstrations in active regions with higher
population like Dar es Salaam, Morogoro, Arusha, Musoma, Mbeya, Songwe and
Tunduma, reflected a familiar pattern in which the ruling CCM deploys regulatory
powers to control communication during politically sensitive periods.? Yet digital
repression under Hassan has not been confined to the political opposition. According to
an interviewee, in July 2025, Humphrey Polepole — a longtime CCM loyalist who had
served as the party's Ideology and Publicity Secretary under Magufuli and most recently
as Ambassador to Cuba — resigned in protest and began publicly criticizing Samia
Hassan's government.'© The regulatory response was swift: access to YouTube, where

Polepole's show aired, was restricted alongside Instagram, X, Facebook, and TikTok.

9 Internet Outage Detection and Analysis (IODA), Georgia Tech. See:
https://ioda.inetintel.cc.gatech.edu/country/TZ?from=1761655255&until=1761741655&view=view2

1o Pan African Vision (2025). Tanzania: Polepole’s Fall: From CCM Insider to Dissenter—When

Loyalty Meets the Cost of Truth, See: https://panafricanvisions.com/2025/07/tanzania-polepoles-fall-

from-ccm-insider-to-dissenter-when-loyalty-meets-the-cost-of-truth/
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Blocking was applied more aggressively on mobile networks than on wireline fiber,
reflecting an awareness that most Tanzanian internet users access the web via mobile

devices.t

Taken together, these incidents illustrate how the regulatory infrastructure built
under Magufuli continues to serve as a ready-made toolkit for information control
under his successor, one that is being refined and generalized. The persistence of
restrictive laws, expanding content-category blocks, and increasingly sophisticated
censorship techniques under Samia Suluhu Hassan demonstrates that Tanzania
remains caught between rhetorical reform and entrenched practices of digital
repression. The infrastructure of digital control has become a generalized instrument of

political discipline rather than a tool reserved solely for regime opponents.

Interview data collected for this study confirm that these historical dynamics have
crystallized into a self-sustaining political-commercial structure within the ICT sector.
Interviewees described an environment in which political and business interests are
close-knit. In this environment, the principal actors rotate but the underlying
arrangements persist. One participant characterized Tanzanian business as inherently
political, driven by a "poverty of the mind but also the stomach" that locks actors into
short-term, extractive calculations rather than long-horizon investment. The case of
figures such as Rostam Aziz illustrates how individual power brokers cultivate reciprocal
relationships across government and commerce, accumulating influence in regulated
sectors. In the ICT sector specifically, the mandatory 25% Tanzanian public ownership

at initial offering for network licensees on the Dar es Salaam Stock Exchange creates a

11 OONI measurements from August 2024 detected blocking of X across four major Tanzanian
networks (Vodacom, Habari, Tigo, and Airtel) via TLS interference: during the unencrypted Client Hello
stage of the TLS handshake, connections to twitter.com were terminated, indicating the use of deep
packet inspection to enforce a censorship list at the ISP level. The blocking was targeted, temporary, and
lifted within approximately 24 hours, demonstrating both the authorities' technical capacity for granular,
platform-specific restrictions and their preference for short-duration disruptions that are harder to
document and protest than full shutdowns. "See OONI Explorer, at:

https://explorer.ooni.org/findings/188763810301
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traceable but underexamined nexus between political elites and the operators they
regulate. The same actors who shape licensing conditions, fee schedules, and
enforcement priorities simultaneously benefit as shareholders from the market

concentration those policies produce.

Several causal mechanisms can be traced across this chronology. The expansion of
statutory powers since 2015 created the formal basis for state information control,
furnishing agencies with broad legal authorities over digital expression, data access, and
platform regulation. The surveillance use of telecommunications data in cases such as
the attempted assassination of a political rival illustrates how these formal powers
translate into practice, linking state security interests with private-sector compliance
through existing regulatory leverage. High-profile incidents of this kind feed back into
regulatory and corporate behavior: they either normalize data-sharing arrangements
between operators and security agencies or, less frequently, prompt defensive
adjustments by firms seeking to limit reputational exposure. Finally, public awareness
of these surveillance capabilities contributes to self-censorship among journalists,
activists, and ordinary citizens, altering online behavior in ways that compound chilling
effects and negatively impact ICT sector growth. Together, these mechanisms form a
self-reinforcing cycle in which legal authority, corporate compliance, and self-
censorship progressively narrow the space for open digital participation and expression.
Beyond the historical record, systematic policy data confirm these patterns at the

regulatory level.
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Expansion of statutory powers
Cybercrime, media, statistics acts

Quieter public sphere Legal authority enables
justifies further controls corporate data demands
Self-censorship Surveillance compliance
Chilling effects on expression Operators share data with state

Progressively narrowing
digital participation

Public awareness drives Incidents like Lissu case
behavioral withdrawal become routine

Normalization of data-sharing
High-profile incidents set precedent

ICT sector growth suppressed
Connectivity rises, productive use stagnates

Figure 3: four mechanisms in a reinforcing loop suppressing ICT growth

Policy areas of focus

While the above narrative details the historical and institutional challenges facing
Tanzania, this section focuses the analysis on problematic policy areas. It draws on a
dataset recently developed by the Digital Trade Integration (DTI) project to identify
policies affecting ICT goods, digital services, data, and investment in sectors linked to
digital trade. The DTI database is an open-access repository that systematically compiles
and categorizes digital trade-related policy measures across 150 jurisdictions, including

all African countries.
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Table 2 presents a comparative baseline for assessing Tanzania's digital trade policy
environment against its regional and global peers. The data is drawn from the Digital
Trade Integration (DTT) database, which categorizes policy measures across 12 distinct

ICT-related policy areas or “pillars”. To interpret the table:

e World & Africa: These columns provide the average count of restrictive measures
globally and across the African continent.

e EAC/SADC: Provides the average count of restrictive measures across the two
relevant regional economic communities, the East African Community and the
Southern African Development Community.

e Tanzania: Presents the raw number of restrictive measures counted specifically

for Tanzania in each pillar.

The primary purpose of this comparison is to identify where Tanzania deviates from
established regional and global norms, warranting further investigation into the specific

laws and practices that drive these deviations.

EAC/

Pillar Title Africa Tanzania

SADC

1 | Tariffs and trade defense
measures applied on ICT 1.70 1.48 1.10 1
goods

2  Public procure.ment of ICT 4.12 3.83 4.05 4
goods and online services

3  Foreign Direct Investment
(FDI) in sectors relevant to 2.34 2.52 2.33 2
digital trade

4  Intellectual Property

4.30 4.61 4.48 4

Rights (IPRs)

5 Telecom }nfrastructure & 3.48 3.87 4.29 5
competition

6  Cross-border data policies 2.92 L2 2.81 4
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7  Domestic data policies 2.45 2.33 2.62 5
8  Intermediary liability 2.35 2.39 2.43 3
9  Content access 1.79 1.89 1.57 5

10 Quantitative trade
restrictions for ICT goods 2.10 1.31 1.10 0
and online services

11 Technical standards
applied to ICT goods and 1.31 1.28 0.90 1
online services

12  Online sales and

. 5.12 5.33 4.38 4
transactions

Table 2: Average number of country-level restrictive measures (Source: Ferracane,
M.F., Gonzdlez Ugarte, S. & Rogaler, T. (Eds.), (2025). Digital Trade Integration
Database. European University Institute et al. https://dti.eui.eu)

Based on the data in Table 2 above, Figure 4 below highlights the policy pillars in
Tanzania where the number of restrictive measures exceeds regional, African, and global
averages. It indicates that Tanzania has relatively higher levels of restrictive measures in
place regarding telecom infrastructure & competition (Pillar #5), cross-border and
domestic data policies (Pillar #6-7), intermediary liability (Pillar #8), and content access
(Pillar #9). The policies that impact these pillars include several Tanzanian laws,
regulations, guidance and other directives, or practices implemented over the past two

decades as discussed in our recommendations below and detailed in the Appendices.
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Pillar No. 1
Pillar No. 12 5 Pillar No. 2
T 4
Y
Pillar No. 11 i 3 Pillar No. 3
NN

N

Pillar No. 10 7 Pillar No. 4
Pillar No. 9 Pillar No. 5
Pillar No. 8 Pillar No. 6
Pillar No. 7
wa wem \\orld == == Africa EAC/SADC == Tanzania

Figure 4: Average and raw number of restrictive measures in place by policy pillar
for World, Africa, EAC/SADC, and Tanzania

VI - Discussion

The evidence presented in this report allows us to return to the research question in
section 2 and assess the relative contribution of each factor to the underperformance of

Tanzania’s ICT sector.

As defined earlier, the political-economic equilibrium in Tanzania is sustained by
the three mechanisms examined in this study. Of these, cronyism operates as the
foundational one. Digital sovereignty mandates and censorship restrictions are not
independent policy choices driven by coherent public interest reasoning; they are
downstream instruments whose design and enforcement are shaped by the patronage

logic that structures Tanzanian political economy. Data localization does not primarily
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serve privacy or security objectives, it merely concentrates regulatory advantage.
Content licensing does not serve consumer protection; it generates rents and disciplines
political speech. VPN registration does not primarily serve local law enforcement;
rather, it extends the surveillance apparatus. In each case, the policy’s stated rationale is
undermined by its observed pattern of enforcement, which reflects political power

rather than consistent regulatory principle.

However, sovereignty and censorship are not analytically reducible to cronyism.
Each carries independent effects. Data localization mandates impose real infrastructure
costs on firms regardless of whether they also serve patronage functions. Internet
shutdowns during elections inflict measurable economic damage that extends well
beyond the political objectives they serve. According to the Tech & Media Convergency
(TMC) State of Internet Governance report, which examined information integrity and
the economic effects of digital restrictions in Tanzania, the restriction of access to the X
platform beginning 20 May 2025 marked a prolonged disruption to the country’s digital
ecosystem. The restriction affected political communication flows, weakened real-time
media reporting, and constrained commercial and civic engagement online. The
cumulative economic impact of digital disruptions in 2025 was substantial. The report
estimates that total losses exceeded USD 250.9 million, comprising approximately USD
26.2 million attributed to the election-period internet shutdown and an additional USD
224.7 million linked to the extended restriction of the X platform. These figures reflect
modelled economic impacts based on network disruption intensity and duration, rather

than direct fiscal accounting (TMC, 2026).12

The point is that the three factors (cronyism, connectivity restrictions, and digital
sovereignty) are not parallel forces of equal independence, they are hierarchically

organized, with the cronyism-patronage nexus setting the conditions under which

2 An independent estimate by Paradigm Initiative (2025) placed combined losses from the October
2025 blackout and the X suspension at over US$238 million; the gap from TMC's figure reflects differing
methodology and measurement windows.
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sovereignty and censorship policies are designed, selectively enforced, and defended

against reform.

The channels through which these factors suppress ICT-driven services growth are
identifiable. Fiscal extraction at multiple transaction points (content licensing fees,
digital service taxes, mobile money levies) skims value from the small and medium
enterprises that constitute an estimated 95% of Tanzanian businesses before it can
compound into growth. The content licensing regime and high TCRA fees suppress
market entry - a contrast with Kenya's unified licensing framework, under which new
entrants increased by 56.8% since 2019. Data localization mandates force firms to build
redundant local infrastructure at costs reaching TSh 1 to 5 billion for banks, raising
operating expenses without creating commensurate value. Platform blocking during
politically sensitive periods destroys demand-side confidence in digital channels,
making digital investment inherently riskier than in neighboring markets. TTCL's
monopoly over backbone infrastructure keeps wholesale input costs elevated,
translating into higher consumer prices and lower adoption outside major urban
centers. The surveillance environment, from warrantless data access to mandatory
subscriber data submission and the Tundu Lissu precedent, chill not only speech but
also business decisions, as entrepreneurs and investors internalize the political risk of
operating digitally in Tanzania. The net effect is that internet penetration rises because
hardware costs fall globally and mobile networks expand for their own commercial

reasons while the productive use of that connectivity is systematically suppressed.

This circularity is what makes the equilibrium sticky: no single reform can break the
cycle because each component reinforces the others. Restrictive ICT policies create
discretionary regulatory authority; discretionary authority creates opportunities for rent
extraction; rent extraction creates vested interests in maintaining the restrictive policies
that make it possible. This dynamic is visible in the gap between Tanzania's most recent
strategic frameworks (the Digital Economy Strategic Framework 2024-2034 and Vision

2050) and the regulatory instruments that remain operational, as documented in the
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historical section. The aspirational language of digital transformation has not displaced

the policy architecture that suppresses it; the two coexist.

Section IV had also flagged an emergent question: whether ICT sector growth might
reduce or eliminate the need for restrictive policies. The evidence suggests a more
ambivalent answer than reformers might hope for. On one hand, the economic costs of
restriction are real and growing. Internet shutdowns impose direct GDP losses as
content licensing suppresses the creative economy and localization and ownership

mandates deter FDI in cloud and software as a service business.

GSMA found that online content licensing fees introduced in 2018 resulted in a
steep decline in available local content as many providers could not afford licenses, and
that regulations more broadly discourage foreign investment in the digital and tech
sector (GSMA, 2023). The World Bank estimated that each percentage point shortfall in
ICT's GDP contribution represents a gap of at least US$450 million, placing Tanzania's
underperformance at roughly US$450 — 900 million annually relative to comparable
countries (World Bank, 2021). The mobile money levy introduced in mid-2021 caused a
38% drop in peer-to-peer transaction volumes between June and September of that
year, illustrating how fiscal extraction can rapidly contract digital economic activity
(GSMA, 2023).

As the digital economy expands in connectivity, these costs become harder to
conceal from a population that is increasingly aware of what connectivity enables in
neighboring countries. The Kenyan comparison is particularly salient: Tanzanian
citizens near the border can observe directly that mobile payment systems, content
platforms, and digital services function more freely and cheaply across the line. This

awareness creates latent political pressure that the current equilibrium must manage.

On the other hand, a larger digital economy also gives the state more to capture.
Higher telecom revenues mean more to tax. More online activity means more data to

surveil. More platforms mean more licensing fees to collect. The same infrastructure
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that enables economic growth also enables the monitoring and control of the population
that uses it e.g., SIM registration and the forthcoming Jamii Namba ID scheme. Growth,
in this context, does not automatically erode the rationale for control; it can just as
easily expand the state's capacity and incentive to exercise it, as it did in the Chinese

digital economy.3

The resolution of this tension depends on whether the economic costs of restriction
grow faster than the state's capacity to absorb them, and on whether domestic and
international constituencies can translate those costs into political pressure for reform.
The policy recommendations that follow are designed with this tension in mind: they
propose reforms calibrated to shift the equilibrium incrementally rather than to
dismantle it, on the premise that politically survivable reforms are more likely to be

adopted than those that require the CCM to abandon its core governance logic.

VIl - Policy recommendations

The following section provides 10 policy recommendations organized around three

The growth of ICT markets requires a shift from data
sovereignty to liberalization

themes.

Recommendation 1: Revoke costly data localization mandates in tax and payment data

Tanzania’s data localization regime is a patchwork of sector-specific rules, primarily
enforced through various statutory provisions and subsequent regulatory guidelines.

The Finance Act of 2021 requires taxpayers to maintain a "primary data server" in

13 The PDPC was inaugurated in April 2024 partly in anticipation of this rollout. While the system
could address significant identity gaps as many Tanzanians currently use borrowed ID numbers to access
SIM cards and banking, Jamii Namba consolidates telecom, financial, and biometric data linkages into a
single state-managed infrastructure, with no independent technical auditing framework announced as of
mid-2025.
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Tanzania for electronic tax records per Section 43 (7-9) of the Tax Administration Act.
The law was also later expanded via the Finance Act of 2023 to include “virtual servers”,
effectively broadening its scope from physical infrastructure to any and all cloud

instances.

The 2023 Act reflects an understanding that modern IT/hosting infrastructure
transcends national borders as it relies on virtualization and the cloud. However,
instead of recognizing the rationale of economic efficiency underlying how the digital
economy works, the law sought to close a perceived loophole whereby taxpayers could

circumvent the local server requirement simply by shifting to virtual or off-site servers.

Related payment system localization rules under the National Payment Systems Act
of 2015 (NPSA, Cap. 437) and Bank of Tanzania (BoT) guidelines require financial
service providers to store primary transaction data locally.*4 These localization policies
emphasize data sovereignty as a safeguard against foreign breaches or perceived
exploitation, yet fall short of introducing Standard Contractual Clauses or mirrored
storage options for primary data, as in the European data regime on which they are

based.15

Data localization policies are protectionist measures that invariably inhibit growth,
in this case, of the software and financial technology sector. These measures require a
redundant local infrastructure that hikes capital expenditure (Bauer et al., 2014; Cory &

Dascoli, 2021). If high compliance costs (e.g., TSh 1—5 billion for banks' data centers)

14 The Banking Outsourcing Guidelines 2021 (issued by the Bank of Tanzania), Payment Systems
Regulations 2015 (under the National Payment Systems Act, Cap. 437), and BoT's Cloud Computing
Guidelines (part of broader IT risk management directives) all prohibit offshore hosting for primary data.

15 Non-mission-critical data (e.g., analytics) may use international clouds with safeguards, but
primary remains local.
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are not paired with cost-cutting and export-boosting flexibility, then these policies will

have all the drawbacks and none of the purported benefits.

A strict sovereigntist approach to financial data may have persisted due to concerns
over currency stability and anti-money laundering after Tanzania was “grey listed” by
the Financial Action Task Force (FATF) in October 2022.1¢ Yet, proposals for
mirrored/SCC alternatives (e.g., in 2024 EAC digital talks) haven't materialized in these
sectors, as the Bank of Tanzania and the Revenue Authority (TRA) view them as

insufficient for instant oversight.

Therefore, forthcoming Bank of Tanzania (BoT) guidelines should include
amendments to the Payment Systems Regulations 2015 and Banking Outsourcing
Guidelines of 2021 to permit cross-border primary or active-active sites with (i) certified

controls, (ii) remote supervisory access, (iii) near-country failover, and (iv) auditability.

Ideally, the Tanzanian legislature should also amend Section 43 of the Tax
Administration Act (Cap. 438 R.E. 2023), replacing “shall maintain in the United
Republic a primary data server for storage of documents in electronic form” in
subsection (7), with “primary or mirrored storage in Tanzania unless the controller
implements certified Standard Contractual Clauses and real-time access for the

domestic regulator.”

Similarly, a forthcoming 2026 Finance Bill could allow tax data hosting outside TZ if
(i) data are encrypted, keys domiciled in TZ or in an escrow/HSM, and (ii) the provider
meets certified assurance (e.g., ISO 27001, SOC 2 Type II) with inspection rights. The
measures will cut redundant infrastructure costs for financial and SaaS providers and

expand information and money service availability and ultimately, domestic export

16 Tanzania was then removed from the list in June 2025.
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capacity in ICTs. While the Tanzanian digital economy grew 12% YoY (2024 TCRA

data), localization rules have stifled much higher potential growth.”

Recommendation 2: Foster cross-border data flows with safeguards

The Personal Data Protection Act (PDPA) was enacted amid Tanzania's rapid digital
expansion such as the mobile money boom and undersea cable landings.'8 Tabled in
2021 by the CCM-dominated Ministry of Information, Communication, and Information
Technology (MCIT), the bill was passed through Parliament unanimously in November
2022, with no amendments or recorded dissents. CCM lawmakers steered the debate
toward "national security," but also protection against foreign “surveillance and

hacking,” downplaying individual rights.

Tanzania's telecom sector has been plagued by fraud, enabling identity theft and

unauthorized access. The Tanzania Communications Regulatory Authority (TCRA) fined

five major operators TSh 2.085 billion in 2024 for violations that fueled breaches and

eroded privacy as they handled over 60 million SIM registrations. Lawmakers also cited
such incidents as catalysts, with the PDPA mandating breach notifications (Section

27(5)) to prevent recurrence, but Section 4 exempts "national security" processing.

Another driver for the law was East Africa's undersea cables (e.g., EASSy, SEACOM
landing in Dar es Salaam), which likely carry most of Tanzania’s international data.
Service outages in 2024 disrupted Tanzania, alongside Kenya and Uganda, amplifying
fears of foreign dependency. At the time, Mozilla researchers accused Google and Meta

of digital colonialism by extracting data with Google’s Equiano cable and Meta's 2Africa

17 A 12% growth rate in Tanzania’s digital economy is within the expected range for a country with a
large, youthful population rapidly coming online. The figure, however, also suggests underperformance
relative to the potential of such a market: if institutional conditions were more conducive to investment
and innovation growth could have been significantly higher.

18 Tts legislative history began with the 2003 National ICT Policy calling for privacy laws (rooted in

the 1984 Constitution's right to privacy under Article 16) and accelerated through 2013 African Union-
backed reforms and a 2022 public consultation draft.
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under the cover of infrastructure aid. The PDPA's transfer bans (Section 31) were
therefore intended to guard against data outflows to “non-adequate” jurisdictions,

exemplifying yet another sovereigntist stance linked to laggard growth in the ICT sector.

While "Adequate jurisdictions" (or "adequate level of protection") don’t involve a
fixed whitelist like the EU's (which includes 16 non-EU countries like Japan), Tanzania
dynamically assesses adequacy using the criteria in the PDPA’s Section 32 to nominally
allow transfers to countries with equivalent data protection laws and regulatory regime
while allowing sufficient legal ambiguity to allow for ad hoc decision making. This
flexibility avoids the responsibility of trade diplomacy for Dar es Salaam but burdens
businesses with uncertainty. As of October 2025, the PDPC has not published an official
list of adequate jurisdictions; decisions are made on a case-by-case basis during permit

applications or audits.

The PDPA was drafted amid 2020-2022 crackdowns, including arrests of more than
two hundred CHADEMA members (2021 "illegal" rally) and surveillance via Pegasus-
like tools (Amnesty International, 2022). It emerged in a context of entrenched state
surveillance and censorship, raising questions about its sincerity. In fact, there exists no
independent oversight for government data use, which contrasts with the GDPR's
accountability mechanisms. If privacy were the core goal, why enact it amid
government-led erosion of digital freedoms? This environment suggests the law
provides the veneer of nationalistic sovereignty, allowing CCM to regulate private data

flows while exempting state access from its citizens’ data.

By 2025, implementation reveals selective enforcement that favors state interests,
yielding minimal tangible benefits for privacy or the economy, and aligns with a theory
of control-oriented intent. PDPC's 2024 Report logs 45 breaches (up 20% from 2023),
mostly telecom-related (e.g., TCRA-fined incidents totaling TSh 2B). Notifications (per
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Section 27) have occurred, but no major prosecutions were followed; fines targeted

private firms, but never state actors.

Laws such as the PDPA have resulted in a perverse and counterproductive mimicry
of European institutions without their substantive content, allowing the CCM to project
regulatory modernity via European “data protection” as a pretense to safeguard its
citizens’ data from foreign sources while preserving discretionary state control over the
data ecosystem. Data privacy rings hollow when the state censors and conducts active
surveillance of its citizens (e.g., TCRA's 2022 interception of 500,000 SMS). Limiting
foreign tech entry (e.g., Meta, Google) is a doubling down of state sovereignty and CCM

power over its citizens.

A much more balanced and growth-oriented policy stance would be to amend the
PDPA to allow “Cross-border transfer is lawful where the data controller uses Standard
Contractual Clauses or Binding Corporate Rules recognized by the Commission.” Such
an amendment introduces a risk-based transfer approach, similar to the EU GDPR
Article 46. It will therefore reduce legal uncertainty for data exports while enabling
cloud firms and platforms to serve foreign clients lawfully. At the same time, the state’s
legal authorities for intervening in the data ecosystem within its jurisdiction, where

necessary, remain unchanged.

A digital ecosystem with predictable rules, a free marketplace of ideas,
and freedom from state reprisals is a necessary condition for ICT
markets to drive sustained GDP growth.

Recommendation 3: Amend forced and warrantless data disclosures

Tanzanian law enforcement derives significant powers under the Cybercrimes Act

2015 (sections 32-35). However, these powers, which include the ability to access,
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preserve, and collect digital data for criminal investigations without warrants or
oversight, have not demonstrably enabled it to foil organized crime any more effectively
than Kenya, which requires judicial oversight (under its 2018 Computer Misuse and
Cybercrimes Act), or Uganda (2011 Computer Misuses Act, requiring court approval for
data access).

Regional data from 2020-2025 indicates persistent high levels of organized crime
across East and West Africa, with Tanzanians facing comparable criminality with similar
law enforcement challenges due to corruption and resource gaps (Global Initiative
Against Transnational Organized Crime, 2023). Large drug busts often stem from

international partnerships (e.g., US INL programs) rather than domestic surveillance

tools. Human rights reports suggest these powers are instead misused for political
surveillance, suppressing dissent, targeting journalists and activists, and eroding trust in
Tanzanian institutions (Amnesty International, 2021; Freedom House, 2025).
Therefore, policies that establish due process (e.g., no disclosure of traffic or content
data without a court order) and balance legitimate law enforcement needs with human
rights will not impact Tanzanian law enforcement’s ability to conduct investigations and
will encourage data-hosting, analytics, and other ICT firms to locate in Tanzania, which

increases law enforcement investigative potential in the long run.

Recommendation 4: Foster a market for strong encryption

The Electronic Transactions Act of 2015 (ETA) is Tanzania's primary legislation

providing legal recognition for electronic transactions, e-government services, and the
use of information and communication technologies (ICT) in evidence collection and
admissibility. Sections 33 through 36 specifically address the regulation of
cryptographic and certification services, providing the government with broad powers to
create a licensing and registration apparatus for the provision of cryptographic or

certification services.
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There is an analogous history of governments influencing the use of cryptography.
For example, in the 1990s, the United States government sought to restrict strong
encryption through export controls and key-escrow requirements. The policy ultimately
failed because it stifled innovation, weakened security, and proved completely
unenforceable in an open, globalized digital economy. Effectively lobbied by industry,
the administration eventually recognized that robust, unlicensed cryptography was
essential for commerce, privacy, and national security itself, leading to the liberalization
of encryption exports and the abandonment of key escrow (Jarvis & Martin, 2024).
Since then, liberal democracies have shifted toward promoting open cryptographic
development and market-driven certification practices, as government control over
cryptography is neither practical nor aligned with modern economic or security realities,
although best practices (like end-to-end encryption) continue to be threatened. While
the public policy basis for implementing a licensing regime for strong encryption is not
articulated, if one were to infer that part 7 of the ETA of 2015 was intended to support
law enforcement, there are far more efficient means of conducting online police work.

They all require expanding police expertise for digital investigations, and are never
about setting controls on strong encryption.

Therefore, we recommend rescinding the licensing regime and amending part 7
section 34 of the ETA by replacing “shall disclose a description of the technology” with
“shall demonstrate conformity to recognized security standards (e.g., ISO/TEC 19790)
without revealing proprietary information.” This measure will ensure the protection of
data and systems, allow the development of Tanzania’s ICT industry with fewer onerous
regulations (since almost all application-service provision requires the use of strong
cryptography), while ensuring the security and conformity of the Tanzanian digital

economy to globally recognized standards.
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Recommendation 5: Support Virtual Private Networks

In October 2023, the TCRA issued a public notice titled "Declaration of Use of
Virtual Private Network (VPN)" under its mandate from the Tanzania Communications
Regulatory Authority Act No. 12 of 2003 and the Electronic and Postal Communications
(Online Content) Regulations, 2020. The notice empowers TCRA under Regulation 19
(b) to enforce compliance, including disabling access for VPNs. The notice concedes
some legitimate uses for VPNs in business or security contexts, but then emphasizes
that tools facilitating access to prohibited content remain illegal. While the impetus for
this notice reflects the CCM’s efforts to assert complete control over the information
environment, in practice, many Tanzanians are still using VPNs without reporting their
use despite the mandate, which is understandable given how pervasive government

surveillance is.19

Secure, private communications are foundational to commerce and innovation. In a
thriving economy, firms rely on secure data tunnels to secure their employees’
communications (and their company’s trade secrets) along a software-defined network
infrastructure. That secure network infrastructure can expand and contract per the
business’s mobility and virtualization needs, but the ability to create and customize such
secure networks depends on organizations’ ability to pick providers (domestic or

foreign) that best suit their needs in a global marketplace.

Requiring registration and licensing of VPN providers and end-users introduces
unnecessary compliance friction, deters investment, and undermines trust in the entire
Tanzanian digital economy as state-approved options become the norm. As the US
learned in the 1990s, the security and competitiveness of its financial sector paved the

way for widespread, unregulated access to strong cryptography. The same logic applies

19 Our data on unregistered VPN users was limited. That said, even without seeing packet contents,
networks and platforms can use timing, single-destination patterns, DNS usage, reused IPs, time
zone/location mismatches, and browser/device fingerprinting as probabilistic flags that a connection is
atypical and likely using VPNs.
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to VPNs: law enforcement can pursue misuse through targeted investigation rather than

preemptive licensing and subscriber data collection.

Recommendation 6: Liberalize online content and eliminate ex ante regulations

The free provision of online content by traditional and new media is an essential
force multiplier of services value-added in any digital economy, whether imported or
domestically created. It spurs and supports adjacent industries in media production,
product marketing, and advertising. It fosters a shared culture through entertainment,
public expression, and helps forge a national identity through political debate and free
exchange in a marketplace of ideas, while keeping the public informed about their local
and broader communities. Importantly, the creation and dissemination of online
content foster investment in network infrastructure as a whole by creating shared

monetization schemes for valuable apps and information services.

The Electronic and Postal Communications (Online Content) Regulations of 2020

are the basis for Tanzania’s ex ante regulatory regime for online content, where creators
must seek approval and licensing before starting to post content. An ex ante regulatory
regime in content reverses the natural logic of a digital economy. It suppresses the very
force multiplier that online content represents: spontaneous creativity, competitive
entry, and iterative innovation. By converting free expression to pre-licensed privilege,
such a framework erects compliance barriers that deter small creators, local media
startups, and even traditional broadcasters from extending their digital reach in the
global new media landscape. The result is a chilling effect not just on speech, but on the
economic spillovers that accompany free content creation: advertising, creative services,

software tools, and infrastructure demand all contract when the cost of expression rises.

The 2020 Regulations compound the distortion by layering narrow license
categories, prescriptive documentation, and criminal penalties over an already

restrictive model. The policy logic behind this regime is counterproductive. If the
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objective is fiscal, online activities are already taxed through income, VAT, and
telecommunications levies, meaning the license fees amount to double taxation on

digital transactions and expression.2°

One interview participant that lives near the Kenya-Tanzania border noted that
Kenya's mobile payment ecosystem empowers small businesses and individuals much
more effectively than Tanzania, which has much higher transaction costs. Vegetable
street sellers in Kenya can afford a Lipa number (a unique identifier that allows users to
transact in goods and services using mobile money services), whereas in Tanzania
double taxation will be prohibitive. In fact, that participant explained how the limited
availability of business and money transmission licenses had led to license holders to act
as intermediary brokers called “wingers” that arbitrage the informal sub-licenses using
the main license for an informal commission. Those transfers, while illicit money in the
eyes of the government, are a natural and expected byproduct of the onerous regulations

in digital money transfers.

The fiscal burden on digital activity extends beyond content licensing and mobile
money. In 2024, Tanzania introduced a digital tax bill targeting businesses operating on
online platforms, followed by a second bill in 2025 imposing obligations on
intermediaries. The Tanzania Gaming Board further regulates digital platforms by
taxing both deposits and withdrawals on transactions, including not only betting but
also routine services such as electricity bill payments processed through digital
channels. The cumulative effect is a layered tax architecture that extracts revenue at
multiple points in a single transaction chain, compounding the disincentive for
formalization and platform adoption among the small and medium enterprises that

constitute an estimated 95% of Tanzanian businesses.

20 Triple if mobile money/telecom levies apply, and quadruple when factoring the 3% inflation rate.
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If the objective for double taxation is economic, short-term extraction will not allow
for bottom-up growth. If, on the other hand, the objective for double taxation is political
control, the economic cost will prohibit growth and drive citizens to black markets or

non-digital means of exchange.

A regulated press cannot incubate the innovation, entrepreneurship, and civic
engagement envisioned. The rhetorical collage of “digital transformation” slogans in
Tanzania’s 2023 ICT Strategy are unmoored from the institutional freedoms that make
such transformation possible. That is why the fee schedule and ex ante registration

regime should be revoked altogether.

Recommendation 7: Amend takedown rules to avoid abuse

In 2021, a coordinated network aligned with the Tanzanian government was
reported using the US’s copyright-takedown regime (part of the Digital Millennium
Copyright Act, DMCA) to silence critics of the CCM on Twitter (Masnick, 2021). The
operation involved copying tweets by opposition activists and then back-dating posts on
free WordPress sites to make it seem as if the attackers had created the content before
the originals, thereby enabling false DMCA takedown requests. These takedown notices
resulted in the temporary suspension of at least two high-profile activist accounts,
demonstrating how copyright-based “safe harbour” notification systems can be
weaponized to suppress dissent since mere accusation is enough to force intermediaries
to take action. This type of intermediary pressure is referred to as “jawboning” referring
to instances where state actors leverage regulation to pressure intermediaries to punish

speech that couldn’t be censored more directly (Gellis, 2024).

Intermediary liability protections are essential because they allow service providers,
whether infrastructure providers, social media platforms, or content hosts, to operate
without the crippling risk of being held liable for every piece of content users post.

Without such protection, the legal (and criminal) risk alone would make it economically
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infeasible for any intermediary to facilitate user expression at scale, thereby stifling
innovation, entry by smaller firms, and the network effects that drive digital value

creation in the first place.

Free expression online should ideally be modeled after the United States’
Communications Decency Act’s Section 230, which provides providers immunity from
liability for content posted by users. Absent such a radical reform for Tanzania (which
requires a significant leap of faith politically and institutionally), the takedown rules
should be amended to at least a more reasonable 24-hour minimum response time and
a tiered response based on the platform size, based on progressively defined “reasonable
time frames”. Users should also be able to submit a counter-notice for reinstatement
within 3 days. This timeline would allow time platforms to investigate accusations,
prevent abuse, and establish accountability for notice-and-takedown requests. Such a
change, while minor and incremental, would allow regulators to experiment with
liberalization through scalable compliance, which may encourage more SME platform

use and possibly, foreign platform investments.

A shared wholesale infrastructure can support a thriving digital
economy when paired with a competitive institutional environment

Recommendation 8: Replace local ownership and domestic listing requirements with

market-based competitive assessments

The Electronic and Postal Communications Act of 2010 (EPOCA) establishes the

overarching framework for licensing electronic communications networks, services, and
content. Section 26 of EPOCA, titled "Requirement on Shareholders," originally

mandated a minimum 35% local shareholding for licensees to ensure national control
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over digital infrastructure. The law was repealed and replaced in 2016 (via the Written

Laws Miscellaneous Amendments Act of 2016).

The current iteration requires telecom companies (excluding class licensees such as
small ISPs) to float 25% of their shares via an initial public offering (IPO) on the Dar es
Salaam Stock Exchange (DSE) within three years of licensing, prioritizing Tanzanian
citizens and institutions in the allocation (a listing requirement, not a cap on foreign
ownership). However, section 22 of the EPOCA regulations issued by the TCRA details

“Shareholding Requirements” with stricter rules when it comes to content:

1) Content Service Licensees (traditional broadcasters or internet-native media,
including content aggregators) must maintain a minimum of 51% ownership

by Tanzanian citizens or entities.

2) Other Licensees are subject to EPOCA’s section 26, which requires 25% public
share float on the Dar es Salaam Stock Exchange. The most relevant licensees are

application services like mobile money.

Despite minor reforms under President Hassan, substantial structural barriers
remain. For example, the March 2025 EPOCA (Licensing) Amendments (GN 157)
reduced some fees to attract digital enterprises (cutting application costs for online
content apps from TSh 100,000 to 50,000 and annual fees from TSh 1 million to
500,000), but the core telecom hurdles remain steep. Startups often fail before scaling,
leaving established elites (such as those benefitting from earlier privatizations) and large

foreign operators with the capital to consolidate the market.

To encourage FDI in the ICT sector, local ownership and domestic listing
requirements should be amended to subject licensed providers to a market-based

competition assessment. This change will help attract FDI and strategic investors,
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aligning with Kenya's Communications Act (2018), which utilizes competition tests

instead of ownership limits.

Recommendation 9: Post a graduated fee schedule and publish a multi-year fee roadmap

with lower licensing fees

The Electronic and Postal Communications (Licensing) Regulations of 2018 issued
by the TCRA under the Electronic and Postal Communications Act, 2010, govern the
licensing of electronic communications services, networks, and facilities in Tanzania.
Sections 10 through 12 address obligations after an application is submitted, particularly
around financial commitments and ongoing compliance, which impose high barriers to

entry and maintenance through elevated fees and redundant administrative demands.

Licensing is mandatory for any electronic service (from ISPs to apps and content
providers) and includes an adversarial fee regime. To illustrate, licensees must pay
application fees upon submission, initial fees upon approval ($100K+ for a national
rollout), annual operating fees during the license term, and renewal fees at expiration,
typically after 5 to 15 years, depending on category. Fees are non-refundable even if the
application is rejected. For mobile operators, fees overlap with other TCRA/TRA levies
like spectrum fees under separate schedules, creating cumulative costs without

streamlined billing.

This licensing regime has been flagged by the World Bank and GSMA as stifling
FDI; for example, they were cited as delaying 5G pilots by 18 months in 2023.
Subsequent amendments (2022 GN 65; 2025 GN 157) eased some renewals but retained
the core burdens as the licensing fees are still materially higher than Kenya's
Communications Authority fees, which will invariably deter foreign investment and

local innovation in favor of Tanzania’s neighbor.
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The TCRA should amend the First Schedule of the Regulations to introduce a tiered,
graduated fee structure calibrated to a licensee's annual turnover. Fees for application,
initial grant, annual operations, and renewals would scale progressively (e.g., 0—5% of
turnover thresholds), with micro-enterprises (turnover below TSh 500 million) exempt
from initial fees and capped at 1% for renewals. Concurrently, TCRA shall publish a
transparent, multi-year fee roadmap (spanning 3—5 years) via annual gazette notices,
incorporating inflation adjustments and stakeholder consultations to provide

predictability and reduce administrative uncertainty.

This change would mitigate the regressive impact of flat fees, which currently deter
small-scale operators and exacerbate market concentration. While correlation does not
imply causation, we can draw from the successful Kenya Information and
Communications Technology Authority's (ICTA) unified licensing framework, where
tiered fees have helped increase entrant numbers by 56.8% since 2019, per Kenya’s CAK
2024 Report. The approach promotes flexible, lower costs that incentivize market entry
and innovation. Ultimately, it would lower entry barriers for rural connectivity providers
and value-added digital services (e.g., fintech and e-commerce platforms), bolstering
Tanzania's digital exports and aligning with the National ICT Policy 2016's goals for

universal access and economic diversification.

Recommendation 10: Require TTCL to operate on open-access, non-discriminatory terms

with a published Reference Offer approved by TCRA.

Following former President Magufuli’s drive for resource nationalism, the Tanzania
Telecommunication Corporation Act of 2017 nationalized the Tanzania
Telecommunications Company Limited (TTCL) by reconstituting it as a fully state-
owned public corporation under the MCIT’s oversight. As a state-owned public
corporation, TTCL’s core functions (outlined in Section 6 of the Act) include planning,
building, operating, and maintaining "strategic telecommunications infrastructure" to

ensure “safety, security, and commercial viability”. This encompasses directing
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investments, providing consultancy, and operating networks both domestically and
internationally. A Board of Directors, appointed by the Minister, oversees operations
(Section 7), with the Minister empowered to issue binding directions on policy or

specific actions (Section 9).

With the 2017 Act, TTCL was granted exclusive stewardship of the National ICT
Broadband Backbone (NICTBB).2t The NICTBB is a ~10,000 km fiber-optic network
that was completed in phases since 2010 through Chinese aid. TTCL now controls access
to the NICTBB per section 20, which allows it to "afford access to an operator for the
provision of telecommunications services via the strategic telecommunications
infrastructure" but only "based on contractual obligations." This grants TTCL discretion
to negotiate terms, pricing, and priority, effectively giving it leverage to favor
government-linked users (e.g., public sector agencies) or deny access to private
competitors. Ministerial oversight (Section 9) further enables preferential treatment for
national security needs, such as prioritizing state surveillance of communications or

emergency services.

Comparing Tanzania’s infrastructure to a more competitive and liberalized market
like South Africa’s, we find faster broadband rollouts (5G coverage at 50% by 2024).
These significant differences are in no small part due to the mandatory obligation to
lease electronic communications facilities (e.g., fiber ducts, towers) upon request from
other licensees as enforced by the Independent Communications Authority of South
Africa (ICASA). ICASA can impose fair cost-based pricing if parties cannot agree on the
terms of a lease. South Africa’s regime enabled wholesale competition with over R10
billion in annual leasing revenues. Foreign control limits in South Africa did not
significantly impede growth either. Foreign control limits (e.g., 20—49% in

broadcasting) coexisted with sharing, allowing for some redressing of ‘inequalities’

21 The 2017 act dissolved the prior commercial TTCL setup (from the 1993 Act).
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without scaring investors. FDI in South African telecom stabilized at 15—20% of total

inflows, proving the tide lifts local boats.

In contrast, Tanzania’s law makes TTCL’s subleasing requirements at the discretion
of government bureaucrats, allowing it to charge premiums (e.g., TSh 500 -
1,000/km/month for unused ‘dark’ fiber) or delay provisioning, stifling rivals like

Vodacom or Airtel who must build parallel networks at higher costs.22

As a state-owned provider, TTCL would have also been expected to fill an important
access gap for rural Tanzania. Our interviewees noted that overall connectivity in
Tanzania remains selective due to issues of affordability, service quality, and
geographical coverage.23 The digital divide remains an issue between those who can

afford quality (typically in Central Business Districts) and those who can’t.24

As noted by many World Bank reports and confirmed in our expert interviews,
Tanzania’s informal economy, made up of micro and small enterprises, contributes a
significant portion of the country’s GDP.25 However, the TCRA does not encourage
TTCL to cross-subsidize affordable universal service for small and medium enterprises,
nor does it operate the country’s Universal Communications Service Access Fund

(UCSAF) which is run by the Ministry of Communication, Science and Technology.

Small businesses and individuals in rural and peripheral areas of Tanzania,
particularly in the tourism sector, lack a reliable communication infrastructure, which
hinders business operations. Barriers to entry extend beyond major operators. Locally-
owned community networks have been effectively marginalized: as of 2025, only four

community network licenses have been issued in Tanzania. Interviewees report that

22 The nominal rate isn’t particularly high but the real barrier is cumulative cost when distance,
rights-of-way, and interconnection fees are included.

23 Interviewees also indicated TTCL is lax on security as it imposes a non-changeable password for
the default gateway in the home (modem and router).

24 The entry of Starlink was reported to be delayed by “business-political interests” that were
maneuvering for a “piece of the investment”.

25 As much as half of the GDP. See also Nguimkeu & Okou, 2021.
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community networks are treated as competitors to incumbent ISPs and large operators
rather than as complementary rural infrastructure, limiting their ability to scale or

attract partnerships, including satellite providers such as Starlink.

Mobile data plans by private operators remain cost-prohibitive for many
Tanzanians, and carriers don’t publish coverage areas, which forces more affluent
consumers to duplicate subscriptions, often resorting to Chinese phones that offer

multiple SIM card options in one device.

This extractive dynamic is reinforced by the relationship between operators and the
state. Stakeholders noted that Tanzania's major mobile operators (most being foreign-
owned) orient their public messaging not around subscriber growth, service quality, or
coverage expansion, but around the revenue they generate for government coffers. The
implicit bargain is: operators tolerate an onerous regulatory and tax environment in
exchange for an oligopolistic market structure that limits competition, while the state
tolerates mediocre service delivery so long as fiscal extraction continues. The result is a
telecom sector optimized for short-term revenue capture rather than the infrastructure

investment and consumer welfare gains that drive ICT-led growth elsewhere.

CCM's incumbency bias in telecom regulation, evident in TTCL's protected status
under the 2017 Act, likely arises from a deep-seated apprehension that aggressive
liberalization would marginalize state assets, allowing foreign-heavy operators like
Vodacom to dominate infrastructure and erode TTCL's strategic leverage. This caution
is reinforced by recent FDI surges in non-digital sectors, which have bolstered Dar es
Salaam's confidence in its "balanced" approach to foreign investment: inflows jumped
21.6% to $6.6 billion in the fiscal year ending June 30, 2025, driven largely by mining
(e.g., explosive 16.6% growth in 2025 production) and agriculture (spurring a 46.7% Q1
2025 FDI leap to $2.16 billion across these and related areas). These gains, concentrated
in resource extraction and agribusiness (per the Bank of Tanzania's 2024 Investment

Report), signal to policymakers that selective openness—coupled with safeguards like
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local equity mandates- suffices for economic momentum, without needing to overhaul

digital gatekeepers like TTCL.

However, this sectoral silo mindset overlooks the pervasive reliance of every
economic sector on general-purpose ICT technologies. Cloud computing, data
analytics, mobile connectivity, and Al platforms generate profound multiplier effects
across industries. In mining, for instance, real-time IoT sensors and satellite imagery
(powered by high-bandwidth backbones) optimize exploration and reduce downtime,
which amplifies FDI yields. Agriculture leverages precision farming apps for yield boosts
via soil analytics and supply-chain apps, turning subsistence plots into export engines.
Even manufacturing and tourism depend on ERP systems for logistics and digital
booking platforms for global reach, creating spillovers that invariably raise the GDP (per
World Bank models). By bottlenecking telecom liberalization, CCM risks throttling these
cross-sector amplifiers, confining FDI booms to isolated silos rather than a networked

surge that could propel Tanzania toward its $15B 2025 investment target. The World

Bank shows that shared high-speed infrastructure triggers FDI surges as it reduces the
risk of greenfield investments (Mensah and Traore, 2023). In fact, ICT-FDI
complementarities could boost inclusive growth by 1-2% of GDP as cheaper connectivity

fuels SMEs in rural economies.

Therefore, we recommend amendments to the 2017 Act to require TTCL to operate
on open-access, non-discriminatory terms with a published reference offer in order to
expand wholesale competition. Similar to South Africa’s Electronic Communications Act
Section 43 (the obligation to lease). This change would lower input costs for ISPs and

transnational enterprises, e.g., business process outsourcing (BPO) firms.

Table 3 below presents three models to illustrate, one with the status quo, one based

on the South African model, and one where reforms are enacted.
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Aspect Status Quo Liberalized TZ-Specific
Model (E.g., Balance
South Africa)
Steady (~$300M T 1E—2R% suTEe Via Phased mandates can
FDI Impact | telecom/year) but 57257 SUIge attract $1B+ without
efficient allocation
capped by costs full monopoly loss
Oligopoly favors Broader entry, TTCL as "wholesale
Competition | incumbents lower prices (20— referee" empowers
(TTCL/Vodacom) 40% drop) locals too
Local Stagnant local stock Maintenance of the
. i 9 hip rul
Ownership | exchange (~$500M Amplified by growth | 25% ownership rule
total) (1—2% GDP boost) captures rising tide
Value for citizens
. . Political feasibili
isks Slower rollout (5G to Foreign dominance © 1t.1ca easibility
Ris contingent on
2026) fears e .
ministerial alignment

Table 3: The political economy of wholesale access reform: status quo, the South

African model, and a Tanzania-specific balance

Absent more efficient privatization and deregulation, mandatory sharing and

leasing of TTCL infrastructure at regulated rates would reduce barriers for all operators,

accelerating infrastructure rollout and adoption in a market where fixed broadband

subscriptions lag at roughly 2.5 per 100 people, against South Africa's 3.4 (World Bank,

2025).

The cost efficiencies are shared: if TTCL leases excess capacity on its underutilized

metro fiber network in Dar es Salaam, it could generate steady wholesale revenue

without cannibalizing retail (Tanzania Digest, 2025). Competitors like Airtel would gain

more affordable backbone access, which would lower prices for consumers and spur

demand.
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Liberalization isn’t a zero-sum game; it’s a multiplicative tide that lifts all boats.
President Hassan's 2023—2025 reforms (e.g., streamlined approvals) and targeting $15
billion annual FDI hint at minor experiments in openness, but growth will require TTCL
privatization and TCRA independence, only if a new political-economic equilibrium can
assuage the CCM over its political dominance. If executed, a tailored liberalization
strategy could vault Tanzania’s digital economy to Kenya’s 10-15% YoY growth in ICTs,

but doing so will require threading the needle between foreign capital and homegrown

equity.

VIII - Conclusion

This report set out to explain the role of internet governance practices and policies,

their relationship to Tanzania’s digital ecosystem, and broader economic development.

In the course of our inquiry we had to explain why Tanzania’s ICT sector has failed
to significantly contribute to GDP growth despite growth in the number of people
online. The answer lies not in underdevelopment or malinvestment of infrastructure but
in the political-economic equilibrium governing its use. We examined three factors as
sources of explanation: connectivity restrictions and censorship, digital sovereignty
mandates, and cronyism. Cronyism, understood as the fusion of regulatory authority
with private interests, functions as the foundational mechanism. Sovereignty and
censorship policies are downstream instruments shaped by the patronage involved with
the CCM’s half a century of one-party rule, thriving on the discipline of political speech
and more recently on foreclosing competitive entry under the pretext of data protection.
Together, these factors form a self-reinforcing cycle as restrictive policies create
discretionary authority, which in turn generates opportunities for extraction, and
extraction creates vested interests in maintaining the restrictions. This pattern explains
why incremental reforms under President Hassan have not altered the sector’s
trajectory since the underlying incentive structure between regulator and regulated

remains intact.
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The negative correlation between services as a share of GDP and internet
penetration contradicts the pattern observed in all Tanzania’s neighboring countries and
the broader literature on telecommunications and development. The divergence is not

explained by infrastructure or income but by governance and state policies.

The policy recommendations presented in this report are designed to be politically
survivable. They do not require the CCM to dismantle the current order sustaining its
dominance, instead they propose adjustments calibrated to make incremental
adjustments. Revoking data localization mandates, introducing risk-based cross-border
transfer mechanisms, establishing judicial oversight for data access, liberalizing content
licensing, requiring open-access wholesale infrastructure, and replacing ownership caps
with competition-based assessments — each of these reforms can be justified on fiscal
grounds alone, as a larger and more dynamic ICT sector would expand the tax base,
attract FDI, and generate employment. The perceived loss of control can be offset by the
long-term gains that a more competitive digital economy brings to all stakeholders,

including the state.

Whether these reforms materialize depends on a question this report can identify
but not resolve: whether the economic costs of the current equilibrium will grow fast
enough to create the political conditions for change before the state's expanding digital
surveillance capacity like mandatory SIM registration or the forthcoming Jamii Namba
Digital ID system locks in a more durable architecture of control. Tanzania's digital

future will be determined by the outcome of that race.
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X - Appendices

Appendix: Policy matrix summarizing recommendations

The table below draws on the DTI data, additional desk research, and conversations
with stakeholders to catalog restrictive measures in Tanzania and propose actions
justified by their ability to foster rational behavior among stakeholders, along with the
expected economic effects regarding digitally delivered services. Each row corresponds
to one of the ten policy recommendations in Section VII, indicated in the proposed
action column; rows marked Supplementary identify additional measures that reinforce

those recommendations but were not treated as standalone items in the main text.
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Pillar 5. Telecom Infrastructure & Competition

Fair Competition Act Amend to grant the Significant market power, high  Open markets to

(2003) -- Lack of Fair Competition
mandate to review Commission (FCC)
competition matters jurisdiction to

in communications  enforce

sector, including competition in the
investigation and sector.

imposition of Recommendations
sanctions by Fair (rec.) 8-10.
Competition

Commission (FCC).

Electronic and Postal Amend to
Communications Act eliminate local
2010 § 26; Licensing ownership and
Regulations 2018 §  domestic listing
22 — minimum 51%  requirements,
percent local instead subject
(Tanzanian citizen) licensed providers
shares ownership of to a market-based

content service competition
licensee; mandatory assessment. Rec 8.
25% domestic IPO

float for other

licensees.

Tanzania Require TTCL to

Telecommunication operate fiber
Corporation Act 12 of network on open-
2017 — TTCL operates access, non-

national fiber discriminatory
backbone with terms. Rec 10.
preferential access
rights.
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prices observed across retail and greater
wholesale markets. Regulator competition,
(TCRA) lacks or has limited legal lower input costs,
mandate, enforcement reduce
framework, institutional bandwidth costs
organization, independence,

accountability and resources to

enforce competition effectively

ex post. (Temu, 2021)

Attracts FDI and strategic Increases capital
investors. Aligns with Mauritius' flows to

ICT Act, which has no domestic infrastructure
requirements or equity caps, and projects; reduces
Kenya's Communications Act bandwidth costs;

(2018), which utilizes stimulates DDS
competition tests instead of export
ownership limits. competitiveness.

Expands wholesale competition. Lowers input

Similar to South Africa’s costs for ISPs and

Electronic Communications Act transnational

§ 43 (obligation to lease). enterprises, e.g.,
business process
outsourcing
(BPO) firms.
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Licensing Regulations Introduce a
2018 §§ 10—12 — High graduated fee

initial /renewal fees

and duplicative
documentation.

No WTO Telecom
Reference Paper
commitment.

TCRA governance
provisions (2003

TCRA Act §§ 7—14).

Electronic
Communication
Numbering and

Addressing

schedule indexed
to turnover and
publish multi-year
fee roadmap. Rec.
9.

Append WTO
Reference Paper to
GATS Schedule of
Commitments.
Supplementary
Rec.

Amend to provide
budgetary and
appointment
independence,
broader
stakeholder
oversight.
Supplementary
Rec.

Amend to
eliminate use and
registration
requirements.

Regulations 2018 § 10 Supplementary
(1, 2) — Compulsory  Rec.

registration and use

of dot-Tz (.Tz)
domain names;
registration of IP

addresses assigned or

in use
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Flexible, lower costs encourage
market entry; patterned on
Kenya ICT Authority’s unified
licensing framework.

Locks in competitive safeguards
and transparency benchmarks.

Ensures regulatory credibility,
implements recognized best
practices; e.g., UNESCO

Lowers entry
barriers for rural
and value-added
service providers
supporting digital
exports.

Improves
investor
confidence and
market access.

Reduces political
and regulatory
risks in telecom

Guidelines for the Governance of investment.

Digital Platforms.

Promotes competition in DNS,
IP-related services.

Pillar 6. Cross-Border Data Policies

Lowers input
costs for
enterprises;
stimulates DDS
export
competitiveness.
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Personal Data
Protection Act 2022

§8 31-32 — Cross-
border transfer
permitted only to
“adequate”
jurisdictions and
with Commission
authorization.
Finance Act 2021,
Tax, and Payment
localization rules —
Primary data must
be stored on servers
in Tanzania.

No binding trade
commitments on
data flows.

Absence of data
transfer whitelist or
recognition
mechanism.
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Amend to allow “Cross-
border transfer is lawful

where data controller
uses Standard

Contractual Clauses or
Binding Corporate Rules

recognized by the
Commission.” Rec 2.

Replace with “primary or

mirrored storage in
Tanzania unless

controller implements

certified Standard

Contractual Clauses and

real-time access for

domestic regulator.” Rec

1.

Negotiate accession to

AfCFTA Protocol on

Digital Trade and
consider other

harmonization efforts,

e.g., DEPA.
Supplementary rec.
Mandate PDPA

Commission to publish

list of “adequate”

jurisdictions and accepted between
certification schemes,

Introduces risk- Reduces legal

based transfer ~ uncertainty for data
approach; similar exports. Enables cloud
to EU GDPR Art. and BPO firms to serve
46. foreign clients lawfully.

Singapore PDPA Cuts redundant
(2021) § 26 infrastructure costs for
permits overseas financial and SaaS

storage with providers; expands
equivalent export capacity.
protection.

Anchors data- Reduces regulatory

flow openness in fragmentation; signals
regional law, e.g., predictability to
Rwanda (2023  investors.

AfCFTA pilot).

Creates clarity
for controllers,
alignment

Facilitates outsourcing
and cross-border
collaboration with
assured compliance.
domestic data

e.g., ISO/IEC 27701, SOC protection acts.

2. Rec 2.
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https://asiantradecentre.org/talkingtrade/unpacking-the-digital-economy-partnership-agreement-depa
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No explicit redress
for unlawful cross-
border denial.

Electronic and
Postal
Communications
Act 2010 § 91
(superseded by
2022 TCRA
amendments) —
Monthly submission
of subscriber
information to
TCRA database.
Investigation
Regulations 2017
Regs 4—12 —
Interception
authorized by
Inspector General of
Police without
judicial warrant.
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Add § 21F to PDPA: “Any
person aggrieved by
refusal of transfer
authorization may appeal
to the High Court.”
Supplementary rec.

Ensures due

Improves legal certainty

process and data and trust in data-

rights; reflects
South African

POPIA § 74.

Pillar 7. Domestic Data Policies

Strike § 91(1-2, 4) Amend
§ 91 (3): Replace “shall be
required to submit to the
Authority once a month a
list containing its
subscriber’s information”
with “shall submit
subscriber’s information
pursuant to specific law-
enforcement order.” Rec
3.

Amend to require prior
court issued warrant or
emergency intercept with
ex-post judicial review
within 72 hours. Rec 3.

Brings practice in
line with EU
ePrivacy Directive
and OECD
Guidelines on Data
Protection.

Aligns with best
practices on due
process, necessity,
and proportionality,
e.g. South Africa’s

governance institutions.

Reduces bulk-
data risk and
compliance burden;
enhances privacy
and trust in
domestic digital
markets.

Builds
confidence for cloud
and outsourced data
processing;
supports foreign

RICA Act (2002) and client compliance.

European Court.
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https://popia.co.za/section-74-complaints/
https://popia.co.za/section-74-complaints/
https://popia.co.za/section-74-complaints/
https://popia.co.za/section-74-complaints/
https://pbsa.co.za/wp-content/uploads/2019/08/RICA-Act-70-of-2002.pdf
https://pbsa.co.za/wp-content/uploads/2019/08/RICA-Act-70-of-2002.pdf
https://pbsa.co.za/wp-content/uploads/2019/08/RICA-Act-70-of-2002.pdf
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PDPA 2022 § 27—  Limit obligation to “Data Proportionate Reduces
Mandatory Data controllers or processors application similar  compliance costs for
Protection Officer = whose core activities to numerous SMEs and start-ups
for all require regular and jurisdictions, e.g., in digital services.
controllers/processo systematic monitoring of UK, EU, and others.
rs. data subjects on a large
scale.” Supplementary
rec.
Cybercrimes Act Insert § 35A: “No Establishes due Encourages data-
2015 § 32—-35 — disclosure of traffic or process and balances hosting and
Disclosure orders  content data shall be legitimate law analytics firms to
issued by police made without court enforcement needs locate in Tanzania.
without court order.” Rec 3. with human rights;
authorization. e.g., UK
Investigatory Powers
Act 2016.

Pillar 8. Intermediary Liability

Cybercrimes Act  Replace “immediate Emulates U.S. Encourages good
2015 §§ 39—44 — removal” with “removal DMCA § 512 and Samaritan behavior
Safe harbor within a reasonable time  EU Digital but reduces “over-
conditional on after notice, not exceeding Services Act safe- block or be liable”
immediate 72 hours.” Add “user may harbor provider incentives;
removal of submit counter-notice for frameworks. enable cybersecurity
alleged illegal reinstatement within 7 research

activities or days.” Rec 7.

information; no
counter-notice

mechanism.
Online Content  Repeal § 4. Rec 6. Removes barriers Expands creative
Regulations 2020 for start-ups and economy and ad-
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https://iapp.org/media/pdf/resource_center/dpo_requirements_by_country.pdf
https://iapp.org/media/pdf/resource_center/dpo_requirements_by_country.pdf
https://www.legislation.gov.uk/ukpga/2016/25/contents
https://www.legislation.gov.uk/ukpga/2016/25/contents
https://www.legislation.gov.uk/ukpga/2016/25/contents
https://www.legislation.gov.uk/ukpga/2016/25/contents
https://tanzlii.org/en/akn/tz/act/2015/14/eng@2015-05-22?
https://tanzlii.org/en/akn/tz/act/2015/14/eng@2015-05-22?
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§ 4 — Licensing user-generated supported digital
requirement for platforms. services exports.
online content
providers.
Online Content ~ Amend to a 24-hour Prevents abuse Encourages SME
Regulations 2020 minimum and tiered and creates platform use and
§ 11 — Two-hour  response based on accountability of  foreign platform
takedown rule for platform size, basedona notice-and- investment.
prohibited “reasonable time frame”.  takedown, creates
content; no Add “user may submit scalable
counter-notice counter-notice for compliance
mechanism. reinstatement within 3
days.” Rec 7.
No transparency Amend Cybercrimes Act ~ Good-practice Builds trust and
report 2015 and Online Content  standard international
requirement. Regulations 2020: (submission to credibility in the
“Intermediaries shall OECD Review of domestic digital
publish annual Privacy services market.

transparency reports on  Guidelines).
takedown requests,

distinguishing between

government officials’ and

copyright holders’

requests, and subsequent

actions taken.”

Supplementary rec.

Pillar 9.
Content Access
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https://www.oecd.org/content/dam/oecd/en/publications/reports/2021/04/transparency-reporting_94de5b00/e90c11b6-en.pdf
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https://www.oecd.org/content/dam/oecd/en/publications/reports/2021/04/transparency-reporting_94de5b00/e90c11b6-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2021/04/transparency-reporting_94de5b00/e90c11b6-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2021/04/transparency-reporting_94de5b00/e90c11b6-en.pdf
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Electronic Amend § 34: Replace

Transactions Act “shall disclose a

2015 §§ 33—36 — description of the

Applicants for

cryptographic or demonstrate

certification services conformity to

must register and recognized security

disclose technology  standards (e.g.,

details to Ministry of ISO/IEC 19790, NIST

ICT. SP 800-140 series)
without revealing
proprietary
information.” Rec 4.

TCRA Public Notice Revoke Notice and

on VPN Use (Oct codify lawful-use

2023) — Permit standard: “No permit

required for VPN

usage; penalties for lawful purposes.”

include fines and jail. Blocking only by court
order. Rec 5.

Online Content Revoke fee schedule.

Regulations 2020 Rec 6.

Licensing Fees — Per-

category fees (TSh 1

m-2m).

Electronic and Postal Amend to require
Communications Act judicial order and
2010 § 104 — Absence publication of block
in Code of Conduct of lists with sunset
due process for clauses. Recs 6-7.
blocking orders.
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Protects data,
systems, trade
secrets, and online

technology” with “shall transactions.

Mirrors EU Net
Neutrality Reg.
(2015/2120) and

required for use of VPN Kenya ICTA Policy

(2022).

Removes financial
barrier for small
content creators
(entertainment,
education, analysis),
since double digital

taxation is already in

effect.

E.g., follows the
transparency,
accountability, and
redress model
outlined in Council
of Europe Rec

(2022) 13.

Encourages
cryptographic
service innovation
and secure digital
transactions.

Enables remote
work, secure cross-
border transactions,
and BPO
operations.

Expands content
export sector and
platform
participation.

Prevents arbitrary
content blocking;
supports a stable
digital business
environment.

Digital Governance in Tanzania


https://search.coe.int/cm#%7B%22CoEIdentifier%22:%5B%220900001680a61729%22%5D,%22sort%22:%5B%22CoEValidationDate%20Descending%22%5D%7D
https://search.coe.int/cm#%7B%22CoEIdentifier%22:%5B%220900001680a61729%22%5D,%22sort%22:%5B%22CoEValidationDate%20Descending%22%5D%7D
https://search.coe.int/cm#%7B%22CoEIdentifier%22:%5B%220900001680a61729%22%5D,%22sort%22:%5B%22CoEValidationDate%20Descending%22%5D%7D
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